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: 

No. _____________________ 
 
 
 

PETITION FOR REVIEW IN THE NATURE 
OF A COMPLAINT FOR DECLARATORY JUDGMENT 

Petitioner Robert Rossman, in his official capacity as a member of 

the Potter County Board of Elections, by and through his undersigned 

counsel, submits this Petition for Review in the Nature of a Complaint 

for Declaratory Judgment, and in support alleges as follows: 

I. INTRODUCTION 

1. This matter is ultimately a dispute about what should 

otherwise be an unremarkable concept in performing a governmental 

function: due diligence. Pennsylvania law requires county 
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commissioners, like Petitioner, to review new voter registration 

applications for completeness and consistency before accepting them. See 

¶¶ 31-40 infra.  This, in turn, requires commissioners to use accessible 

databases to evaluate whether the driver’s license numbers or the last 

four digits of social security numbers supplied on the application match 

the name of the applicant. Applicants without the required numbers are 

“incomplete” and applications with identification numbers that do not 

match, are internally inconsistent. 

2. This matching requirement serves several important 

purposes. First, it helps commissioners ensure that applicants are who 

they say they are. Second, it helps them ensure that applicants are 

qualified electors of the county. Third, it facilitates the maintenance of 

accurate and current voter rolls, preventing duplicate entries as well as 

erroneous entries that, due to federal restrictions on list maintenance, 

would otherwise likely take years to remove.  

3. In other words, the requirement in Pennsylvania law that 

requires a voter registration application to be both complete and 

consistent before it is accepted is simply an exercise in good government. 
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4. But the Pennsylvania Department of State (the Department), 

and the Secretary of the Commonwealth (the Secretary), who are the 

respondents in this matter, have stymied Petitioner’s ability to perform 

the front-end review the Pennsylvania law requires. Twice—once in 2006 

and once in 2018—the Department informed county commissioners that 

state law requires them to ignore inaccurate driver’s license or social 

security numbers and to add to the voter registration rolls applicants 

with flawed and unverified voter registration applications.  

5. The first of these declarations, which was a mere non-binding 

guidance, was an unambiguous reversal of the Departments previous 

position that state law requires that matching be completed before an 

application to register to vote could be accepted. The second declaration 

purported to bind county officials, backed by draconian penalties for non-

compliance.  

6. The Department has never justified its about-face conclusion 

from counties must match names to identification numbers before 

accepting an application to counties may not enforce any such matching 

requirement. In 2006, it did nothing more than cite a district court case 

from Washington state holding—in the context of a preliminary 
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injunction—that a federal statute, the Help America Vote Act of 2002 

(“HAVA”),1 prohibits enforcement of Washington State’s matching 

provision. See Washington Association of Churches v. Reed, 492 F. Supp. 

2d 1264 (W.D. Wash. 2006) (issuing a preliminary injunction). But the 

Department has never explained why it believes a non-binding opinion 

from a single judge on the other side of the country rendering a 

preliminary interpretation of a law from another state is correct. 

7. Similarly, when the Department purported to convert its non-

binding guidance into a binding directive in 2018, it merely repeated its 

bare citation. This time, however, the lack of analysis was even less 

justifiable since, in the intervening years the only legal development was 

a decision from the federal court of appeals for the Eleventh Circuit 

holding that HAVA permits matching. See Fla. State Conf. of N.A.A.C.P. 

v. Browning, 522 F.3d 1153, 1168 (11th Cir. 2008) (hereinafter, 

Browning). 

8. These “edicts” from the Department find no support in either 

State or Federal law and should be declared unlawful by this Court. 

 
1 See 52 U.S.C. §§ 20901-21145 (formerly 42 U.S.C. §§ 15301-15545). 
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II. JURISDICTION 

9. This Court has jurisdiction over this original action under 

Section 761(a)(1) of the Judicial Code.2 

III. PARTIES 

10. As a duly elected county commissioner from Potter County, 

Petitioner Robert Rossman is a statutorily designated member of the 

“commission” that oversees the registration of electors in Potter County, 

Pennsylvania. See 25 Pa.C.S. §§ 1102, 1203.  Thus, under the 

Pennsylvania Voter Registration Act (the Registration Act), Petitioner 

Rossman is a “commissioner,” vested with various powers and duties 

related to voter registration.  See id.  

11. Respondent the Department is a Commonwealth agency, 

authorized under the Registration Act to take certain actions against 

commissions regarding the registration of electors. See 25 Pa.C.S. 

§§ 1102, 1803(a), 1804; see also id. at § 1201. 

12. Respondent the Secretary is the chief officer charged with 

overseeing the Department and performing various specific functions 

 
2 See 42 Pa.C.S. § 761(a)(1) (providing that, subject to certain exceptions not 

applicable here, “[t]he Commonwealth Court shall have original jurisdiction of all 
civil actions or proceedings . . . [a]gainst the Commonwealth government, including 
any officer thereof, acting in his official capacity”). 
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related to voter registration, including, inter alia, “prescribe[ing] the 

form of an official voter registration application[,]” id. at § 1327(a)(1), and 

“promulgat[ing] regulations necessary to establish, implement and 

administer the” uniform registry of electors in the Commonwealth, id. at 

§ 1222(f), which is discussed in greater detail below. 

IV. STATEMENT OF FACTS 

A. Help America Vote Act of 2002 

13. In late 2002, HAVA was enacted as “Congress’s attempt to 

strike a balance between promoting voter access to ballots on the one 

hand and prevent voter impersonation fraud on the other.” Browning, 

522 F.3d at 1168. 

14. Under HAVA, certain information on state voter registration 

applications is required before an application can be accepted or 

processed by a state.  

15. Specifically, under a subparagraph entitled “Requiring 

provision of certain information by applicants,” generally  “an application 

for voter registration for an election for Federal office may not be accepted 

or processed by a State unless” it contains one of three things: (1) the 

applicant’s driver’s license number; (2) the last four digits of the 
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applicant’s social security number; or (3) a statement that the applicant 

has not been issued a driver’s license or social security number. See 52 

U.S.C. § 21083(a)(5)(A)(i)-(ii). 

16. Although HAVA does not require states to reject applications 

if a there is a mismatch, or if a voter’s identity cannot be clarified, it 

expressly provides that States are required to verify the applicant’s 

identity in keeping with State law.  See Browning, 522 F.3d at 1168. 

17. Specifically, the Subsection titled “Determination of 

validity of numbers provided,” provides that “State shall determine 

whether the information provided by an individual is sufficient to meet 

the requirements of this subparagraph, in accordance with State law.” 52 

U.S.C. § 21083(a)(5)(A)(iii) (emphasis added). 

18. To facilitate its overarching goal of accurate and current voter 

registration rolls, HAVA also requires States to make all necessary 

arrangements to ensure that registration officials can access the state’s 

driver’s license database, as well as the national database maintained by 

the Social Security Administration. See id. at § 21083(a)(5)(B)(i)-(ii). 

19. HAVA also requires states to establish “a single, uniform, 

official, centralized, interactive computerized statewide voter 
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registration list[,]” id. at § 21083(a)(1)(A), which, among other things, 

“assigns a unique identifier to each legally registered voter in the State.” 

Id. at § 21083(a)(1)(A)(iii). 

20. In addition, HAVA requires the state and local officials 

responsible for overseeing voter registration to “perform list maintenance 

with respect to the computerized list on a regular basis[,]” id. at § 

21083(a)(2)(A), in a manner that, among other things, identifies and 

removes duplicate names.  See id. at § 21083(a)(2)(B)(iii). 

B. Pennsylvania Voter Registration Laws and 
Regulations 

21. In Pennsylvania, HAVA’s requirements relative to a 

computerized registration list are satisfied by the Statewide Uniform 

Registry of Electors system (the SURE system), which was created by 

statute before HAVA. See 25 Pa.C.S. § 1222. 

22.  In December 2002, the Department published regulations—

effective in January 2003—governing the administration of the SURE 

system. See Pa. Bull., Vol. 32, No. 52, at 6340-59 (Dec. 28, 2002); see also 

4 Pa. Code. Ch. 183. 
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23. Eligible electors in Pennsylvania are entitled to vote subject 

to registration laws enacted by the General Assembly. See Pa. Const. art. 

VII, § 1; see also 25 Pa.C.S. § 1301(a) (describing eligibility to register).  

24. Although the form of the official voter registration 

application is prescribed by the Secretary, its substance is governed by 

the statutory scheme enacted by the General Assembly, see 25 Pa.C.S. § 

1327, and the attendant regulations that have been duly promulgated, 

see 4 Pa. Code §§ 183.1, et seq. 

25. Specifically, a voter registration application must include a 

request for the applicant’s PennDOT driver’s license or ID card number 

and the last four digits of the applicant’s social security number.  See 4 

Pa. Code § 183.1(a) (defining the “VRMA” as the “[t]he Statewide voter 

registration application form, in accordance with section 1327(a) of the 

act (relating to preparation and distribution of applications)[,]” and 

including among the list of required information, an applicant’s driver’s 

license number and the terminal four digits of the social security 

number). 
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26. The current version of the Pennsylvania official voter 

registration application created by the Department is attached as Exhibit 

A. 

27. As reflected therein, Box 7 of the application asks for the 

applicant’s PennDOT driver’s license or ID card number and the last four 

digits of the applicant’s social security number, or a declaration (under 

oath) that the applicant has neither. 

28. Additionally, potential electors can apply to register to vote 

while applying for a driver’s license, see 25 Pa.C.S. § 1323; the Secretary 

of Transportation creates the format of the application, but the portion of 

it regarding voter registration “shall contain all the requirements of an 

official voter registration application specified in section 1327[.]” 

25 Pa.C.S. § 1323(b)(3).  

29. Further, potential electors can apply to vote using the official 

mail registration application created by the Federal Election Assistance 

Commission, named the National Voter Registration Form. See 52 U.S.C. 

§§ 20505(a)(1), 20508(a)(2); 25 Pa.C.S. § 1324(a). The current version of 

the National Voter Registration Form is attached as Exhibit B. 
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30. Box 6 of the National Voter Registration Form calls for, 

among other things, an “ID Number,” which in the Pennsylvania-specific 

instructions is explained as follows: “You must supply a Driver’s License 

Number, if you have one. If you do not have a Driver’s License Number, 

you must supply the last four digits of your Social Security Number. If 

you do not have either form of ID, please write ‘NONE’ in the box.” 

31. The parameters for review and approval of voter registration 

applications are set forth in statute, see 25 Pa.C.S. § 1328, and the 

attendant regulations, see 4 Pa. Code §§ 183.5 (“Uniform procedures for 

the commissions relating to accepting or rejecting applications on the 

SURE system.”) & 183.6 (prescribing the “process for identifying 

duplicate registration records for a new application or for an existing 

record” (emphasis added)). 

32. Turning, initially, to the plain language of the statute, Section 

1328 provides that, “[u]pon receiving a voter registration application, a 

commissioner, clerk or registrar of a commission” for the county where 

the applicant must “[e]xamine the application to determine[,]” inter alia, 

“[w]hether the application is complete,” and “[w]hether the applicant is a 

qualified elector.” 25 Pa.C.S. § 1328(a)(2)(i)-(ii); see also id. at § 1322(a) 
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(providing that voter registration applications may be submitted to a 

commissioner). 

33. If, upon such examination, it appears that “[t]he application 

was not properly completed and, after reasonable efforts by the 

commission to ascertain the necessary information, the application 

remains incomplete or inconsistent[,]” the application must be 

rejected.  25 Pa.C.S. § 1328(b)(2)(i) (emphasis added); see also 4 Pa. Code 

§ 183.5(c) (requiring “reasonable efforts to ascertain information that is 

necessary for voter registration and is incomplete, inconsistent or 

unclear on an applicant’s application form” (emphasis added)).  

34. “Reasonable efforts,” by regulation, “shall include” mailing a 

notice to the applicant or calling the applicant, if a phone number is 

available. See id.  

35. By its terms, therefore, Section 1328(b)(i) requires 

assessment of whether the information on an application is complete and 

consistent, including reasonable efforts to address defects, before it can 

be accepted. Importantly, however, no application is rejected for 

incomplete or inconsistent information until the commission has made 



13 

reasonable efforts to address those deficiencies. See id.; see also 4 Pa. 

Code § 183.5. 

36. A commission “shall” process a voter registration application 

if, among other things, the application “contains the required 

information indicating that the applicant is a qualified elector of the 

county.” 25 Pa.C.S. §§ 1328(b)(3)(ii), (4)(ii), (5)(ii), (6)(ii), (7)(ii), (8)(iii) 

(emphasis added). 

37. Additionally, while reviewing new applications to register, 

commissions are required to check for potential duplicate registrations, 

which requires the commission to examine, among other things, the 

applicant’s driver’s license number or the last four digits of the 

applicant’s social security number. 4 Pa. Code. § 183.6(a)(2)(ii)-(iii).  

38. This process assists Pennsylvania in complying with HAVA’s 

requirements that voters receive unique identifying numbers and to 

“ensure that . . .  duplicate names are eliminated from the” SURE system. 

52 U.S.C. § 21083(a)(1)(A)(iii), (a)(2)(B)(iii).  

39. In fact, among the features that the SURE system was 

required to include was the ability to “[i]dentify duplicate voter 
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registrations on a countywide and Statewide basis.” 25 Pa.C.S. § 

1222(c)(17). 

40. In examining voter registration applications and determining 

the eligibility of the applicant to register, commissioners rely on the 

SURE system. See 25 Pa.C.S. § 1328(a)(2)(iii); 25 Pa.C.S. § 1222(c)(7) & 

(9); 4 Pa. Code § 183.5.  

C. The Department’s subsequent interpretation of HAVA. 

41. In the years after HAVA was first enacted, the Department 

initially adhered to policies and procedures that required the 

information provided by an applicant to match information in either the 

Commonwealth’s driver’s license database or the database of the Social 

Security Administration.3 

42. Indeed, in a Notice published in December 2003, the 

Department instructed as follows: 

For applications for voter registration received on and after 
January 1, 2006, section 303(a)(5) of HAVA will prohibit the 
acceptance or processing of the application unless (i) the 
application includes the driver's license number of an 
applicant who has been issued a current and valid driver's 
license, or if the applicant does not have a current and valid 
driver's license, the last four digits of the applicant's social 

 
3 Despite his best efforts, Petitioner has not been able to locate a copy of those 

policies.  Upon information and belief, however, the Department has, in its 
possession, a true and correct copy of the same. 
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security number (except for an applicant who declares in his 
application that he has neither a current and valid driver's 
license nor a social security number); and (ii) elections officials 
determine that the number provided by the applicant is valid. 

Pa. Bull., Vol. 33, No. 50, at 6340-59 (Dec. 13, 2003) (emphasis added). 

43. Under these policies and procedures, if the applicant’s 

provided information did not match, the applicant was sent a notice 

seeking additional information. If that information was not supplied by 

the applicant, then the SURE system automatically rejected the 

application. 

44. Two years later, however, on August 9, 2006, the Department 

issued a non-binding document directed to county election commissions 

entitled, “Alert re: Driver’s License and Social Security Data Comparison 

Processes Required by the Help America Vote Act (HAVA)” (hereafter, 

the 2006 Alert). The 2006 Alert is attached as Exhibit C. 

45. According to the 2006 Alert, HAVA “requires” that an 

applicant for new voter registration provide either a driver’s license 

number, the last four digits of the applicant’s social security number, or 

a statement that the applicant has neither number. 

46. The 2006 Alert also acknowledges that HAVA “requires” the 

commissioners reviewing voter registration applications to “compare the 
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information provided by an applicant with the Department of 

Transportation’s driver’s license database or the database of the Social 

Security Administration, as appropriate.” 

47. Nevertheless, the 2006 Alert declares—in bolded, underlined, 

and italicized language—that under HAVA and Pennsylvania law, “the 

disposition of an application for voter registration must be made 

solely by the county voter registration commission under the 

standards and procedures prescribed by Pennsylvania law.” 2006 

Alert at 1. 

48. Without citation to any Pennsylvania authority—not a 

statute, not a regulation, not even a county court decision—the 2006 

Alert then declares “the failure to achieve a match between a voter 

registration application and a record in the Commonwealth’s driver’s 

license database or the database of the Social Security Administration is 

not a reason to reject the application.” Id. at 5 (emphasis added). 

The sole legal authority referenced in the 2006 Alert is a federal district 

court opinion from Washington state issued in a preliminary posture. See 

id. at 2 (citing Washington Association of Churches v. Reed, 492 F. Supp. 

2d 1264 (W.D. Wash. 2006) (issuing a preliminary injunction)). The 
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Secretary made no effort to analyze this authority nor its own authority 

to declare that this non-binding case preempts enforcement of state law 

to the contrary.  

49. The 2006 Alert concludes by advising the counties that the 

Department has modified the SURE system to end transmission of 

automatic rejection notices when an applicant fails to respond to an 

initial request for additional information.  

50. Notably, the 2006 Alert was not published in the 

Pennsylvania Bulletin, let alone promulgated as a proposed or final 

regulation. Accordingly, counties retained authority to implement the 

relevant Pennsylvania statues by rejecting registration applications 

based on a failure to achieve a match between the name and the driver’s 

license or Social Security number included in the application, provided 

they made reasonable efforts to cure the deficiency. The only change was 

that they would have to do so without the aid of the SURE system. 

51. The Department doubled down on all of this 2018, when it 

suddenly issued a document directed to county election commissions 

entitled, “Directive Concerning HAVA-Matching Drivers’ Licenses or 
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Social Security Numbers for Voter Registration Applications” (hereafter, 

the 2018 Directive). The 2018 Directive is attached as Exhibit D. 

52. The 2018 Directive invokes 25 Pa.C.S. § 1803(a) as the basis 

for the Department’s authority to issue it. 

53. Like the 2006 Alert, the 2018 Directive, states—without 

citation to any Pennsylvania law—that commissions cannot reject a 

voter registration application solely because the applicant’s name does 

not correspond to the identifying numbers provided in the application. 

54. The 2018 Directive states that applications with non-

matching data “may not be rejected and must be processed like all 

other applications.”  

55. The 2018 Directive also expressly prohibits counties from 

placing any “application placed in ‘Pending’ status while a county is doing 

follow-up with an applicant whose driver's license or last four of SSN 

could not be matched” and provides that such applications “MUST be 

accepted, unless the county has identified another reason to decline the 

application.” (emphasis in original). 

56. According to the 2018 Directive, approval of voter registration 

despite a mismatch is required to “comply with state and federal law[.]” 
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But like its predecessor, the 2018 Directive relies on nothing more than 

a citation to Washington Association of Churches v. Reed, 492 F. Supp. 2d 

1264 (W.D. Wash. 2006) for its substantive justification. It does not cite 

any state law whatsoever. 

57. Notably, the 2018 Directive fails to acknowledge that in 2008, 

the Eleventh Circuit Court of Appeals in Browning rejected the holding 

in Washington Association of Churches. This omission is particularly 

noteworthy, since Browning was the only relevant legal development 

between the 2006 Alert and the 2018 Directive.  

58. The Department’s promulgation of the 2018 Directive failed 

to comply with the Commonwealth Documents Law, Regulatory Review 

Act, and Commonwealth Attorneys’ Act, as all binding regulations must. 

D. Duplicate voter registrations in Pennsylvania and the 
Auditor General’s 2019 Report on the SURE System. 

59. The pernicious impact of Respondents’ lawless 2018 Directive 

is difficult to overstate. 

60. According to the Department, those tasked with reviewing 

voter registration applications and assessing the qualifications of 

applicants must approve applications even if the applicant’s identity 

cannot be verified. 
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61. The ramifications associated with such a paradigm are laid 

bare in a comprehensive report compiled by Auditor General Eugine 

DePasquale in 2019, a copy of which is attached hereto as Exhibit E. (the 

DePasquale Report). 

62. The DePasquale Report provides empirical evidence of the 

damage wrought by over a decade of preventing county officials from 

matching data. 

63. Among other things the DePasquale Report found that, as of 

2018, there were 8.6 million individual voter registration records in the 

SURE system, of which, less than eight million contained driver’s license 

numbers, meaning that over 600,000 records have no driver’s license 

associated with them. 

64. Based on an analysis of the driver’s license data alone, the 

DePasquale Report also found that, as of 2018, there were over 24,000 

potential cases of duplicate registrations. 

65. Furthermore, according to the DePasquale Report, as of 2018, 

based on an analysis of the last four digits of the social security number, 

there were over 13,000 additional potential cases of voters with 
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multiple registrations (i.e., in addition to the duplicates identified using 

driver’s license numbers). 

66. As the DePasquale Report acknowledges, “[h]aving two or 

more registrations could potentially allow a voter to vote more than once 

in an election[,]” Ex. E, at 29, which is a serious criminal offense, not to 

mention a threat to the integrity of the Commonwealth’s elections.  See 

id. at 29 n. 53. 

67. The possibility of such criminal conduct, as it turns out, was 

not merely conjectural.  For example, just a few months ago, a man was 

charged with voter fraud for double voting.4  As relayed in the report, the 

voter was able to engage in his criminal conduct because he had 

“successfully registered to vote in Montgomery and Philadelphia 

Counties in Pennsylvania, . . . using a false address and false social 

security number.”  Id. 

68. Again, in October of 2024, fraudulent registrations were 

discovered in Cambria, Lancaster, York, and Monroe Counties.  Officials 

appear to have confirmed that some of these registrations were 

 
4 Katie Bernard, Montco man charged with voting in three counties in rare 

voter fraud case, Philadelphia Inquirer (Aug. 9, 2024), available at 
https://www.inquirer.com/politics/election/election-fraud-charges-pennsylvania-
florida-20240809.html. 
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fraudulent on the basis of the very type of pre-registration matching the 

2018 Directive declares to be unlawful.  

69. Given that the prevailing edict prohibits investigation and 

requires officials to register potential mismatched voters without placing 

them in pending status until completion of investigation, these cases are 

likely just a small sampling of the damage that has been caused by 

Respondents’ lawless 2018 Directive. 

E. The Controversy Between Petitioner and Respondent 

70. As noted, the 2018 Directive purports to be issued under the 

authority of 25 Pa.C.S. § 1803(a), which authorizes the Department to 

“take any actions, including the authority to audit the registration 

records of a commission, which are necessary to ensure compliance and 

participation by the commissions.”  

71. Commissioners who fail to comply with voter registration face 

potential criminal liability. 

72. For instance, a person commits a misdemeanor if the person 

“[k]nowingly and intentionally prevent[s] an applicant who is a qualified 

elector from being registered.” 25 Pa.C.S. § 1711(a)(1); see also id. at § 

1702(a) (“A registrar, commissioner or clerk who knowingly registers or 
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permits the registration of an applicant not lawfully entitled to be 

registered commits a misdemeanor of the first degree and shall, upon 

conviction, be sentenced to pay a fine of not more than $10,000 or to 

imprisonment for not more than five years, or both.”). 

73. Likewise, a person commits a misdemeanor if the person 

“[i]ntentionally fail[s] to make a transmission under Section 1328 

(relating to approval of registration applications).” 25 Pa.C.S. 

§ 1712(a)(2); see also id. at § 1702(b) (“A registrar, commissioner or clerk 

who, without reasonable cause, refuses to register a qualified elector 

lawfully entitled to be registered commits a misdemeanor of the first 

degree and shall, upon conviction, be sentenced to pay a fine of not more 

than $10,000 or to imprisonment for not more than five years, or both.”). 

74. The statutory scheme also provides that any commissioner 

who “intentionally delays, neglects or refuses to perform a duty imposed 

by this part commits a misdemeanor of the second degree and shall, upon 

conviction, be sentenced to pay a fine of not more than $5,000 or to 

imprisonment for not more than two years, or both.”  Id. at § 1706. 

75. Criminal penalties aside, Section 1803 further authorizes 

draconian consequences for a commission if it fails or refuses to comply 



24 

with voter registration requirements: “The secretary shall notify the 

State Treasurer to withhold funds in accordance with section 1804(b) 

(relating to relief) if a commission fails or refuses to comply with the 

provisions of this part.” 25 Pa.C.S. § 1803(b). 

76. In turn, Section 1804 also authorizes the Secretary of the 

Commonwealth to bring an action for declaratory and injunctive relief 

against a commission, while authorizing the State Treasurer, upon notice 

from the Secretary of the Commonwealth, to withhold the majority of 

the county’s appropriated money: 

(a) Injunctive.--In the event that a commission fails to adhere 
to any provision of this part, the secretary is authorized to 
seek declaratory and injunctive relief in Commonwealth 
Court. 

(b) Withholding of appropriations.--In accordance with 
sections 1801 (relating to Attorney General) and 1803 
(relating to power of department) and in addition to any 
remedy provided in subsection (a), the State Treasurer shall, 
upon notification, withhold any part or all of the State 
appropriations to which a county is entitled, including 
funding for the court of common pleas but excluding funding 
for human services. 

25 Pa.C.S. § 1804. 

77. Because of the 2018 Directive, and against these potential 

financial and criminal consequences, Commissioner Rossman has and 
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continues to register new applicants whose driver’s license number or 

last four digits of the social security number does not match the 

applicant’s information located in the appropriate database.  

78. County registration officials, including Petitioner Rossman, 

receive thousands of voter registration applications each year, some 

which are submitted by applicants who provide driver’s license numbers 

or last four digits of the social security numbers that do not match the 

Department of Transportation database or the Social Security 

Administration database.  

79. Moreover, even where an applicant supplies a driver's 

license/identification number, or the last four digits of the social security 

number, the Commission is unable to effectively identify duplicate 

registrations that may be associated with the voter, unless the record 

identified as a potential duplicate also includes an accurate driver’s 

license number of the last four digits of the voter’s social security number. 

80. Commissioner Rossman’s inability to match applicants’ 

provided names with identification numbers interferes with his duties 

and responsibilities to ensure the accuracy and currency of the voter rolls 

within Potter County in at least two ways. First, it requires him to add 
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people to the list of registered voters before their eligibility has been 

determined. Under federal law, once a person has been added to the list, 

they can be removed only for certain specified reasons. A mis-match 

between their name and identification numbers is not one of them. As a 

result, persons added to the list before they are verified may remain on 

the list for years. Second, as explained, it impedes his ability to identify 

duplicate registrations.  

81. The fact that Commissioner Rossman has been precluded, on 

pain of criminal penalty, from conducting the required examination of 

voter applications also undermines faith in the integrity of the election 

process, which in turn makes it more difficult for him to carry out his 

election-administration responsibilities under the Election Code. 

82. But for the Department’s 2018 Directive—and the implied 

threat of consequences therein—the Board would not approve 

applications with mis-matched driver’s license numbers or social security 

numbers, until having exercised reasonable effort to reconcile the 

disparity with the applicant. 

83. Pennsylvania law requires Commissioner Rossman to review 

and approve voter registration applications and records in accordance 
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with the statutory rules prescribed the General Assembly, along with any 

regulations that have been duly promulgated and are otherwise lawful. 

84. To reiterate, the relevant statutory provisions expressly 

require rejection of an application if it is not “properly completed.” 25 

Pa.C.S. § 1328(b)(2)(i). An application submitted with “incomplete” or 

“inconsistent” information is not “properly completed.” Id. Likewise, 

Section 1328 only permits approval of an application where it contains 

“the required information” to show the applicant is a qualified elector of 

the county. 25 Pa.C.S. § 1328(3)(ii). Correct identification numbers are 

“required.” Id. 

85. This interpretation of 25 Pa.C.S. §1328(b) is in accord not only 

with the Department’s pre-August 2006 policies and procedures (as 

described in the 2006 Alert), but also the Department’s lawfully 

promulgated regulations currently in effect. See 4 Pa. Code § 183.5 (f)(8) 

(explaining that an application may not be rejected solely because it 

omits “[t]he last four digits of an applicant's Social Security number if 

the applicant's driver’s license number is provided”). 
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86. Driver’s license or social security numbers that do not 

correspond to the name on the application cannot be deemed to be those 

of “the applicant,” without more information from the applicant. 

87. Matching driver’s license or social security numbers—or 

both—is also an indispensable component of the regulations requiring 

removal of duplicate voter records.  4 Pa.Code § 183.6 (a). 

88. Furthermore, the 2018 Directive’s suggestion that federal law 

prohibits rejection of voter registration applications for non-matching 

numbers is unsupportable. 

89. As the Eleventh Circuit Court of Appeals has explained, even 

“[a]ssuming that plaintiffs are right that [52 U.S.C. § 21083(a)(5)] does 

not impose matching as a requirement of voter registration, it also does 

not seem to prohibit states from implementing it.” Browning 522 F.3d at 

1168 (citing 52 U.S.C. § 21083(a)(5)(A)(iii)). Instead, states are free to 

implement whatever process they believe is necessary to verify the 

identity of the applicants and ensure the accuracy of the information 

supplied.   

90. The proper analysis, therefore, is under state law.  And, as 

outlined above, under Pennsylvania law, an applicant who provides an 
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incorrect number (or fails to provide a number without verifying that the 

applicant does not have a driver’s license or social security number) has 

not supplied the minimum information required and thus has not 

“properly completed” the application.  

V. RELIEF SOUGHT 

COUNT I 

91. Commissioner Rossman incorporates the foregoing 

paragraphs as if set forth herein at length. 

92. Under the Declaratory Judgments Act (DJA), 42 Pa.C.S. 

§§ 7531-41, courts have the power to “declare rights, status, and other 

legal relations[.]” 42 Pa.C.S. § 7532. 

93. The purpose of the DJA “is to settle and to afford relief from 

uncertainty and insecurity with respect to rights, status, and other legal 

relations, and is to be liberally construed and administered.” 42 Pa.C.S. 

§ 7541(a); see also Bayada Nurses, Inc. v. Com., Dep’t of Labor & 

Industry, 8 A.3d 866, 874 (Pa. 2010). 

94. Relief under the statute requires a “real or actual 

controversy[.]” See Bayada, 8 A.3d at 874; see also 42 Pa.C.S. § 7537. 
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95. A present controversy exists between Commissioner Rossman 

and Respondents because Respondents have issued a “directive” 

demanding that Commissioner Rossman act contrary to Pennsylvania 

law. 

96. The 2018 Directive is contrary to Pennsylvania law in at least 

four ways: (1) it requires Petitioner to ignore incomplete and inconsistent 

voter registration applications; (2) it requires Petitioner to accept voter 

registration applications that have less than the minimum data required 

by law; (3) it requires Petitioners to accept voter registration applications 

without properly determining whether applicants are qualified electors; 

and (4) it requires Petitioner to ignore specific measures implemented for 

identifying and removing duplicate records. 

97. The 2018 Directive purports to have been issued under 

25 Pa.C.S. § 1803, and, thus, indicates that the Department considers 

non-compliance with its diktat a violation of Pennsylvania law. 

98. Because of the potential civil and criminal penalties that 

would result from non-compliance with the 2018 Directive, Petitioner is 

being forced to comply with its requirements.  
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99. In doing so, however, Petitioner is also being forced to violate 

and neglect his duties relative to a proper and thorough examination of 

voter registration applications and records, as set forth in the statutory 

and regulatory scheme. 

100. But for the 2018 Directive, Petitioner would require 

applicants to provide driver’s license numbers or the last four digits of 

social security numbers that match the information in the appropriate 

database.  

101. Petitioner is thus being forced to violate Pennsylvania law by 

the Department’s actions. 

102. The Hobson’s choice faced by Commissioner Rossman is a 

quintessential example of the type of harm that the DJA was designed to 

abate. 

103. Relief from this Court by way of declaratory judgment would 

abate this ongoing harm. 

WHEREFORE, Petitioner respectfully requests that the Court 

enter judgment in its favor and  

(a) declare the 2018 Directive is contrary to Pennsylvania law 

because (1) it requires Petitioner to ignore incomplete and inconsistent 
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voter registration applications; and (2) it requires Petitioner to accept 

voter registration applications that have less than the minimum data 

required by law; 

(b) enjoin the Department from enforcing the 2018 Directive; and 

(c) grant such other relief as may be just under the 

circumstances. 

COUNT II 

104. Commissioner Rossman incorporates the foregoing 

paragraphs as if set forth herein at length. 

105. To the extent the 2018 Directive does not contravene the plain 

language of the statutory scheme governing voter registration, it is an 

unlawful (and unenforceable) de facto regulation. 

106. Commonwealth agencies—like the Department—do not have 

the inherent power to make law and, therefore, “may do so only in the 

fashion authorized by the General Assembly[.]” Nw. Youth Servs., Inc. v. 

Dep’t of Public Welfare, 66 A.3d 301, 310 (Pa. 2013) (“Northwestern Youth 

II”).5 

 
5 In fact, as a creature of statute, the Department has no inherent powers 

whatsoever. 
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107. That procedure generally requires recourse to the 

Commonwealth Documents Law, Regulatory Review Act, and 

Commonwealth Attorneys’ Act, which require publication of a formal 

notice, public comment, and extensive review.6 

108. If—and only if—a proposed regulation successfully passes 

through these channels, does it become a “legislative rule” with the force 

of law. Id. 

109. The overriding intent of the General Assembly in creating the 

regulatory review process was to ensure that agency actions purporting 

to have the force of law are subject to proper oversight and review by the 

democratic institutions and the lawmaking body. See 71 P.S. § 745.2(a); 

see also Borough of Bedford v. Dep’t of Envtl. Prot., 972 A.22d 53, 61 (Pa. 

Cmwlth. 2009) (summarizing purpose of statute). 

 
6 Indeed, this review process is multi-dimensional, requiring the agencies 

proposing the regulation, in the first instance, to perform extensive analysis of the 
proposed regulations, including identifying the financial and social impact of the 
regulation on individuals, small business, and other public and private 
organizations. See 71 P.S. § 745.5(a). In addition, proposed regulations are also 
submitted for review and approval to: (1) the Independent Regulatory Review 
Commission; (2) the Attorney General; and (3) a standing committee of each 
respective chambers of the General Assembly tasked with overseeing proposals by 
the agency seeking promulgation. 71 P.S. §§ 745.5b(b), 732-204(b). 
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110. In short, through its mechanisms of public notice, comment, 

and review, the Regulatory Review Act, Commonwealth Documents Law, 

and Commonwealth Attorneys’ Act “establish[] a ‘mandatory, formal 

rulemaking procedure[ ], that is, with rare exceptions, required for the 

promulgation of [agency] regulations.” Corman v. Acting Secretary of Pa. 

Dep’t of Health, 367 A.3d 561, 573 (Pa. Cmwlth. 2021) (quoting Naylor v. 

Dep’t of Pub. Welfare, 54 A.3d 429, 433 (Pa. Cmwlth. 2012)).  

111. Agency pronouncements that are not promulgated through 

the process described above are considered non-legislative rules, which 

may be “exempt from notice-and-comment rulemaking and regulatory-

review requirements[,]” provided that they do not function as 

regulations. Northwestern Youth II, 66 A.3d at 310-11. 

112. Thus, for example, documents which “fairly may be said to 

merely explain or offer specific and conforming content to existing 

statutes or regulations within the agency’s purview,” do not need to be 

promulgated as regulations. Id. at 311. Similarly, documents “which are 

not intended to bind the public and agency personnel, but rather, merely 

express an agency's tentative, future intentions—also are not regulations 
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subject to notice-and-comment rulemaking and regulatory-review 

requirements.” Id. 

113. Importantly, however, agency pronouncements that purport 

to be non-legislative rules, but nevertheless, create a binding norm on the 

agency, must undergo the same process as any regulation. 

114. Therefore, “if an interpretative rule or statement of policy 

functions as a regulation, then it will be nullified due to the agency’s 

failure to obey the processes applicable to the promulgation of a 

regulation.” Shrom v. Pennsylvania Underground Storage Tank 

Indemnification Bd., 261 A.3d 1082, 1093 (Pa. Cmwlth. 2021) (quoting 

Transportation Servs., Inc. v. Underground Storage Tank 

Indemnification Bd., 67 A.3d 142, 154 (Pa. Cmwlth. 2013)). 

115. As the above rendition makes clear, in determining whether 

a violation of the statutory requirements relative to promulgation of 

regulations has occurred, the Court examines the substance of the 

agency action—not its form. Accordingly, where an agency’s 

pronouncements—regardless of whether they are denominated as 

“guidances, manuals, interpretive memoranda, staff instructions, policy 

statements, circulars, bulletins, advisories, press releases,” etc.—
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establish a binding norm, but has not been properly promulgated, the 

pronouncements are a nullity and may not be enforced.  Northwestern 

Youth II, 66 A.3d at 310-11 

116. Relevant to the consideration of whether an agency 

pronouncement creates a binding norm is the plain language of the 

pronouncement, the manner in which it is implemented, and whether it 

restricts discretion. See Nw. Youth Servs., Inc. v. Com., Dep't of Pub. 

Welfare, 1 A.3d 988, 993 (Pa. Cmwlth. 2010) (“Northwest Youth I”). 

117. In fact, even where the General Assembly authorized the 

agency to fill statutory gaps in rulemaking, this power may be exercised 

only by “compliance with all of the formalities attending legislative 

rulemaking[.]” Northwestern Youth II, 66 A.3d. at 316. 

118. Here, the 2018 Directive plainly functions as a “regulation,” 

as it purports to establish a binding norm. 

119. Indeed, it contains nearly every feature that is relevant to the 

assessment.   

120. Among other things, the 2018 Directive repeatedly (using 

capital letters or bold and italicized font to add emphasis), purports to 

tell the counties what the “must” do and what they “may not” do. See 
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Eastwood Nursing and Rehabilitation Center v. Dep’t of Public Welfare, 

910 A.2d 134, 146 (Pa. Cmwlth. 2006) (“[T]he application and effect of the 

language in the provision, taken as a whole, shows the provision to be 

restrictive, directive, substantive, and, thus, more characteristic of a 

regulation.”). 

121. The 2018 Directive also invokes a statutory provision that 

allows the Department to not only commence legal action for 

noncompliance, but also cause the withholding of funds. Northwest Youth 

I, 1 A.3d 993 (noting that an agency “policy statement” was, in effect, an 

unlawful unpromulgated regulation because, among other things, it 

provided for financial penalties).  

WHEREFORE, Petitioner respectfully requests that the Court 

enter judgment in its favor and  

(1) declare that the 2018 Directive is an unpromulgated de facto 

regulation and, therefore, void and unenforceable; 

(2) enjoin the Department from enforcing the 2018 Directive until 

such time as it has been properly promulgated in accordance 

with the statutory provisions governing agency regulations; 

(3) grant such other relief as may be just under the circumstances. 
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EXHIBIT A



Register to vote
With this form, you can 
register to vote in elections 
in Pennsylvania. 
You can also use this form to:

• Change the information on your
Pennsylvania voter registration.

• Register with a political party or
change the party you have selected.

If you are currently registered to vote in 
Pennsylvania, you do not have to use this form 
unless you have moved or changed your name.

To register you must:
• Be a United States citizen for at least 

30 days before the next election.
• Be a resident of Pennsylvania and 

your election district for at least 30 
days before the next election.

• Be at least 18 years of age on the day of 
the next election. 

Register online
You can also register to vote  
on the web.
Go to register.votesPA.com.

Send or deliver this form
To be registered in the next election, mail or 
deliver your application form to your county voter 
registration office at least 15 days before the next 
election. 

Addresses for all Pennsylvania counties are listed 
on page 2.

If your registration is accepted, you will receive 
a Voter Registration Card from  your county by 
nonforwardable mail.

Your registration is not complete until processed 
and accepted by your county voter registration 
office. 

If you do not receive your Voter Registration 
Card within 7-10 days, contact your county voter 
registration office. 

Verifying your identity
When you vote for the first time in your  
election district, you must show a form of 
identification.

For a complete list of acceptable forms of  
photo and non-photo identification, visit  
www.votesPA.com/ID or call your County  
Board of Elections or 1-877-VOTESPA 
(1-877-868-3772).

In the military?
If you are on active duty or you are a hospitalized 
or bedridden veteran, you can register at any time. 
See www.fvap.gov for more information.

College student in 
Pennsylvania?
If you are a college student who attends college 
in Pennsylvania, you can register where you live 
while attending school.

For more information, see www.votesPA.com.

You may only register and vote in one place.

In prison or convicted 
of a felony?
If you meet all other requirements, you may 
register and vote if:
• You are in prison awaiting trial but have not 

been convicted.
• You are in prison after being convicted of a 

misdemeanor only.
• You have been released from prison or a 

halfway house after completing your term of 
incarceration.

• You are on probation or released on parole.
• You are under house arrest.

You should register at the address where you live, 
except that you cannot use a prison or half-way 
house address for your registration. See  
www.votesPA.com for more information.

Questions?
Call your County Voter 
Registration Office 
or call 1-877-VOTESPA 
(1-877-868-3772).

For more information about 
voting, visit our website: 
www.votesPA.com.

Información en español: 
Si le interesa obtener este formulario en  
español, llame al 1-877-868-3772.

PENALTY FOR FALSIFYING DECLARATION
Warning: If a person signs an official registration application knowing a statement  
declared in the application to be false, makes a false registration, or furnishes false  
information, the person commits perjury. 

Perjury is punishable, upon conviction, by a term of imprisonment not exceeding seven  
years, or a fine not exceeding $15,000, or both, at the discretion of the court. 

Submitting an application containing false information may also subject a person to other 
penalties, including loss of the right of suffrage, under state or federal law.

Confidentiality
If you decline to register to vote, the fact that  
you declined will remain confidential, and will  
be used for voter registration purposes only. 

If you register to vote, the office at which you 
register will remain confidential and will be  
used for voter registration purposes only.

Pennsylvania  
Voter Registration Application

Page 1



County Voter Registration Office addresses
Mail or deliver your voter registration application to the office in your county.

Adams
117 Baltimore St
Rm 106
Gettysburg PA 17325
(717) 337-9832

Allegheny
542 Forbes Ave
Ste 609
Pittsburgh PA 15219-2913 
(412) 350-4500

Armstrong
Administration Bldg
450 E Market St
Ste 207
Kittanning PA 16201
(724) 548-3222

Beaver
810 Third St
Beaver PA 15009
(724) 770-4440

Bedford
200 S Juliana St
3rd Fl
Ste 301
Bedford PA 15522
(814) 623-4807

Berks
633 Court St
1st Fl
Reading PA 19601
(610) 478-6490

Blair
423 Allegheny St
Ste 043
Hollidaysburg PA 16648-2022 
(814) 693-3150

Bradford
6 Court St
Ste 2
Towanda PA 18848
(570) 265-1717

Bucks
55 E Court St
Doylestown PA 18901-4318 
(215) 348-6163

Butler
PO Box 1208
Butler PA 16003
(724) 284-5308

Cambria
200 S Center St
Ebensburg PA 15931
(814) 472-1464

Cameron
20 E Fifth St
Emporium PA 15834-1469 
(814) 486-9321

Carbon
76 Susquehanna St
PO Box 170
Jim Thorpe PA 18229-0170 
(570) 325-4801

Centre
420 Holmes St
Willowbank Office Bldg 
Bellefonte PA 16823-1486 
(814) 355-6703

Fulton
116 W Market St
Ste 205
McConnellsburg PA 17233 
(717) 485-6872

Greene
93 E High St
Rm 102
Waynesburg PA 15370 
(724) 852-5230

Huntingdon
Bailey Building
233 Penn St
Huntingdon PA 16652-1486 
(814) 643-3091 Ext 205

Indiana
825 Philadelphia St 
Indiana PA 15701-3934 
(724) 465-3852

Jefferson
155 Main St
Jefferson Place
Brookville PA 15825-1269 
(814) 849-1693

Juniata
1 N Main St
PO Box 68
Mifflintown PA 17059 
(717) 436-7706

Lackawanna
123 Wyoming Ave
2nd Floor
Scranton PA 18503
(570) 963-6737

Lancaster
150 N Queen St
Ste 117
Lancaster PA 17603-3562 
(717) 299-8293

Lawrence
430 Court St
New Castle PA 16101 
(724) 656-2161

Lebanon
400 S 8th St
Municipal Bldg
Rm 209
Lebanon PA 17042
(717) 228-4428

Lehigh
17 S 7th St
Allentown PA 18101-2401 
(610) 782-3194

Luzerne
20 N Pennsylvania Ave
Ste 207
Wilkes-Barre PA 18701 
(570) 825-1715

Lycoming
48 W Third St
Williamsport PA 17701-9536 
(570) 327-2267

McKean
500 W Main St
Smethport PA 16749
(814) 887-3203

Chester
601 Westtown Rd
Ste 150
PO Box 2747
West Chester PA 19380-0990 
(610) 344-6410

Clarion
Administrative Building 
330 Main St
Rm 104
Clarion PA 16214
(814) 226-4000 Ext 2006

Clearfield
212 E Locust St
Ste 106
Clearfield PA 16830
(814) 765-2642 ext 5053

Clinton
2 Piper Way
Ste 309
Lock Haven PA 17745
(570) 893-4019

Columbia
PO Box 380
Bloomsburg PA 17815-0380 
(570) 389-5640

Crawford
903 Diamond Park
Meadville PA 16335

(814) 333-7307

Cumberland
1601 Ritner Highway
Ste 201
Carlisle PA 17013
(717) 240-6385

Dauphin
PO Box 1295
Harrisburg PA 17108-1295 
(717) 780-6360

Delaware
Govt Center Bldg
201 W Front St
Media PA 19063-2728
(610) 891-4659

Elk
300 Center St
PO Box 448
Ridgway PA 15853-0448 
(814)776-5337

Erie
140 W 6th St
Rm 112
Erie PA 16501
(814) 451-6276

Fayette
22 E Main St
Public Service Bldg 
Uniontown PA 15401
(724) 430-1289

Forest
526 Elm St
Box 3
Tionesta PA 16353
(814) 755-3537

Franklin
157 Lincoln Way East 
Chambersburg PA 17201-2211 
(717) 261-3886

 

Mercer
5 Courthouse
Mercer PA 16137-1227 
(724) 662-7542

Mifflin
20 N Wayne St
Lewistown PA 17044 
(717) 248-6571

Monroe
One Quaker Plaza
Rm 105
Stroudsburg PA 18360 
(570) 517-3165

Montgomery
Voter Services
PO Box 311
Norristown PA 19404-0311 
(610) 278-3280

Montour
253 Mill St
Danville PA 17821
(570) 271-3002

Northampton 
Elections Division
669 Washington St
Easton PA 18042
(610) 829-6260

Northumberland
320 N 2nd St
Ste 1
Sunbury PA 17801
(570) 988-4208

Perry
PO Box 37
New Bloomfield PA 17068 
(717) 582-2131 ext 4110

Philadelphia
520 N Columbus Blvd 
Philadelphia PA 
19123-4295
(215) 686-1590

Pike
506 Broad St
Milford PA 18337
(570) 296-3427

Potter
1 N Main St
Ste 204
Coudersport PA 16915 
(814) 274-8467

Schuylkill
420 N Centre St
Pottsville PA 17901
(570) 628-1467

Snyder
PO Box 217
Middleburg PA 17842-0217 
(570) 837-4207

Somerset
300 N Center Ave
Ste 340
Somerset PA 15501
(814) 445-1549

Sullivan
245 Muncy St
PO Box 157
Laporte PA 18626
(570) 946-5201 ext 7

Susquehanna 
PO Box 218
31 Lake Ave 
Montrose PA 18801
(570) 278-6697

Tioga
118 Main St
Wellsboro PA 16901
(570) 723-8230

Union
155 N 15th St
Lewisburg PA 17837-8822
(570) 524-8681

Venango
1174 Elk St
PO Box 831
Franklin PA 16323-0831
(814) 432-9514

Warren
204 4th Ave
Warren PA 16365
(814) 728-3406

Washington
100 W Beau St
Rm 206
Washington PA 15301
(724) 228-6750

Wayne
925 Court St
Honesdale PA 18431
(570) 253-5978

Westmoreland
2 N Main St
Ste 109
Greensburg PA 15601
(724) 830-3150

Wyoming
1 Courthouse Sq
Tunkhannock PA 18657
(570) 996-2226

York
28 E Market St
York PA 17401-1579
(717) 771-9604

For a listing of available  
email addresses, go to 
www.votesPA.com/county.
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Pennsylvania Voter Registration Application Use black ink

DSBE·04/2020

Print your name 1
Last name

First name

Jr    Sr    II    Ill    IV       (circle if applicable)

Middle name or initial

Eligibility
If you answer “No” to  
either question, you cannot 
register to vote.

2
Are you a citizen of the U.S.?  Yes  No
Will you be 18 years or older 
on or before election day?  Yes  No

Reason 3
 New registration  Change of name  Change of address
 Change of party  Federal or State employee registering in county of last residence

About you
Phone and email are optional 
and used if information is 
missing on this form.

4
Birth date

Phone

 
Sex  M    F Race (optional)

Email

Your address
If you do not have a street 
address or a permanent 
residence, or are a student, 
see the instructions.

5

Address (not P.O. Box) Apt. number

City/Town State PA Zip Code

Municipality County

 I do not have a street address or permanent residence (use map on back)

The address where 
you receive mail

6
 Same as above Address or P.O. Box

City/Town State Zip Code

Identification
If you have a Penn DOT number,
you must use it. If not, please provide 
the last four digits of your Social 
Security number. 
See Verifying your identity.

7

PA driver's license or PennDOT ID card number

Last four digits of your Social Security number         X X X  -  X X  -

 I do not have a PA driver’s license or a PennDOT ID card or a Social Security number.

Political party
To vote in a primary, you 
must register with either the 
Democratic or Republican party.

8
 Democratic	  Republican	  Green	  Libertarian	  None (No Affiliation)

 Other 

Voting assistance 9
 I require help to vote. I need this kind of assistance: 

 I require language help. My preferred language is: 

If your name 
or address has 
changed
Skip if this is the first time you 
are registering to vote.

10

Name on previous registration

Full previous address and county

PA Voter No. (if available) Year

Transfer Permanent Ballot Request

 I am on the annual ballot request list to automatically receive mail-in or absentee ballot applications 
each year, I am registering in another county in PA, and I would like to remain on the annual ballot re-
quest list at my new address. 

 Declaration 11

I declare that:
• I am a United States citizen and will have been a citizen for at 

least 30 days on the day of the next election.
• I will be at least 18 years old on the day of the next election.
• I will have lived at the same address in Section 5 for at least 

30 days before the election.
• I am legally qualified to vote.

I affirm that this information is true. I understand that this 
declaration is the same as an affidavit, and, if this information 
is not true, I can be convicted of perjury, and fined up to 
$15,000, jailed for up to seven years, or both.

Signature or mark

Print name

Today's date

Help with this form 
Fill in if someone helped you 
with this form or witnessed you 
make a mark for your signature.

12

Name of assistant

Address

Phone Signature of assistant
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Be a poll worker
If you check either of these boxes, 

your county voter registration 

office will contact you.

  I would like to be a poll worker on Election Day.

  I would like to be a bilingual interpreter on Election Day. I speak this language:

Your address Place 
first-class 

stamp  
here

Your County Voter Registration Office address:

Instructions for Section 5: 
How to show your address on a map
If you live in a rural area and do not have a street 
address, use the map to the right to show where you live, 

with landmarks and road names.

If you are homeless, use the map to the right to show 

where you spend most of your time.

How to fill in the map:

• Write the names of the roads or streets nearest to where

you live.

• Draw an X to show where you live.

• Use a dot to show the location of landmarks, such as 

schools, churches, or stores, and identify them by name.

Draw your map here. Example map. Do not use this map.

Library
Gas 
station

School

Main St
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 4

0
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Fold here second

Fold here first

Fold, moisten shut, and mail to your 
County Voter Registration Office.

Do not use staples.

County Voter Registration Office 
addresses are listed on page 2.
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Page 4

Pennsylvania  
Voter Registration Application



EXHIBIT B



Register To Vote In Your State  
By Using This  

Postcard Form and Guide   

For U.S. Citizens 

OMB Control No. 3265-0015  



If You Were Given this Application in a State  
Agency or Public Office 
If you have been given this application in a State  
agency or public office, it is your choice to use the  
application. If you decide to use this application to  
register to vote, you can fill it out and leave it with  
the State agency or public office. The application  
will be submitted for you. Or, you can take it with  
you to mail to the address listed under your State  
in the State Instructions. You also may take it  with 
you to deliver in person to your local voter  regis-
tration office.  
Note: The name and location of the State agency  
or public office where you received the applica-
tion  will remain confidential. It will not appear on 
your  application. Also, if you decide not to use this  
application to register to vote, that decision will  re-
main confidential. It will not affect the service  you 
receive from the agency or office.  

General Instructions  
Who Can Use this Application 
If you are a U.S. citizen who lives or has an address  
within the United States, you can use the application in  
this booklet to:	
• Register to vote in your State,
• Report a change of name to your voter registration

office,	
• Report a change of address to your voter registration

office, or	
• Register with a political party.

	

































• First, read the Application Instructions. These in-

structions will give you important information that 
applies to everyone using this application.	

• Next, find your State under the State Instructions.
Use these instructions to fill out Boxes 6, 7, and    
refer to these instructions for information about 
voter eligibility and any oath required for Box 9. 

When to Register to Vote 
Each State has its own deadline for registering to vote.  
Check the deadline for your State on the last page of  
this booklet.  
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• A current and valid photo identification or
• A current utility bill, bank statement, government

check, paycheck or government document that 
shows your name and address. 

Voters may be exempt from this requirement if they  
submit a COPY of this identification with their mail in  
voter registration form. If you wish to submit a COPY,  
please keep the following in mind:	
• Your state may have additional identification re-

quirements which may mandate you show identi-
fication at the polling place even if you meet the 
Federal proof of identification.	

• Do not submit original documents with this appli-
cation, only COPIES.  



Application Instructions 
Before flling out the body of the form, please answer the questions on the top of the form as to whether you are a 
United States citizen and whether you will be 18 years old on or before Election Day. If you answer no to either of these 
questions, you may not use this form to register to vote. However, state specifc instructions may provide additional 
information on eligibility to register to vote prior to age 18. 

Box 1 — Name 
Put in this box your full name in this order — Last, 
First, Middle. Do not use nicknames or initials. 
Note: If this application is for a change of name, please 
tell us in Box A (on the bottom half of the form) your 
full name before you changed it. 

Box 2 — Home Address 
Put in this box your home address (legal address). Do 
not put your mailing address here if it is diferent from
your home address. Do not use a post ofce box or
rural route without a box number. Refer to state-specifc
instructions for rules regarding use of route numbers. 

Note: If you were registered before but this is the frst 
time you are registering from the address in Box 2, 
please tell us in Box B (on the bottom half of the form)
the address where you were registered before. Please 
give us as much of the address as you can remember. 

Also Note: If you live in a rural area but do not have a 
street address, or if you have no address, please show 
where you live using the map in Box C (at the bottom 
of the form). 

Box 3 — Mailing Address
If you get your mail at an address that is diferent from 
the address in Box 2, put your mailing address in this 
box. If you have no address in Box 2, you must write in 
Box 3 an address where you can be reached by mail. 

Box 4 — Date of Birth 
Put in this box your date of birth in this order — 
Month, Day, Year. Be careful not to use today’s date! 

Box 5 — Telephone Number
Most States ask for your telephone number in case 
there are questions about your application. However, 
you do not have to fll in this box. 

Box 6 — ID Number 
Federal law requires that states collect from each 
registrant an identifcation number. You must refer to 
your state's specifc instructions for item 6 regarding 
information on what number is acceptable for your 
state. If you have neither a drivers license nor a social 
security number, please indicate this on the form and a 
number will be assigned to you by your state. 

Box 7 — Choice of Party
In some States, you must register with a party if you 
want to take part in that party’s primary election, 
caucus, or convention. To fnd out if your State requires 
this, see item 7 in the instructions under your State. 

If you want to register with a party, print in the box the 
full name of the party of your choice. 

If you do not want to register with a party, write “no 
party” or leave the box blank. Do not write in the word 
“independent” if you mean “no party,” because this 
might be confused with the name of a political party in 
your State.
Note: If you do not register with a party, you can still 
vote in general elections and nonpartisan (nonparty) 
primary elections. 

Box 8 — Race or Ethnic Group
A few States ask for your race or ethnic group, in order 
to administer the Federal Voting Rights Act. To fnd 
out if your State asks for this information, see item 8 
in the instructions under your State. If so, put in Box 8 
the choice that best describes you from the list below: 
• American Indian or Alaskan Native
• Asian or Pacifc Islander
• Black, not of Hispanic Origin
• Hispanic
• Multi-racial
• White, not of Hispanic Origin
• Other

Box 9 — Signature
Review the information in item 9 in the instructions 
under your State. Before you sign or make your mark,
make sure that: 

(1) You meet your State’s requirements,
and

(2) You understand all of Box 9.

Finally, sign your full name or make your mark, and 
print today’s date in this order — Month, Day, Year. 
If the applicant is unable to sign, put in Box D the 
name, address, and telephone number (optional) of the 
person who helped the applicant. 
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Voter Registration Application 
Before completing this form, review the General, Application, and State specific instructions. 

Are you a citizen of the United States of America? Yes  No 
Will you be 18 years old on or before election day? 
If you checked "No" in response to either of these ques 
(Please see state-specific instructions for rules regarding eligibility to register prior to age 18.)  

Yes  No 
tions, do not complete form. 

This space for office use only. 

1 
Mr. 
Mrs. 

Miss 
Ms. 

Last Name First Name Middle Name(s) Jr 
Sr 

II 
III 
IV 

2 
Home Address Apt. or Lot # City/Town State Zip Code 

3 
Address Where You Get Your Mail If Different From Above City/Town State Zip Code 

4 
Date of Birth 

Month Day Year 

5 
Telephone Number (optional) 

6 

ID Number - (See item 6 in the instructions for your state) 

7 
Choice of Party 
(see item 7  in the instructions for your State) 8 

Race or Ethnic Group 
(see item 8 in the instructions for your State) 

9 Please sign full name (or put mark) 

Date:  

Month Day Year 

If you are registering to vote for the first time: please refer to the application instructions for information on 
submitting copies of valid identification documents with this form. 

Please fill out the sections below if they apply to you. 
If this application is for a change of name, what was your name before you changed it? 

A 
Mr. 
Mrs. 

Miss 
Ms. 

Last Name First Name Middle Name(s) Jr 
Sr 

II 
III 
IV 

If you were registered before but this is the first time you are registering from the address in Box 2, what was your address where you were registered before? 

B 
Street (or route and box number) Apt. or Lot # City/Town/County State Zip Code 

If you live in a rural area but do not have a street number, or if you have no address, please show on the map where you live. 

■ Write in the names of the crossroads (or streets) nearest to where you live. NORTH 
■ Draw an X to show where you live. 

■ Use a dot to show any schools, churches, stores, or other landmarks 

C 

Ro
ut

e 
#2

near where you live, and write the name of the landmark. 

Example 

● Grocery Store 

Woodchuck Road 
Public School ● X 

If the applicant is unable to sign, who helped the applicant fill out this application? Give name, address and phone number (phone number optional). 

D 

Mail this application to the address provided for your State. 
OMB Control No. 3265-0015 

I have reviewed my state's instructions and I swear/affirm that:
 I am a United States citizen
 I meet the elig ibility requirements of my state and 
subscribe to any oath required.

 The information I have provided is true to the best of my 
knowledge under penalty of perjury. If I have provided false 
information, I may be fined , imprisoned, or (if not a U.S.  
citizen) deported from or refused entry to the United States. 



□ 

FOR OFFICIAL USE ONLY 

FIRST CLASS 
STAMP 

NECESSARY 
FOR 

MAILING 
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Voter Registration Application 
Before completing this form, review the General, Application, and State specific instructions. 

Yes  NoAre you a citizen of the United States of America? This space for office use only. 
Will you be 18 years old on or before election day? Yes  No 
If you checked "No" in response to either of these questions, do not complete form. 
(Please see state-specific instructions for rules regarding eligibility to register prior to age 18.) 

1 Jr 
Sr 

II 
III 
IV 

2 
City/Town State Zip Code 

3 
City/Town State Zip Code 

4 

6 

ID Number - (See item 6 in the instructions for your state) 

7 

9 Please sign full name (or put mark) 

Date: 

Month Day Year 

Last Name First Name Middle Name(s) Mr. Miss 
Mrs. Ms. 

Home Address Apt. or Lot # 

Address Where You Get Your Mail If Different From Above 

Date of Birth 

5 
Month Day Year 

Choice of Party 
(see item 7  in the instructions for your State) 8 

Telephone Number (optional) 

Race or Ethnic Group 
(see item 8 in the instructions for your State) 

If you are registering to vote for the first time: please refer to the application instructions for information on 
submitting copies of valid identification documents with this form. 

Please fill out the sections below if they apply to you. 
If this application is for a change of name, what was your name before you changed it? 

Last Name IIFirst Name Middle Name(s) Miss Mr. Jr 
IIIA Mrs. Ms. Sr IV 

If you were registered before but this is the first time you are registering from the address in Box 2, what was your address where you were registered before? 

Street (or route and box number) Apt. or Lot # City/Town/County State Zip Code 
B 

If you live in a rural area but do not have a street number, or if you have no address, please show on the map where you live. 

Write in the names of the crossroads (or streets) nearest to where you live. 

Draw an X to show where you live. 

Use a dot to show any schools, churches, stores, or other landmarks 
near where you live, and write the name of the landmark. 

ExampleC 
Grocery Store 

Woodchuck Road 
Public School  X 

NORTH 

Ro
ut

e 
#2

 

If the applicant is unable to sign, who helped the applicant fill out this application? Give name, address and phone number (phone number optional). 

D 

Mail this application to the address provided for your State. 

OMB Control No. 3265-0015 

I have reviewed my state's instructions and I swear/affirm that:
 I am a United States citizen
 I meet the elig ibility requirements of my state and 
subscribe to any oath required.

 The information I have provided is true to the best of my 
knowledge under penalty of perjury. If I have provided false 
information, I may be fined , imprisoned, or (if not a U.S.  
citizen) deported from or refused entry to the United States. 



□ 

FOR OFFICIAL USE ONLY 

FIRST CLASS 
STAMP 

NECESSARY 
FOR 

MAILING 
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Arizona 

Alabama   

Alaska   

Updated: 08-08-2024  

Registration Deadline — Voter  
registration is closed during the 
fourteen days preceding an 
election. Applications must be 
post-marked or delivered by the 
fifteenth day prior to the election.  

6. ID Number. Alabama driver’s
license number or Alabama
nondriver identification card
number. If you do not have an Ala-
bama driver’s license or nondriver
identification card, you must pro-
vide the last 4 digits of your Social
Security number.
7.Choice of Party. Do not complete
this field. Alabama voters do not
register by political party affiliation.
8.Race or Ethnic Group. You are
required to fill in this box; how-
ever, your application will not be 
rejected if you fail to do so. See the 
list of choices under the Application 
Instructions for Box 8 (on page 2).
9.Signature. To register in Alabama
you must:

• be a citizen of the United States
• be a resident of Alabama and
your county at the time of registra-
tion
• be 18 years old before any elec-
tion
• not have been convicted of a
felony involving moral turpitude 
(or have had your civil and po-
litical rights restored). The list of 
moral turpitude felonies is avail-
able on the Secretary of State web 
site at:
https://www.sos.alabama.gov/
mtfelonies

State Instructions  
• not currently be declared mentally
incompetent through a competency
hearing
• swear or affirm to “support and
defend the Constitution of the U.S.
and the State of Alabama and fur-
ther disavow any belief or affiliation
with any group which advocates the
overthrow of the governments of the
U.S. or the State of Alabama by
unlawful means and that the infor-
mation contained herein is true, so
help me God”

Mailing address:  
Office of the Secretary of State  
P.O. Box 5616  
Montgomery, AL 36103-5616   

Updated: 03-01-2006  

Registration Deadline — 30 days  
before the election.  

6. ID Number. You must provide 
one of the following identification 
numbers; Alaska Driver’s License 
or Alaska State Identification Card 
Number. If you do not have an 
Alaska Driver’s License or Alaska 
State Identification Card, you must 
provide the last four digits of your 
Social Security Number. If you do 
not have any of these identification 
numbers, please write “NONE” on 
the form. A unique identifying 
number will be assigned to you for 
voter registration purposes. This 
information is kept confidential. 
Having this information assists in 
maintaining your voter record and 
may assist in verifying your 
identity (Title 15 of the Alaska 
Statutes).
7. Choice of Party. You do not have 
to declare a party affiliation when 
registering to vote. If you do not 
choose a party, you will  be
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registered as Undeclared.  Alaska 
has a closed primary  election sys-
tem. Each recognized  political par-
ty has a separate ballot  listing only 
candidates from that  political party. 
Voters registered  as a member of a 
political party  may only vote that 
party’s ballot.  Voters registered as 
undeclared  or non-partisan may 
choose one  ballot from the ballots 
available.  
8.Race or Ethnic Group. Leave
blank.
9.Signature. To register in Alaska
you must:
• be a citizen of the United States
• be at least 18 years old within 90
days of completing this registration
• be a resident of Alaska
• not be a convicted felon (unless
unconditionally discharged)
• not be registered to vote in
another State 

Mailing address:  
Division of Elections  State 
of Alaska  PO Box 110017  
Juneau, AK 99811-0017   

Updated: 03-01-2006  

Registration Deadline — 29 days  
before the election.  

6. ID Number. Your completed
voter registration form must con-
tain the number of your Arizona
driver license, or non-operating
identification license issued pur-
suant to A.R.S. § 28-3165, if the
license is current and valid. If you
do not have a current and valid
Arizona driver license or non-op-
erating identification license, you
must



Arkansas   California   

include the last four digits of  your 
social security number if  one has 
been issued to you. If you  do not 
have a current and valid  driver 
license or non-operating  identifi-
cation license or a social  security 
number, please write  “NONE” 
on the form. A unique  identifying 
number will be  assigned by the 
Secretary of State.  
7. Choice of Party. If you are 
registered in a political party which 
has qualified for ballot recognition, 
you will be permitted to vote the 
primary election ballot for that 
party. If you are registered as an 
independent, no party preference or 
as a member of a party which is not 
qualified for ballot recognition, you 
may select and vote one  primary 
election ballot for one of  the 
recognized political parties.
8. Race or Ethnic Group. Leave 
blank.
9. Signature. To register in Arizona 
you must:
• be a citizen of the United States
• be a resident of Arizona and your
county at least 29 days preceding
the next election
• be 18 years old on or before the
next general election
• not have been convicted of  trea-
son or a felony (or have had  your
civil rights restored)
• not currently be declared an
incapacitated person by a court  of
law

Mailing address:  
Secretary of State/Elections  
1700 W. Washington, 7th Floor  
Phoenix, AZ 85007-2888   

Updated: 03-01-2006  

Registration Deadline — 30 days  
before the election.   

State Instructions  
6. ID Number. Your completed 
voter registration form must contain 
your state issued driver’s license 
number or nonoperating 
identification number. If you do not 
have a driver’s license or nonop-
erating identification, you must 
include the last four digits of your 
social security number. If you do 
not have a driver’s license or a 
nonoperating identification or a so-
cial security number, please write 
“NONE” on the form. A  unique 
identifying number will be assigned 
by the State.
7. Choice of Party. Optional. You 
do not have to register with a party 
if you want to take part in that 
party’s primary election, caucus, or 
convention.
8. Race or Ethnic Group. Leave 
blank.
9. Signature. To register in 
Arkansas you must:
• be a citizen of the United States
• live in Arkansas at the address in
Box 2 on the application
• be at least 18 years old before the
next election
• not be a convicted felon (or  have
completely discharged your  sen-
tence or been pardoned)
• not claim the right to vote in any
other jurisdiction
• not previously be adjudged
mentally incompetent by a court of
competent jurisdiction

Mailing address:  
Secretary of State  
Voter Services  
P.O. Box 8111  
Little Rock, AR 72203-8111   

Updated: 10-10-2021  

Registration Deadline — 15 days  
before the election; conditional   
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voter registration up to and  
including Election Day.  

6. ID Number. When you register to 
vote, you must provide your 
California driver’s license or  Cal-
ifornia identification card  number, 
if you have one. If you  do not have 
a driver’s license or  ID card, you 
must provide the  last four digits of 
your Social  Security Number
(SSN). If you do not include this 
information, you will be required to 
provide  identification when you 
vote if it is your first time voting in a 
federal election.
7. Choice of Party. If you wish to 
choose a party preference, please 
enter the name of the political party. 
If you do not want to choose a 
political party, enter “No Party 
Preference” in the space provided. 
California law allows voters who 
choose “No Party Preference” or 
have chosen a preference for a 
nonqualified political party to vote 
in the presidential primary election 
of any qualified political party that 
files a notice with the Secretary of 
State allowing them to do so. You 
can call 1-800-345-VOTE or visit 
www.sos.ca.gov to learn which 
political parties allow “No Party 
Preference” voters and voters who 
have disclosed a preference for  a 
nonqualified political party to 
participate in their presidential 
primary election.
8. Race or Ethnic Group. Leave
blank.  
9. Signature. To register in
California you must:
• be a citizen of the United States
• be a resident of California
• be at least 16 years old, but you
must be 18 years of age or older
on  the date of the election at which
you intend to vote



Delaware   Colorado   

not currently serving a state  or 
federal prison term for the  con-
viction of a felony  
• not currently found to be  men-
tally incompetent to vote by a
court
Your signature is required. If
you meet the requirements list-
ed  above, please sign and date
the  registration card in the space
provided.

Mailing address:  
Secretary of State  
Elections Division  
1500 11th Street, 5th Floor  
Sacramento, CA 95814   

Updated: 1-8-2024  

Registration Deadline — You may  
register up to, and on, Election  
Day. You must register 8 days or  
more before election day to have a  
ballot mailed to you. If you regis-
ter  less than 8 days before election 
day,  then you must appear in per-
son in  your county to vote.  

6.ID Number. Your completed  vot-
er registration form must contain
your state issued driver’s license
number or identification number.  If
you do not have a driver’s license
or state issued identification, you
must include the last four digits
of your social security number. If
you do not have a driver’s license
or a state issued identification or
a  social security number, please
write  “NONE” on the form. A
unique  identifying number will be
assigned  by the State.
7.Choice of Party. You may  regis-
ter with a party. If you leave  this
section blank you will not be  reg-
istered with any party.

State Instructions  
8.Race or Ethnic Group. Leave
blank.
9.Signature. To register in  Col-
orado you must:
• be a citizen of the United States
• be a resident of Colorado for at
least 22 days immediately before
the Election in which you intend
to vote
• be at least 16 years old, but you
must be 18 years of age or older on
the date of the election at which
you intend to vote
• not be serving a sentence for a
felony  conviction

Mailing address:  
Colorado Secretary of State  
1700 Broadway, Suite 550  
Denver, Colorado 80290   

Connecticut  
Updated: 09-03-2019   

Registration Deadline —  post-
marked seven (7) days before  the 
election; postmarked five (5)  days 
before the primary.  

6.ID Number. Connecticut  Driv-
er’s License Number, or if  none,
the last four digits of your  Social
Security Number.
7.Choice of Party. This is optional,
but you must register  with a party
if you want to take  part in that
party’s primary  election, caucus, or
convention.
8.Race or Ethnic Group. Leave
blank.
9.Signature. To register in
Connecticut you must:
• be a citizen of the United States
• be a resident of Connecticut and
of the town in which you wish to
vote
• be 17 years old. 17 year olds
who  will turn 18 on or before
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Election  Day, may participate in the 
general  primary.  
• have completed confinement and 
parole if previously convicted of a 
felony, and have had your voting 
rights restored by Registrars of 
Voters
• not currently be declared  mental-
ly incompetent to vote by a  court of 
law

Mailing address:  
Secretary of the State of  
Connecticut  
Elections Division  
P.O. Box 150470  
Hartford, CT 06115-0470   

Updated: 04-18-2018  

Registration Deadline — The  4th 
Saturday before a primary  or gen-
eral election, and 10 days  before 
a special election.  

6.ID Number. Your complet-
ed  voter registration form must
contain your state issued driver’s
license number or nonoperating
identification number. If you  do
not have a driver’s license or
nonoperating identification, you
must include the last four digits
of your social security number. If
you do not have a driver’s license
or a nonoperating identification  or
a social security number, please
write “NONE” on the form. A
unique identifying number will be
assigned by the State.
7.Choice of Party. You must
register with a party if you want to
take part in that party’s primary
election, caucus, or convention.
8.Race or Ethnic Group. Leave
blank.
9.Signature. You may register to
vote in Delaware if you:



Florida   

District of Columbia   • are a citizen of the United States,
AND
• are a resident of Delaware;  (Del-
aware is your home), AND  
• will be 18 years old on or before
the date of the next General  Elec-
tion.  
You may not register to vote in  
Delaware if you:  
• have been adjudged mentally
incompetent. Adjudged mentally
incompetent refers to a specific
finding in a judicial guardianship
or equivalent proceeding, based  on
clear and convincing evidence  that
the individual has a severe  cogni-
tive impairment which  precludes
exercise of basic voting  judgment;
OR
• were convicted of a felony and
have not completed your sentence,
OR
• were convicted of a  disquali-
fying* felony and have not  been
pardoned.

*List of Disqualifying Felonies:
• murder or manslaughter,  (ex-
cept vehicular homicide);
• any felony constituting  an
offense against public
administration involving bribery
or improper influence or abuse
of Office, or any like offense
under the laws of any state or
local jurisdiction, or of the
United States, or of the District
of Columbia; or
• any felony constituting a  sex-
ual offense, or any like offense
under the laws of any state
or local jurisdiction or of the
United States or of the  District of
Columbia.

Mailing address:  
State of Delaware  
Office of the State Election  
Commissioner  
905 S. Governors Ave., Suite 170  
Dover, DE 19904   

State Instructions  

Updated: 10-10-2021  

Registration Deadline — 21 days  
before the election if registering  by 
mail, online, or via mobile  app, 
but a voter may register in-person 
during early voting and on  Elec-
tion Day.  

6. ID Number. Federal law now
requires that all voter registration
applications must include either
the applicant’s driver’s license
number or the last four digits  of
the applicant’s social security
number in order to be processed.
7. Choice of Party. You must
register with a party if you want
to  take part in that party’s primary
election, caucus, or convention.
8. Race or Ethnic Group. Leave
blank.
9. Signature. To vote in the  Dis-
trict of Columbia you must:
• Be a United States citizen
• Be a resident of the District of
Columbia
• Maintain residency in the  Dis-
trict of Columbia for at least 30
days prior to the election in which
you intend to vote
• Not claim voting residence or the
right to vote in another U.S. state
or territory
• Be at least 17 years old (You
may  register to vote if you are at
least  16 years old. You may vote
in a  primary election if you are at
least  17 years old and you will be
at least  18 years old by the next
general  election. You may vote in
a general  or special election if you
are at least  18 years old).
• Not have been found by a court
to be legally incompetent to vote
Mailing address:
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District of Columbia Board of  
Elections  
1015 Half Street, SE, Suite 750 
Washington, DC 20003   

Updated: 11-30-2011  

Registration Deadline — 29 days  
before the election.  

6. ID Number. If you have one,
you must provide your Florida
driver’s license number or Flori-
da  identification card number. If
you do  not have a Florida driver’s
license or  identification card, you
must provide  the last four digits of
your social  security number. If you
have not  been issued any of these
numbers,  you must write the word
“NONE.”
7. Choice of Party. You must
register with a party if you want
to  take part in that party’s primary
election, caucus, or convention.
8. Race or Ethnic Group. You are
requested, but not required, to  fill
in this box. See the list of choices
under the Application Instructions
for Box 8 (on page 2).
9. Signature. To register in Florida
you must:
• be a citizen of the United States
• be a legal resident of both the
State of Florida and of the county
in which you seek to be registered
• be 18 years old (you may
pre-register if you are at least 16)
• not be adjudicated mentally  in-
capacitated with respect to  voting
in Florida or any other  State, or if
you have, you must first  have
your voting rights restored.
• not be a convicted felon, or if
you are,  you must first have your
civil rights  restored if they were
taken away.



Idaho   

Georgia   

Hawaii 

“I will protect and defend the  Con-
stitution of the United States  and the 
Constitution of the State  of Florida, 
that I am qualified to  register as an 
elector under the  Constitution and 
laws of the State of  Florida, and that 
all information in  this application is 
true.”  

Mailing address:  
State of Florida  
Department of State  
Division of Elections  
The R.A. Gray Building  
500 South Bronough St, Rm 316 
Tallahassee, Florida 32399-0250 

Updated: 08-15-2013  

Registration Deadline — The fifth 
Monday before any general  prima-
ry, general election, or  presidential 
preference primary, or  regularly 
scheduled special election  pursu-
ant to the Georgia Election  Code. 
In the event that a special  elec-
tion is scheduled on a date  other 
than those dates prescribed  by the 
Georgia Election Code,  registra-
tion would close on the 5th  day 
after the call.  

6. ID Number. Federal law requires 
you to provide your full GA Driv-
ers  License number or GA State 
issued ID number. If you do not 
have a GA Drivers License or GA 
ID you must provide the last 4 
digits of your Social Security 
number. Providing your full Social 
Security number is optional. Your 
Social Security number will be kept 
confidential and may be used for 
comparison with other state agency 
databases for voter registration 
identification purposes. If you do 
not possess  a GA Drivers License 
or Social  Security number, a 
unique identifier will be provided 
for you.  

State Instructions  

7. Choice of Party. You do not  have
to register with a party to take  part
in that party’s primary, caucus  or
convention.
8. Race or Ethnic Group. You  are
requested to  fill in this box.  See
the list of choices under the
Application Instructions for Box 8
(on page 2).
9. Signature. To register in
Georgia you must:
• be a citizen of the United States
• be a legal resident of Georgia and 
of the county in which you want to 
vote
• be 18 years old within six months 
after the day of registration, and be 
18 years old to vote
• not be serving a sentence for  hav-
ing been convicted of a felony  
• not have been judicially
determined to be mentally  
incompetent, unless the disability  
has been removed  

Mailing address:  
Elections Division  
Office of the Secretary of State  
2 Martin Luther King Jr. Drive  
Suite 802 Floyd West Tower  
Atlanta, Georgia 30334   

Updated: 10-10-2021  

Registration Deadline — 10 days  
before the election.  

6. ID Number. When you register
to vote, you must provide your
Hawaii driver’s license or State
identification number, if you have
one. If you do not have a driver’s
license or ID number, you must
provide the last four digits of your
Social Security Number (SSN).
If you do not have any of this  in-
formation, the Clerk’s Office will
issue you a unique identification
number, which will serve to

OMB Control No. 3265-0015 7 

identify you for voter registration  
purposes.  
7. Choice of Party. A “choice of
party” is not required for voter
registration.
8. Race or Ethnic Group. Race
or  ethnic group information is not
required for voter registration.
9. Signature. To register in Hawaii
you must:  
• be a citizen of the United States
• be a resident of the State of
Hawaii
• be at least 16 years old (you
must  be 18 years old by election
day in  order to vote)
• not be incarcerated for a felony
conviction
• not be adjudicated by a court as
“non compos mentis”

Mailing address:  
Office of Elections State 
of Hawaii  
802 Lehua Avenue  
Pearl City, HI 96782   

Updated: 06-27-2022  

Registration Deadline — 25 days  
before the election.  

6. ID Number. Enter the number 
from your Idaho driver’s license 
card or state identification card 
issued by the Idaho Transportation 
Department. If you have no such 
card, enter the last 4 digits of your 
social security number.
7. Choice of Party. Unless the 
political party chooses to have an 
open primary, affiliating with a  po-
litical party is required if you  wish 
to participate in a party’s  primary 
election.
8. Race or Ethnic Group. Leave 
blank.
9. Signature. To register in Idaho 
you must:



Illinois   

Indiana   

Iowa   

• be a citizen of the United States
• have resided in Idaho and in the
county for 30 days prior to the day
of election
• be at least 18 years old
• not have been convicted of  a
felony, and without having  been
restored to the rights of  citizen-
ship, or confined in prison  on
conviction of a criminal offense

Mailing address:  
Secretary of State  
P.O. Box 83720  State 
Capitol Bldg.  
Boise, ID 83720-0080   

Updated: 09-03-2019  

Registration Deadline — Online  
Registration is available until  
16 days before the election and  
in-person registration is available  
through Election Day.  

6. ID Number. Illinois requires
either the Driver’s License (or
Secretary of State ID Card) or
the last 4 digits of Social Securi-
ty  Number. For people who do
not  have either of those items,
and  have not registered in Illinois
before, a mail in registration  form
should be accompanied  by a copy
of other identifying  information:
you must send,  with this applica-
tion, either (i) a  copy of a current
and valid photo  identification,
or (ii) a copy of a  current utility
bill, bank statement,  government
check, paycheck, or  other gov-
ernment document that  shows the
name and address of the  voter. If
you do not provide the  informa-
tion required above, then  you will
be required to provide  election
officials with either (i) or

State Instructions  
(ii) described above the first time
you vote at a voting place.
7. Choice of Party. Leave Blank.
Exception: for primary elections, 
unless a voter only wishes to vote 
on  public questions, a party prefer-
ence  should be indicated.
8. Race or Ethnic Group. Leave
blank.
9. Signature. A signature is  re-
quired. If signature is missing from
registration form, you will  be
notified your registration is  incom-
plete.
To register in Illinois you must:
• be a citizen of the United States
• be a resident of Illinois and of
your election precinct at least 30
days before the next election
• be at least 18 years old on or
before the next General Election or
Consolidated Election
• cannot be serving a sentence  of 
confinement in any penal  institu-
tion as a result of conviction  of 
any crime
• not claim the right to vote 
anywhere else

Preregistration for 17 Year Olds.  
Illinois permits registration by a 
17  year old person who will be 18 
on  or before the General Election 
(or  the Consolidated Election, the 
odd  year election for city, town-
ship,  school board and other local  
Offices) to register and vote in the  
General Primary (or Consolidat-
ed  Primary) which will nominate  
candidates for that next following  
General Election (or Consolidated  
Election).  

Mailing address:  
State Board of Elections  
2329 S. MacArthur Boulevard 
Springfield, IL 62704
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Updated: 03-01-2006  

Registration Deadline — 29 days  
before the election.  

6. ID Number. Your state voter ID
number is your ten digit Indiana
issued driver’s license number.
If you  do not possess an Indiana
driver’s  license then provide the
last four  digits of your social secu-
rity number.  Please indicate which
number was  provided. (Indiana
Code 3-7-13-13)
7. Choice of Party. Leave blank.
8. Race or Ethnic Group. Leave
blank.
9. Signature. To register in Indiana
you must:
• be a citizen of the United States
• have resided in the precinct at
least  30 days before the next elec-
tion
• be at least 18 years of age on the
day of the next general election
• not currently be in jail for a
criminal conviction

Mailing address:  
Election Division  
Office of the Secretary of State  
302 West Washington Street,  
Room E204
Indianapolis, IN 46204

Updated: 11-24-2023  

Registration Deadline — Must  be 
delivered by 5 p.m. 15 days  before 
the election.*  Registration forms 
which are  postmarked 15 or more 
days before  an election are consid-
ered on time  even if received after 
the deadline.  

*If you fail to meet the voter  reg-
istration deadlines above you  can
register and vote by following  the
guidelines for election day



Updated: 03-01-2006  

Registration Deadline — 29 days  
before the election.  

6.ID Number. Your full social
security number is required. It is
used for administrative purpos-
es  only and is not released to the
public (KRS 116.155). No person
shall be denied the right to register
because of failure to include social
security number.
7.Choice of Party. You must  reg-
ister with a party if you want to
take part in that party’s primary
election, caucus, or convention.
8.Race or Ethnic Group. Leave
blank.
9.Signature. To register in
Kentucky you must:
• be a citizen of the United States
• be a resident of Kentucky
• be a resident of the county for at
least 28 days prior to the election
date

Kansas   

registration. You can find these on 
the Iowa Secretary of State’s  
website: https://sos.iowa.gov/
elections/voterinformation/
edr.html.  

6. ID Number. Your ID number  is
your Iowa driver’s license  number
or Iowa non-operator identification
number if you have one; if not then
the last four digits of your social
security number. The ID number
you provide will be  verified with
the Iowa Department  of Trans-
portation or the Social  Security
Administration.
7. Choice of Party. You may, but
do not have to, register with a party
in advance if you want to partici-
pate  in that party’s primary elec-
tion.  You may change or declare a
party  affiliation at the polls on
primary  election day.
8. Race or Ethnic Group. Leave
blank.  
9. Signature. To register in Iowa
you must:  
• be a citizen of the United States
• be a resident of Iowa
• be at least 17 years old; a person
may vote if they will be 18 years
old on or before election day. In
the case of primary elections,  a
person may vote if they will  be 18
years old on or before the  corre-
sponding regular election.
• not have been convicted of a
felony or have had your rights  re-
stored by the Governor, including
through Executive Order, after a
felony conviction.
• not currently be judged by a
court to be “incompetent to vote”
• not claim the right to vote in
more than one place
• give up your right to vote in any
other place

State Instructions  
Mailing address:  

Elections Division  
Office of the Iowa Secretary
of State  
Lucas Building- First Floor   
321 E. 12th Street  
Des Moines, IA 50319   
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• have completed the terms of your
sentence if convicted of a felony;
a person serving a sentence for a
felony conviction is ineligible to
vote
• not claim the right to vote in any
other location or under any other
name
• not be excluded from voting by a
court of competent jurisdiction

Mailing address:  
Secretary of State  
1st Floor, Memorial Hall  
120 SW 10th Ave.  
Topeka, KS 66612-1594   

Updated: 10-25-2013  

Registration Deadline —  Post-
marked or delivered 21 days  before 
the election  

6. ID Number. Your completed  
voter registration form must contain 
your state issued driver’s license 
number or nondriver’s identification 
card number. If you do not have a 
driver’s license or nondriver’s 
identification card, you must include 
the last four digits  of your social 
security number. If  you do not have 
a driver’s license  or a nondriver’s 
identification card or social security 
number, please  write “NONE” on 
the form. A  unique identifying 
number will be  assigned by the 
State. The number you provide will 
be used for administrative purposes
only and  will not be disclosed to 
the public. (KSA 25-2309). 
7. Choice of Party. You must  regis-
ter with a party if you want to  take
part in that party’s primary  election,
caucus, or convention.
8. Race or Ethnic Group. Leave
blank.
9. Signature. To register in Kansas
you must:
• be a citizen of the United States
• be a resident of Kansas
• be 18 by the next election

Kentucky   



Maine   

• be 18 years of age on or before
the next general election
• not be a convicted felon or if
you  have been convicted of a
felony,  your civil rights must have
been  restored by executive pardon
• not have been judged “mentally
incompetent” in a court of law
• not claim the right to vote
anywhere outside Kentucky  

Mailing address:  
State Board of Elections  140 
Walnut Street  Frankfort, KY 
40601-3240   

State Instructions  

 Louisiana  
Updated: 02-28-2019   

7.Choice of Party. If you do not list 
a party affiliation, you may not be 
able to vote in the Presidential 
Preference Primary and party 
committee elections. Political party 
affiliation is not required for any 
other election.
8.Race or Ethnic Group. Complet-
ing this box is optional.  See the list 
of choices under the  Application 
Instructions for Box 8  
(on page 2).   
9.Signature. To register in  Lou-
isiana you must:
• be a citizen of the United States
• be a resident of Louisiana  (Res-
idence address must be address
where you claim homestead  ex-
emption, if any, except for a  resi-
dent in a nursing home or  veteran’s
home who may elect to use  the
address of the nursing home or
veterans’ home or the home where
he has a homestead exemption. A
college student may elect to use his
home address or his address while
away at school.)
• be at least 17 years old (16 years
old if registering to vote with
application for Louisiana driver’s
license or in person at registrar of
voters Office), and be 18 years old
prior to the next election to vote
• not currently be under an order
of imprisonment for conviction of
a felony; or if under such an order
(1) not have been incarcerated 
pursuant to the order within the 
last five years and (2) not be under 
an order of imprisonment related 
to a felony conviction for election 
fraud or any other election offense 
pursuant to R.S. 18:1461.2
• not be under a judgment of  full
interdiction for mental  incompe-
tence or limited  interdiction where
your right to  vote has been sus-
pended
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Mailing address:  
Secretary of State  
Attention: Elections Division  
P.O. Box 94125  
Baton Rouge, LA 70804-9125   

Updated: 08-05-2024  

Registration Deadline —  Deliv-
ered to your municipality 21 days 
before  the election (or a voter 
may register in-person up to and 
including  election day).

6. ID Number. You must list your 
valid Maine driver’s license 
number. If you don’t have a valid 
Maine driver’s license, then you 
must provide the last four digits of 
your Social Security Num-ber.  
Voters who don’t have either of  
these forms of ID must write 
“NONE” in this space.
7. Choice of Party. Unenrolled 
voters may choose to take part in 
one party’s primary election, cau-
cus, or convention without enroll-
ing in that party.
8. Race or Ethnic Group. Leave 
blank.
9. Signature. To register in Maine 
you must:
• be a citizen of the United States
• be a resident of Maine and the 
municipality in which you want to 
vote
• be at least 16 years old (you must  
be 18 years old to vote, or 17 years 
old for a Primary Election in which 
you will be 18 years old by that 
General Election)

B. Prior address. Prior address is a 
required section for Maine voter 
registration. If you were previous-
ly registered to vote, whether in 
Maine or not, the address of prior 
registration is required to register 
to vote. If you have not been pre-
viously registered, write N/A.

Registration Deadline — 30 days  
before the election.  

6.ID Number. You must provide
your Louisiana driver’s license
number or Louisiana special  iden-
tification card number, if  issued.
If not issued, you must  provide at
least the last four digits  of your so-
cial security number,  if issued. The
full social security  number may be
provided on a  voluntary basis. If
the applicant  has neither a Loui-
siana driver’s  license, a Louisiana
special  identification card, or a so-
cial  security number, the applicant
shall attach one of the following
items to his application: (a) a  copy
of a current and valid photo  identi-
fication; or (b) a copy of a  current
utility bill, bank statement,  gov-
ernment check, paycheck, or  other
government document that  shows
the name and address of  applicant.
Neither the registrar  nor the De-
partment of State  shall disclose the
social security  number of a regis-
tered voter  or circulate the social
security  numbers of registered
voters on  commercial lists (R.S.
18:104 and  154; 42 U.S.C. § 405).



Michigan 

Maryland   

Mailing address: 
Elections Division Bureau of 
Corporations, 
Elections and Commissions, 
184 State House Station, 
Augusta, ME 04333-0184

Municipal addresses: To meet 
registration deadlines, especially 
in the two weeks before the closed 
period (three weeks before an 
election) you should return the 
completed voter registration appli-
cation directly to your municipal 
clerk. A complete list of municipal 
clerks is available at https://www.
maine.gov/sos/cec/elec/.

Updated: 10-10-2021  

Registration Deadline — In-per-
son registration by 5:00 p.m.,  
online registration by 11:59 p.m.,  
or postmarked 21 days before the  
election.  

6. ID Number. If you do not
have  a current, valid Maryland
driver’s  license or MVA ID card,
you must enter the last 4 digits of
your social security number. The
statutory authority allowing of-
ficials to request the last 4 digits
of your social security number is
Election Law Article, § 3-202.

State Instructions  

The number will only be used for 
registration and other adminis-
trative purposes. It will be kept 
confidential.  

7. Choice of Party. You must
register with a party if you want
to  take part in that party’s primary
election.
8. Race or Ethnic Group. Leave
blank.
9. Signature. To register in
Maryland you must:

• be a U.S. citizen
• be a Maryland resident
• be at least 16 years old*
• not be under guardianship for
mental disability or if you are, you
have not been found by a court to
be unable to communicate a desire
to vote
• not have been convicted of
buying or selling votes
• not have been convicted of a
felony, or if you have, you have
completed serving a court ordered
sentence of imprisonment.
*You may register to vote if you are
at least 16 years old but cannot vote
unless you will be at least 18 years
old by the next general election.

Mailing address:  
State Board of Elections  
P.O. Box 6486  
Annapolis, MD 21401-0486   

Massachusetts  
Updated: 09-03-2019   

Registration Deadline — 20 days  
before the election.  

6. ID Number. Federal law requires
that you provide your driver’s
license number to register to
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vote.  If you do not have a current 
and  valid Massachusetts’ driver’s 
license  then you must provide the 
last four (4) digits of your social 
security number. If you have 
neither, you  must write “NONE” in 
the box and  a unique identifying 
number will be  assigned to you.  
7. Choice of Party. If you do  not 
designate a party or political  des-
ignation in this box, you  will be 
registered as unenrolled,  which is 
commonly referred to as  indepen-
dent. Unenrolled voters  and voters 
registered in political  designations 
may vote in party  primaries.

8. Race or Ethnic Group. Leave
blank.
9. Signature. To register in
Massachusetts you must:
• be a citizen of the United States
• be a resident of Massachusetts
• be at least 16 years old (must be
18 years old to vote on Election
Day)
• not have been convicted of
corrupt practices in respect to
elections
• not be under guardianship with
respect to voting
• not be currently incarcerated for
a felony conviction

Mailing address:  
Secretary of the Commonwealth 
Elections Division, Room 1705  
One Ashburton Place  
Boston, MA 02108   

Updated: 09-17-2024  

Registration Deadline —  Post-
marked at least 15 days before the 
election; or delivered in person to 
your city or township clerk by 8 
p.m. on Election Day. If you are
registering within 14 days of an
election, you must provide resi-
dency verification to be eligible
for that election.

6. ID Number. Your completed
voter registration form must
contain your state issued driver’s
license number or state issued
personal identification card
number. If you do not have a
driver’s license or state issued
personal identification card, you
must include the last four digits
of your social security number. If
you do not have a driver’s license
or a state issued personal
identification card or a social
security number,



please write “NONE” on the form. A 
unique identifying number will be 
assigned by the State.
7. Choice of Party. A “choice of  par-
ty” is not required for voter  regis-
tration.
8.Race or Ethnic Group. Leave
blank.  
9.Signature. To register in Michigan
you must:
• be a citizen of the United States
• be 18 years old by the next
election
• be a resident of Michigan and at
least a 30 day resident of your city
or township by election day
• not be confined in a jail after
being convicted and sentenced

Preregistration for 16 year olds—
To preregister in Michigan you 
must:  
• be a citizen of the United States
• be at least 16 years of age but
less than 17.5 years of age
• be a resident of Michigan and a
resident of the city or township in
which you are applying for prereg-
istration.
A person who is preregistered to
vote automatically becomes a
registered voter on their 18th
birthday. If you are using this
form to preregister to vote, mark
"yes" to the question "Will you be
18 years old on or before election
day?" if you will be 18 years old
at the first election in which you
will vote.

Notice: If a voter possesses a  
Michigan driver license (DL) or  
personal ID (PID), Michigan law  
requires the same address be used  
for voter registration and DL/PID 
purposes. Use of this form will  
also change your DL/PID address.  
The Secretary of State will mail 
you  a new address sticker for your 
DL/PID.   

State Instructions  
Mailing address:  
Mail or deliver this completed  
application directly to your city  
or township clerk.  Find your  
city or township clerk’s address  
at Michigan.gov/Vote. If you  
are unable to find your city or  
township clerk’s address, mail to:  

Michigan Department of State  
Bureau of Elections  
P.O. Box 20126  
Lansing, MI 48901-0726   

Minnesota  
Updated 11/24/2023

Registration Deadline —  
Delivered by 5:00 p.m. 21 days  
before the election (there is also  
election day registration at polling  
places).  

6.ID Number. You are required
to provide your Minnesota driv-
er’s  license or state ID number
to  register to Vote. If you do not
have  a Minnesota driver’s license
or state  ID then you will have to
provide  the last four digits of your
social  security number. If you have
neither,  please write “none” on the
form.
7.Choice of Party. Leave blank.
8.Race or Ethnic Group. Leave
blank.
9.Signature. To register in
Minnesota you must:
• be a citizen of the United States
• maintain residence in Minnesota
for 20  days before the next elec-
tion
• maintain residence at the address
given on the registration form
• be at least 16 years old and
understand that you must be at
least 18 years old to be eligible
to vote.
• not be currently incarcerated for
a conviction of a felony offense
• not be under a court-ordered
guardianship in which the right to
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vote has been revoked  
• not be found by a court to be
legally incompetent to vote.

Mailing address:  
Secretary of State  
First National Bank Building
332 Minnesota Street. Suite N201
Saint Paul. MN 55101 

You may also register online or find 
more information at mnvotes.gov/
register.

Mississippi  
Updated: 05-07-2010   

Registration Deadline — 30 days  
before the election.  

6.ID Number. You are required
to provide your current and valid 
driver’s license number or, if you 
don’t have one, the last four digits 
of your social security number.
7.Choice of Party. Mississippi  does 
not have party registration. 
Therefore you do not have to 
register with a party if you want to 
take part in that party’s primary 
election, caucus, or convention.
8.Race or Ethnic Group. Leave 
blank.
9.Signature. To register in  Mis-
sissippi you must:
• be a citizen of the United States
• have lived in Mississippi and in
your county (and city, if applicable)
30 days before the election in which
you want to vote
• be 18 years old by the time of the
general election in which you want
to vote
• have not been convicted of
murder, rape, bribery, theft, arson,
obtaining money or goods under
false pretense, perjury, forgery,
embezzlement, armed robbery,
extortion, felony bad check, felony
shoplifting, larceny, receiving
stolen property, robbery, timber
larceny, unlawful taking of a motor



Missouri   

Montana   

vehicle, statutory rape, carjacking,  
or bigamy, or have had your rights  
restored as required by law  
• not have been declared mentally
incompetent by a court

Note: State law changed by feder-
al  court order in 1998 and by state  
legislation in 2000. We now accept  
the form as registration for voting  
for all state and federal Offices.  

Mailing address:  
Secretary of State  
P.O. Box 136  
Jackson, MS 39205-0136  

Local county addresses:  
You also may return completed  
applications to the county circuit  
clerk/registrar where you reside.  
A complete list of county circuit  
clerk/registrars is available on  Mis-
sissippi’s website at www.sos.  
ms.gov.   

Updated: 09-12-2006  

Registration Deadline — 28 days  
before the election.  

6.ID Number. Your complet-
ed  voter registration form must
contain your state issued driver’s
license number. Your completed
voter registration form must  also
include the last four digits  of your
social security number.
(Section 115.155, RSMo). If you
do not have a driver’s license or
a social security number, please
write “NONE” on the form. A
unique identifying number will  be
assigned by the State. Any  elec-
tronic media, printouts or  mailing
labels provided under this  section
shall not include telephone  num-
bers and social security

State Instructions  
numbers of voters. (Section  
115.157, RSMo).  
7. Choice of Party. You do not have
to register with a party if you want
to take part in that party’s primary
election, caucus, or convention.
8.Race or Ethnic Group. Leave
blank.
9.Signature. To vote in Missouri
you must:
• be a citizen of the United States
• be a resident of Missouri
• be at least 17-1/2 years of age 
(you must be 18 to vote)
• not be on probation or parole 
after conviction of a felony, until 
finally discharged from such 
probation or parole
• not be convicted of a felony or 
misdemeanor connected with the 
right of suffrage
• not be adjudged incapacitated by 
any court of law
• not be confined under a sentence 
of imprisonment

Mailing address:  
Secretary of State  
P.O. Box 1767  
Jeferson City, MO 65102-1767 

Updated: 03-15-2022  

Registration Deadline — Regular  
registration closes 30 days before  
the election. A prospective elector  
may register or change the existing  
elector’s voter information after the  
close of regular registration and  
be eligible to vote in the election 
if  the election administrator in the  
county where the elector resides  
receives and verifies the elector’s  
voter registration information  prior 
to noon the day before the  elec-
tion.   
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6.ID Number. You must provide 
your Montana (MT) Driver’s  Li-
cense number, MT Identification
(ID) card number, or the last
4 digits of your Social Security 
number (SSN). If you are unable to 
provide the preceding forms
of  identification, you can provide a  
United States passport, Montana 
tribal ID card, military ID card,
or  Montana concealed carry per-mit  
when you register; or submit a  
photo identification, including, but  
not limited to, a school district or  
postsecondary education photo 
identification with your name on  it, 
and a current utility bill, bank  state-
ment, paycheck, government  check, 
or other government  document that 
shows your  name and current 
address. *For  information on voter 
registration  ID please visit https://
sosmt.gov/voter-id/voter-
registration-id-op-tions/
7.Choice of Party. Montana does not 
require party registration to  par-
ticipate in any election.  8.Race or 
Ethnic Group. Leave  blank.

9.Signature. To register in
Montana you must:
• be a citizen of the United States
• be at least 18 years old on or
before the election
• be a resident of Montana and of
the county in which you want to
vote for at least 30 days before the
next election
• not be in a penal institution for a
felony conviction
• not currently be determined by a
court to be of unsound mind
• meet these qualifications by the
next election day if you do not
cur-rently meet them

Mailing address:  
Mail your completed registration  
form to your local county election   



Nebraska   

Nevada   

office. The county contact  infor-
mation can be found on  the Mon-
tana Secretary of State’s  website: 
Election-Officials-Master-Email-
List (sosmt.gov). If  you have 
difficulty finding your  county 
election office, contact  the 
Montana Secretary of State  Elec-
tions and Voter Services  Division 
for assistance at (888)  884-8683 or 
(406) 444-9608, or email
soselections@mt.gov. (Note:  
Registrations may be sent to  the
Montana Secretary of State’s
Office, however, to avoid potential
delays, we recommend you return
your completed voter registration
application directly to your county
elections office.)

Secretary of State’s Office  
P.O. Box 202801  
Helena, MT 59620-2801   

Updated: 03-08-2018  

Registration Deadline — The  
third Friday before the election  
(or delivered by 6 p.m. on the  
second Friday before the election).  

6. ID Number. You must pro-
vide  your Nebraska driver’s
license  number. If you do not
have a  Nebraska driver’s license
number  then you must list the last
four  digits of your social security
number.
7. Choice of Party. You must
register with a party if you want
to  take part in that party’s primary
election, caucus, or convention.
8. Race or Ethnic Group. Leave
blank.
9. Signature. To register in
Nebraska you must:
• be a citizen of the United States
• be a resident of Nebraska

State Instructions  
• be at least 18 years of age or will
be 18 years of age on or before the
first Tuesday after the first Monday
of November
• not have been convicted of a  fel-
ony, or if convicted, it has been  at
least two years since you have
com-pleted your sentence for the
felony, including any parole term
• not have been officially found to
be mentally incompetent

Mailing address:  
Nebraska Secretary of State  
Suite 2300, State Capitol Bldg.  
Lincoln, NE 68509-4608   

Updated: 05-01-2020  

Registration Deadline — The  
deadline for mail-in or in-person  
voter registration is the fourth  
Tuesday before any primary  or 
general election. This is the  date 
by which: (1) a mail-in  voter 
registration application  must be 
postmarked; or (2) a  person must 
appear in person at  the Office of 
the County Clerk/  Registrar of 
Voters. The deadline  for online 
voter registration at  
www.RegisterToVoteNV.gov is the  
Tuesday preceding the primary  or 
general election. Eligible voters  
who miss the voter registration  
deadlines can register to vote in  
person at the polling place either  
during early voting or on election  
day.  

6. ID Number. You must supply  a 
Nevada driver’s license number 
or Nevada ID card number if you 
have been issued one by the DMV. 
If you do not have a valid Nevada 
driver’s license or Nevada ID card, 
you must supply the last four digits 
of your Social Security Number. 
If you do not have a valid Neva-

OMB Control No. 3265-0015 14 

da  driver’s license or Nevada ID  
card or a Social Security Number,  
please contact your County Clerk/  
Registrar of Voters to be assigned a  
unique identifier.  
7. Choice of Party. You must  reg-
ister with a major political  party if
you want to take part  in that party’s
primary election,  caucus, or con-
vention.  If you  register with a mi-
nor political  party or as a nonparti-
san, you will  receive a nonpartisan
ballot for  the primary election.
8. Race or Ethnic Group. Leave
blank.
9. Signature. To register in
Nevada you must:
• Be a citizen of the United States;
• Have attained the age of 18 years
on the date of the next election;
• Have continuously resided in the
State of Nevada, in your county, at
least 30 days and in your precinct  at
least 10 days before the next  elec-
tion;
• Not be currently serving a term  of
imprisonment for a felony  convic-
tion;  
• Not be determined by a court of
law to be mentally incompetent;
and
• Claim no other place as your
legal residence.

Preregistration for 17 Year  Olds — 
A person who is 17 years  of age or 
older but less than 18  years of age 
and meets all other  qualifications to 
vote in Nevada  can preregister to 
vote using any of  the means 
available for a person to  register to 
vote.  A person who is  preregistered 
to vote automatically  becomes a 
registered voter on his  or her 18th 
birthday.  

Felony Convictions — Any  
Nevada resident who is convicted   

https://sosmt.gov/wp-admin/admin-ajax.php?juwpfisadmin=false&action=wpfd&task=file.download&wpfd_category_id=23&wpfd_file_id=57492&token=396efffc86fba262c7b589671481d694&preview=1


of a felony is immediately  restored 
the right to vote upon the  individu-
al’s release from prison. There is no 
waiting period or  action required 
by the individual.  The restoration 
of voting rights is  automatic and 
immediate upon the  individual’s 
release from prison,  regardless of 
the category of  felony committed 
or whether the  individual is still on 
either parole  or probation. More in-
formation  regarding the restoration 
of voting  rights can be found on the 
Nevada  Secretary of State’s website 
at:  
www.nvsos.gov.  

Mailing address:  
Secretary of State Elections  
Division  
101 North Carson Street, Suite 3 
Carson City, NV 89701-4786  

Voter registration applications  may 
be returned to the Secretary  of 
State’s office at the address  above, 
but to avoid possible  delays, you are 
advised to return  your completed 
voter registration  application di-
rectly to your local  county election 
official.  

Local county addresses: To meet  
registration deadlines, especially  
during the two weeks before the  
mail-in voter registration deadline,  
you should return completed  voter 
registration applications to  your 
respective County Clerk/  Registrar 
of Voters.  A complete list  of County 
Clerks and Registrars of  Voters is 
available on the Nevada  Secretary 
of State’s website: www.nvsos.gov.   

State Instructions  

New Hampshire  
Updated: 03-01-2006   

Registration Deadline — New  
Hampshire town and city clerks  will 
accept this application only as a 
request for their own absentee  voter 
mail-in registration form,  which 
must be received by your  city or 
town clerk by 10 days before  the 
election. You need  to  fill in only 
Box 1 and Box 2 or 3.  

The application should be mailed  to 
your town or city clerk at your  zip 
code. These addresses are  listed on 
the Secretary of State  web site at 
www.state.nh.us/sos/clerks.htm  

It should be mailed in plenty of  time 
for your town or city clerk to  mail 
you their own form and for  you to 
return that form to them by 10 days 
before the election.   

New Jersey  
Updated: 03-28-2008   

Registration Deadline — 21 days  
before the election.  

6. ID Number. The last four digits
of your Social Security number OR
your New Jersey Driver’s License
number is required for voter  regis-
tration. If you do not possess  either
of these identifications,  please
write “NONE” on the form.  The
State will assign a number that  will
serve to identify you for voter  reg-
istration purposes.
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7. Choice of Party. New Jersey’s
voter registration form does not  pro-
vide a check-of for political  party
affiliation. A newly registered  voter
or voter who has never voted  in a
political party primary election  can
declare party affiliation at  the poll-
ing place on the day of a  primary
election. In New Jersey, a  primary
election is only held for  the Dem-
ocratic and Republican  parties. A
voter may also file a political party
declaration form to  become a mem-
ber of a political  party. If a declared
voter wished  to change party affilia-
tion he or  she must file a declaration
form 50  days before the primary
election,  in order to vote.
8. Race or Ethnic Group. Leave
blank.
9. Signature. To register in New
Jersey you must:
• be a citizen of the United States
• be at least 18 years of age by the
time of the next election
• be a resident of this State and
county at your address at least 30
days before the next election
• not be serving a sentence or on
parole or probation as the result of a
conviction of any indictable offense
under the laws of this or another
state or of the United States

Mailing address:  
New Jersey Department of Law  
and Public Safety  Division of 
Elections  
PO BOX 304  
Trenton, NJ 08625-0304   

New Mexico  
Updated: 10-02-2024   

Registration Deadline — 28 days  
before the election.   



New York   
6.ID Number. You must provide a 
driver's license or state identification 
number issued by the motor vehicle 
division of the taxation and revenue 
department or the last four digits of 
your social security number.  
Computerized listings of limited 
voter registration information
(without social security numbers, 
codes used to identify agencies 
where voters have registered, a 
voter’s day and month of birth or, if 
prohibited by voters, voters’ 
telephone numbers) are available to 
the general public, and are furnished 
upon request to incumbent election 
officeholders, candidates, political 
parties, courts and non-profit orga-
nizations promoting voter partici-
pation and registration, for political 
purposes only.
7.Choice of Party. You must register 
with a party if you want to take part 
in that party’s primary election, cau-
cus, or convention.  
8.Race or Ethnic Group. Leave  
blank.
9.Signature. To register in New
Mexico you must:
• be a citizen of the United States
• be a resident of the State of New 
Mexico
• be 18 years of age at the time of 
the next election
• not currently be incarcerated as a 
result of a felony conviction.

Mailing address:  
Bureau of Elections  
325 Don Gaspar, Suite 300  
Santa Fe, NM 87503   

State Instructions  

Updated: 01-12-2023  

Registration Deadline — 10 days  
before the election.  

6.ID Number. Federal law requires
that you provide your driver’s  li-
cense number to register to vote.  If
you do not have a driver’s license
then you will have to provide at
least  the last four digits of your
social  security number. If you have
neither,  please write “NONE” on
the form.  A unique identifying
number will be  assigned to you
by your State.  7.Choice of Party.
You must  enroll with a party if you
want  to vote in that party’s prima-
ry  election or caucus.
8.Race or Ethnic Group. Leave
blank.
9.Signature. To register in New
York you must:
• be a citizen of the United States
• be a resident of the county, or of
the City of New York, at least 30
days before an election
• be 18 years old (you may
pre-register at 16 or 17 but cannot
vote  until you are 18)
• not be in prison for a felony
conviction
• not currently be judged  incom-
petent by order of a court of  com-
petent judicial authority
• not claim the right to vote
elsewhere

Mailing address:  
NYS Board of Elections  
40 North Pearl Street, Suite 5  
Albany, NY 12207-2729   
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North Carolina  
Updated: 08-22-2024   

Registration Deadline —  Post-
marked 25 days before the election 
or received in the elections office or 
designated voter registration agency 
site by 5:00 p.m. 25 days before the 
election.  

6. ID Number. Provide your North
Carolina driver’s license number, or
North Carolina Department of
Motor Vehicles ID number. If you
do not have a driver’s license, then
list the last four digits of your
social security number. If you do
not have any of these identification
numbers, please write “NONE” on
the form. A unique identifying
number will be assigned to you for
voter registration purposes.
7. Choice of Party. You may choose
to affiliate with any political party
recognized in North Carolina. If you
indicate a political party that is not a
qualified party, or indicate no party,
you will be listed as “Unaffiliated.”
If you are unaffiliated, you may
choose to vote in any party’s
primary.
8. Race or Ethnic Group. You are
required to fill in this box.
However, your application will not
be rejected if you fail to do so. See
the list of choices under the
Application Instructions for Box 8 
(on page 2).
9. Signature. To register in North
Carolina you must:
• be a citizen of the United States
• be a resident of North Carolina
and the county in which you live for
at least 30 days prior to the election
• be at least 16 years of age and will
be 18 years of age by the day of the 
next general election
• not be currently serving a felony
sentence (including any probation,
post-release supervision, or parole)



Oregon   

Ohio   

         North Dakota 
Updated: 03-01-2006   

North Dakota does not have voter  
registration.   

Updated: 09-16-2024

Registration Deadline — 30 days  
before the election.  

6.ID Number. Your social security 
number is requested. Providing  this 
number is voluntary. This  informa-
tion allows the Board of  Elections 
to verify your registration if  nec-
essary (O.R.C. 3503.14). [Federal 
law requires that you provide your 
driver’s license number to register 
to vote. If you do not have a driv-
er’s  license then you will have to 
provide  at least the last four digits 
of your  social security number. If 
you don’t  have either number you 
will have to  write “NONE” on 
the form and the  State will assign 
you a number.]  
7.Choice of Party. You do not  
register with a party if you want to  
take part in that party’s primary  
election. Party affiliation is 
established  by voting at a primary 
election.  
8.Race or Ethnic Group. Leave  
blank.
9.Signature. To register in Ohio you 
must:
• be a citizen of the United States
• be a resident of Ohio
• be 18 years old on or before
election day. If you will be 18 on or
before the day of the general elec-
tion,  you may vote in the primary
election  for candidates only.

• not be convicted of a felony
and currently incarcerated
• not be found incompetent by a
court for purposes of voting

State Instructions  

Mailing address:  
Office of the Ohio Secretary of 
State
180 S Civic Center Dr.
Columbus, Ohio 43215

Oklahoma  
Updated: 03-15-2022   

Registration Deadline — 25 days  
before the election.  

6.ID Number. You must provide  ei-
ther your valid Oklahoma  driver’s 
license number, state  identification 
card number, or  the last four digits 
of your Social  Security number.
7.Choice of Party. You must  regis-
ter with a party if you  want to take 
part in that party’s  primary elec-
tion. A current list  of recognized 
political parties  in Oklahoma is 
available on the  Oklahoma State 
Election Board  website. Registered 
voters with no  party affiliation may 
be allowed by  recognized parties to 
participate  in primary elections at 
the party’s  discretion. You will find 
a list of  recognized political parties 
and  a list of parties that allow vot-
ers  with no party affiliation to vote 
in primaries at: https://oklahoma. 
gov/elections/voter-registration/
political-party-info.html.
8.Race or Ethnic Group. Leave 
blank.
9.Signature. To register to vote in 
Oklahoma you must:
• You must be a citizen of the
United States and a resident of the
State of Oklahoma.
• You must be 18 years old on or
before the date of the next
election. You may pre-register if
you are at  least 17½ years old,

but your voter registration will not 
be activated  until you are 18 years 
old.   

• If convicted of a felony, you must
have fully served your sentence of
court-mandated calendar days,
including any term of incar-ceration,
parole, or supervision, or completed
a period of probation ordered by any
court.
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• You must not now be under judg-
ment as an incapacitated person, or a
partially incapacitated person
prohibited from registering  to vote.
• Applications must be signed  and
dated by the applicant. The  sig-
nature must be the original, hand-
written autograph or mark of the 
applicant. No facsimile, reproduc-
tion, typewritten or other substitute 
signature, autograph or mark will be 
valid. It is against the law to sign an 
Oklahoma Voter Registration 
Application on behalf  of another 
person.

Mailing address:  
Oklahoma State Election Board  
Box 528800  
Oklahoma City, OK 73152-8800 

You can also complete a voter  reg-
istration application online,  using 
the OK Voter Portal  “wizard”: 
https://okvoterportal.  
okelections.us/Home/RegWizard  
(Applications must be printed,  
signed, and mailed or hand-deliv-
ered to your county or State  Elec-
tion Board to complete the  process.)   

Updated: 08-05-2024  

Registration Deadline — 21 days  
before the election.  

6.ID Number. To be eligible to
vote in Oregon elections, you
must  provide a valid Oregon

Mailing address:  
    State Board of Elections  
    P.O. Box 27255  
    Raleigh, NC 27611-7255



License, Permit or ID number. If  
you do not have an Oregon-issued  
ID, then you will have to provide  
at least the last four digits of your  
social security number. If you have 
neither, you will need to write  
“NONE” on the form.  
7.Choice of Party. In many cases, 
you must register with a party if 
you want to take part in that party’s 
primary election. If you are not a 
member of a party or this space is 
left blank, you will be registered as 
a nonaffiliated voter.
8.Race or Ethnic Group. Leave 
blank.
9.Signature. To register in Oregon 
you must be:
• a citizen of the United States
• a resident of Oregon
• and at least 16 years of age when
registering. If you are not yet 18,
you will not receive a ballot until
an election occurs on or after your
18th birthday.

Mailing address:  
Oregon Elections Division  
Public Service Building  
Suite 126  
255 Capitol St. NE  
Salem, OR 97310  

Register or make changes to your  
registration online —  
www.oregonvotes.gov.   

Pennsylvania  
Updated: 05-01-2020   

Registration Deadline — 15 days  
before an election or primary.  

6.ID Number. You must supply  a
Driver’s License Number, if you
have one. If you do not have a
Driver’s License Number, you must
supply the last four digits of your
Social Security Number. If you do

State Instructions  
not have either form of ID, please  
write “NONE” in the box.  
7. Choice of Party. You must 
register with a major party if you 
want to take  part in that party’s 
primary election.  
8.Race or Ethnic Group. You  are 
requested to  fill in this box.  See 
the list of choices under the
Application Instructions for Box 8 
(on page 2).
9.Signature. To register in 
Pennsylvania you must:
• be a citizen of the United States
at least one month before the next
election
• be a resident of Pennsylvania and
your election district at least 30
days before the election
• be at least 18 years of age on the
day of the next election

Mailing address:  
Office of the Secretary of  the 
Commonwealth  210 North 
Office Bldg.  Harrisburg, PA 
17120-0029  

You may also register online at  
register.votespa.com.   

Rhode Island  
Updated: 09-03-2019   

Registration Deadline — 30 days  
before the election.  

6.ID Number. The applicant shall
be required to provide their Rhode
Island driver’s license or State ID
number if the applicant has been
issued a current and valid Rhode
Island driver’s license or State ID.
In the case of an applicant who has
not been issued a current and valid
driver’s license or State ID, they
must provide the last four (4) digits
of their social security number.  An
applicant, who has neither, will
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be assigned a unique identifying  
number by the State of Rhode  
Island.  
7.Choice of Party. In Rhode  Is-
land, a person must register with
a party if they wish to take part
in  that party’s primary election.
A  person who fails to register with
a party at the time of registration
may, if they choose, register with
a party on the day of that party’s
primary and take part in that par-
ty’s  primary election. If a person
does  not register with a party, they
can  still vote in general elections
and  nonpartisan primary elections.
8.Race or Ethnic Group. Leave
blank.
9.Signature. To register in Rhode
Island you must:
• be a citizen of the United States
• be a resident of Rhode Island
• be at least 16 years of age (you
must be 18 years old to vote)
• not be currently incarcerated in a
correctional facility due to a felony
conviction
• not have been lawfully judged
to be mentally incompetent by a
court of law

Mailing address:  
Rhode Island State Board of  
Elections  
50 Branch Ave.  
Providence, RI 02904-2790   

South Carolina  
Updated: 01-05-2021   

Registration Deadline — 30 days  
before the election.  

6.ID Number. You must provide
at least the last four digits of your
social security number. You may
provide your full social security
number on a voluntary basis.  So-
cial security number does not



Tennessee   

appear on any report produced by  
the State Election Commission nor  
is it released to any unauthorized  
individual. (South Carolina Title  
7-5-170)
7. Choice of Party. You do not have
to register with a party if you want
to take part in that party’s prima-
ry  election, caucus, or convention.
8.Race or Ethnic Group. You are
required to  fill in this box. Your
application may be rejected if you
fail to do so. See the list of choices
under the Application Instructions
for Box 8 (on page 2).
9.Signature. To register in South
Carolina you must:
• be a citizen of the United States
• be at least 18 years old on or 
before the next election
• be a resident of South Carolina, 
your county and precinct
• not be confined in any public  
prison resulting from a conviction  
of a crime
• never have been convicted of  a 
felony or offense against the 
election laws, or if previously 
convicted, have served your entire 
sentence, including probation or 
parole, or have received a pardon  
for the conviction
• not be under a court order 
declaring you mentally  
incompetent
• claim the address on the  appli-
cation as your only legal place  of 
residence and claim no other  place 
as your legal residence

Mailing address:  
State Election Commission  
P.O. Box 5987  
Columbia, SC 29250-5987   

State Instructions  

South Dakota  
Updated: 10-10-2021   

Registration Deadline —  
Received 15 days before the  
election.  

6.ID Number. Any person  reg-
istering to vote shall provide the 
person’s valid South Dakota driver 
license number or a South Dakota 
nondriver identification number on 
the voter registration form. If a 
person does not have a valid South 
Dakota driver license or a South 
Dakota nondriver identification 
number, the person shall provide 
the last four digits of the person’s 
social security number on the voter 
registration form. If a person does 
not have a valid South Dakota 
driver license, a South Dakota 
nondriver identification number, or  
a social security number, the person  
may only register at the county  
auditor’s Office and shall sign a  
statement verifying the fact that the  
person does not have a valid South  
Dakota driver license, a South 
Dakota nondriver identification 
number, or a social security  
number. South Dakota Codified 
Law 12-4-5.4
7.Choice of Party. If you are 
currently registered to vote and you 
leave the choice of party field 
blank, you will remain registered 
with your current party affiliation. 
If you are not currently registered 
to vote and you leave the choice of 
party field blank, you will be 
entered as an independent/no  party 
affiliation voter, which is not  a 
political party in South Dakota. 
South Dakota Codified Law
12-4-15,12-6-26
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8.Race or Ethnic Group. Leave
blank.
9.Signature. To register in South
Dakota you must:  
• Be a United States citizen
• Reside in South Dakota
• Be at least 18 years old on or
before the next election
• Not currently serving a sentence
for a felony conviction which
included imprisonment, served or
suspended, in an adult penitentiary
system
• Not be judged mentally
incompetent by a court of law
South Dakota Codified Law
12-4-6,12-4-8,l2-l-9,l2-l-4,12-4-18, 
South Dakota Constitution, Article
VII, Section 2

Mailing address:  
Elections, Secretary of State  
500 E. Capitol  
Pierre, SD 57501-5070

Updated: 05-01-2020  

Registration Deadline — 30 days  
before the election.  

6.ID Number. Your full social  se-
curity number is required. Social 
security number, if any, is required 
for  purposes of identification and to 
avoid  duplicate registration (TCA 
2.2.116).  
7.Choice of Party. You do not  have 
to register with a party if you  want 
to take part in that party’s  primary 
election, caucus, or  convention.
8. Race or Ethnic Group. Optional.
9.Signature. To register in  Tennes-
see you must:
• be a citizen of the United States
• be a resident of Tennessee
• be at least 18 years old on or
before the next election



Texas 

Utah   

• not have been convicted of a
felony, but if convicted, your  eligi-
bility to register and vote  depends
upon the crime you were  convicted
of and the date of your  conviction.
For more information  about this
process, call 877-850-4959 or visit
https://sos.tn.gov/restoration. If
your conviction has been expunged,
you are  not considered to have a
felony  con-viction.
• not be adjudicated incompetent
by a court of competent  jurisdic-
tion (or have been restored  to legal
capacity)

Mailing address:  
Coordinator of Elections  
Tennessee Tower, Seventh Floor  
312 Rosa L. Parks Ave.  
Nashville, TN 37243-1102   

Updated: 11-15-2018  

Registration Deadline — 30 days  
before the election.  

6.ID Number. You must provide
your driver’s license number to
register to vote. If you do not have
a  driver’s license then you will
have to  provide at least the last
four digits of  your social securi-
ty number. If you  have neither,
please write “NONE”  on the form.
A unique identifying  number will
instead be assigned to  you by your
State.
7. Choice of Party. You do not have
to register with a party if you want
to take part in that party’s primary
election, caucus, or convention.
8.Race or Ethnic Group. Leave
blank.
9.Signature. To register in Texas
you must:

State Instructions  
• be a resident of the county  in
which the application for  regis-
tration is made
• be at least 17 years and 10
months  old (you must be 18 to
vote)
• not be finally convicted of a
felony, or if a convicted felon,  you
must have fully discharged  your
punishment, including any  incar-
ceration, parole, supervision,  peri-
od of probation or be pardoned.
• have not been declared mentally
incompetent by fnal judgment of a
court of law

Mailing address:  
Office of the Secretary of State  
Elections Division  
P.O. Box 12060  
Austin, TX 78711-2060

Updated: 09-19-2019  

Registration Deadline —  
Registration deadlines vary:  
• Mail: registration forms must be
postmarked or otherwise marked
as received by the Post Office 30
days before the election.
• In-person: registration forms
may be dropped of at the county
clerk’s Office 7 days before the
election.
• Online: registrations must  be
submitted 7 days before the  elec-
tion. Requires a valid Utah  driver
license or valid Utah ID.
• Same-Day: voters may register
at the polls during the early voting
period or on Election Day by  fill-
ing  out a provisional ballot.

6.ID Number. Your completed
voter registration form must  con-
tain one of the following: a  Utah
Driver License number, a
Utah State Identification number,
or the last four digits of your
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Social Security number. If you do  
not have a Utah Driver License  or 
a Utah State Identification  card, 
please write “None” in the  des-
ignated space and  fill in the last  
four digits of your Social Security  
number.  
7.Choice of Party. Declaring a  party 
is not required in order to  register to 
vote. However, Utah’s  election law 
allows each political  party to choose 
whom it will allow  to vote in its 
primary election. If  you do not 
affiliate with a party,  you may be 
restricted from voting  in the 
primary.
8.Race or Ethnic Group. Leave
blank.  
9.Signature. To register in Utah  you
must:
• be a citizen of the United States
• have resided in Utah for 30 days
immediately before the next election
• be at least 18 years old on  or
before the next election  
(individuals who are 16 and 17  
years of age may pre-register  to 
vote; if a 17 year old will be  18 
years of age on or before the  up-
coming general election, they  may 
pre-register and vote in the  primary 
election)  
• not be a convicted felon currently
incarcerated for commission of a
felony
• not be convicted of treason  or
crime against the elective  franchise,
unless restored to civil  rights
• not be found to be mentally
incompetent by a court of law
• currently resides within the  vot-
ing district or precinct in which  you
register to vote

Mailing address:  
Office of the Lieutenant  
Governor  
P.O. Box 142325  
Salt Lake City, UT 84114    



Vermont   

Virginia   

Updated: 09-19-2019  

Registration Deadline — Your  
mailed registration must be  re-
ceived in the clerk’s Office on the  
last day the clerk has hours before  
the election. Vermont has Election 
day voter registration at the polls 
as  well as online voter registra-
tion. To register online visit – 
https://olvr.sec.state.vt.us.  

6.ID Number. You must provide 
your Vermont Driver’s license 
number, or if none, the last 4 digits 
of your Social Security number.  If 
you do not have a Vermont 
Driver’s license or a Social Securi-
ty  number, please write “NONE” 
on  the form. The Secretary of 
State’s  Office will assign you a 
unique  identifying number.
7.Choice of Party. Vermont does 
not require party registration to 
participate in any election.  
8.Race or Ethnic Group. Not  
required.
9.Signature. To register in  Ver-
mont you must:
• be a citizen of the United States
• be a resident of Vermont
• be 18 years of age on or before
election day
• have taken the following Oath:
You solemnly swear (or affirm) that
whenever you give your  vote or
suffrage, touching any  matter that
concerns the state of  Vermont, you
will do it so as in  your conscience
you shall judge  will most conduce
to the best  good of the same, as
established by  the Constitution,
without fear or  favor of any person
[Voter’s Oath,  Vermont
Constitution, Chapter II,
Section 42]
By signing in Box 9, you are

State Instructions  
attesting that you have sworn or  
affirmed the Vermont voter’s oath  
as printed above.  

Mailing address:  
Office of the Secretary of State  
Elections Division  
128 State Street  
Montpelier, VT 05633-1101   

Updated: 09-19-2019  

Registration Deadline — The  
application must be delivered or  
postmarked 22 days before the  
election.  

6.ID Number. Your full social
security number is required. Your
social security number will appear
on reports produced only for
official use by voter registration
and election officials and, for jury
selection purposes, by courts.
Article II, §2, Constitution of
Virginia (1971).
7.Choice of Party. Leave blank.
8.Race or Ethnic Group. Leave
blank.
9.Signature. To register in  Virginia
you must:
• be a citizen of the United States
• be a resident of Virginia and of
the precinct in which you want to
vote
• be 18 years old by the next May
or November general election
• not have been convicted of a
felony, or have had your civil rights
restored
• not currently be declared mental-
ly  incompetent by a court of law

Mailing address:  
Virginia State Board of Elections 
1100 Bank Street, 1st floor  
Richmond, VA 23219   
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Washington  
Updated: 07-01-2022   

Registration Deadline — Online  
and mail registration forms must  
be received by an elections 
official  no later than 8 days 
before the  election. Register in 
person any  time during business 
hours and  before 8:00 p.m. on 
Election Day.  
6. ID Number. You must provide
your Washington driver’s license
or  ID card number. If you do not
have  a Washington driver’s license
or  ID card, you must provide the
last  four digits of your Social Se-
curity  Number. Failure to provide
this  information may prevent your
registration from being processed.
7.Choice of Party. You are not
required to designate your party
affiliation to register in Washington.
8.Race or Ethnic Group. Leave
blank.
9.Signature. To register in
Washington you must:
• be a citizen of the United States
• be a legal resident of Washington
State, your county and precinct for
30 days immediately preceding the
election in which you want to vote
• be at least 18 years old by
Election Day
• If you were convicted of a felony
in Washington State, another state,
or in federal court, your right to
vote will be restored automatically
as long as you are not currently
serving a sentence of total
confinement in prison. You may  re-
register.
• 16- and 17-year-olds can sign  up
as Future Voters and be automati-
cally registered to vote when they
qualify



Mailing address:  
Secretary of State  Elec-
tions Division  P.O. Box 
40229  Olympia, WA 
98504-0229  

West Virginia 
Updated: 05-24-2024   

Registration Deadline — 21 days  
before the election.  

6.ID Number. Enter your driver’s
license number. If you do not have
a driver’s license number, enter the
last four numbers of your social
security number. If you do not have
a driver’s license number or a social
security number, an identification
number will be assigned to you.
7.Choice of Party. You must  regis-
ter with a party if you want to take
part in that party’s primary election,
caucus, or convention
(unless you request the ballot of a
party which allows independents to
vote)
8.Race or Ethnic Group. Leave
blank.
9.Signature. To register in West
Virginia you must:
• be a citizen of the United States;
• live in West Virginia at the above
address;
• be 18 years old (or be 17 years
old and turning 18 before the gen-
eral election);
• not be under conviction, proba-
tion, or parole for a felony, treason
or election bribery;
• not have been judged “mentally
incompetent” in a court of compe-
tent jurisdiction; and
• attest that the applicant meets
each eligibility requirement.

State Instructions  
Mailing address:  

Secretary of State  
Building 1, Suite 157-K  
1900 Kanawha Blvd. East  
Charleston, WV 25305-0770   

Wisconsin  

Wyoming  
Updated: 03-01-2006   

Updated: 11-24-2023   

Registration Deadline —  Wiscon-
sin municipal clerks will accept 
this application only as a request 
for their own absentee voter mail-
in registration form or for the 
purposes of the clerk directing that 
voter to the state’s online voter 
registration system at https://my-
vote.wi.gov/en-us/. You need to fill 
in only Box 1 and Box 2 or 3 or go 
directly to the MyVote website.

Wyoming by law, cannot accept
this form unless State law is
changed.

The public reporting burden for
this collection of information,
OMB Control No. 3265-0015, is
estimated to average 7 minutes per
response, including the time for
reviewing instructions, searching
existing data sources, gathering
and maintaining the data needed,
and completing and reviewing the
collection of information. Send
comments regarding this burden
estimate or any other aspect of
this collection of information,
including suggestions for reducing
the burden, to
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U.S. Election Assistance Com-
mission, 633 3rd Street NW, Suite 
200, Washington, DC 20001, Attn: 
National Mail Voter Registration 
Form.

Respondents should be aware
that not-withstanding any other
provision of law, no person shall
be subject to any penalty for fail-
ing to comply with a collection of
information if it does not display
a currently valid OMB control
number.



EXHIBIT C



ALERT RE: DRIVER’S LICENSE AND SOCIAL SECURITY DATA 
COMPARISON PROCESSES REQUIRED BY THE HELP AMERICA VOTE 

ACT (HAVA) 
 

The Help America Vote Act of 2002 (HAVA) requires (1) that all applications for 

new voter registration include a current and valid PA driver’s license number, the last 

four digits of the applicant’s social security number, or a statement indicating that the 

applicant has neither a valid and current PA driver’s license or social security number; 

and (2) that voter registration commissions compare the information provided by an 

applicant with the Department of Transportation’s driver’s license database or the 

database of the Social Security Administration, as appropriate.  However, HAVA does 

not require as a condition of the approval of an application for voter registration that the 

voter registration commission successfully verify the information through those 

databases.  Rather, under HAVA and Pennsylvania law, the disposition of an 

application for voter registration must be made solely by the county voter 

registration commission under the standards and procedures prescribed by 

Pennsylvania law.   

The Department of State sends this alert to revise and clarify the policies and 

procedures that it previously adopted to comply with the database comparison process 

that HAVA has required for applications for new voter registration since the beginning of 

the year. 

I. Background 

Effective January 1, 2006, section 303(a)(5) of HAVA required State and local 

voter registration officials to implement processes for comparing information submitted 

on applications for new voter registration with the State’s driver’s license records and the 
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database of the Social Security Administration.  The Department of State in January 2006 

implemented these processes in Pennsylvania as a component of the Statewide Uniform 

Registry of Electors (SURE) system.  Those policies and procedures were written based 

on the Department’s understanding of the requirements of section 303(a)(5) of HAVA at 

that time. 

During the months that these processes have been in use, however, it has become 

apparent to the Department that the policies and procedures it established to comply with 

this new requirement are not well designed to comply with HAVA and Pennsylvania law 

governing voter registration.  Most importantly, the Department’s policies and procedures 

appear to require the rejection of voter registration applications solely on the basis that 

the information submitted by the applicant failed to match information contained in the 

database of the Social Security Administration or on driver’s license records.  Neither 

HAVA nor Pennsylvania law requires that result.  See Washington Ass’n of Churches, et 

al. v. Sam Reed, No. C06-0726RSM, op. at 4-5 (W.D. Wash. August 1, 2006) (HAVA’s 

data comparison process “was intended as an administrative safeguard for ‘storing and 

managing the official list of registered voters,’ and not as a restriction on voter 

eligibility.”).   

For example, the transposition of a digit in the driver’s license or social security 

number by either the applicant or at the time of data entry at the county registration office 

will result in a failure to match the applicant’s driver’s license record or social security 

record and could result in the applicant’s voter registration application being rejected, 

without regard to the fact that the applicant meets all the eligibility requirements under 

Pennsylvania law to be a registered voter.  Another common example is a voter 
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registration application that cannot be automatically matched with a record in a 

government database because the applicant customarily uses his or her middle name or a 

derivation of the applicant’s given first name, rather than the applicant’s full legal name.  

Completing a voter registration application using the name by which the individual is 

popularly known but not formally recorded in the social security database also will result 

in an inability to match the voter registration application with the person’s social security 

record, notwithstanding the accuracy of all other information submitted by the applicant.   

Other common examples of causes of failure to match include hyphens used 

within the name in one place and not in the other; and name changes adopted by 

individuals as part of the marriage or divorce processes or for other reasons that do not 

precisely conform to the form of name that appears in the database of the Social Security 

Administration.   

Rejecting voter registration applications solely on these bases is not required by 

HAVA and is not authorized by Pennsylvania law.  Because its policies and procedures 

appear to be resulting in the rejection of applications for reasons unrelated to the 

qualification of applicants to be registered voters, the Department has concluded that its 

procedures actually are frustrating the principal purpose and intent of HAVA to ensure 

that eligible persons are not disenfranchised. 

Thus, in order to better meet the purpose and intent of HAVA and to facilitate the 

proper enfranchisement of all persons eligible under Pennsylvania law to vote, the 

Department is modifying the procedures and processes for using the driver’s license 

record and social security number data comparison component of SURE.  Also, the new 



DEPARTMENT OF STATE 
Bureau of Commissions, Elections and Legislation 

August 9, 2006    

 4

policy and procedure is more consistent with the policies and procedures that a majority 

of the States has adopted to implement the HAVA data comparison requirement. 

II. Revised Policies and Procedures 

A. Applications for Voter Registration 

Under HAVA, a voter registration commission may not accept or process an 

application for voter registration unless it includes a driver’s license number, the last four 

digits of a social security number, or a statement reflecting that the applicant has not been 

issued either a current and valid Pennsylvania driver’s license or a social security 

number.  See HAVA § 303(a)(5)(A).  The Department’s policies and procedures 

respecting this explicit HAVA requirement are consistent with HAVA, and therefore 

those policies and procedures will not be modified. 

B. Comparison with PennDOT and Social Security Administration 
databases is required by HAVA. 

 
If a driver’s license number has been provided as part of the application for voter 

registration, HAVA requires the voter registration commission to submit the information 

provided in the application for comparison with the database of driver’s license records 

maintained by the Pennsylvania Department of Transportation.  See HAVA § 

303(a)(5)(B)(i).  If the applicant has not provided a driver’s license number, but has 

provided the last four digits of the applicant’s social security number, then HAVA 

requires the voter registration commission to submit the applicant’s name and date of 

birth and the last four digits of the applicant’s social security number for comparison with 

information maintained by the Social Security Administration.  See HAVA § 

303(a)(5)(B)(ii).  The Department’s policies and procedures implementing these explicit 

mandates of HAVA also will not be modified.  
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C. Results and consequences of database comparisons. 

The Department’s policy and procedures for use of the SURE data comparison 

component are clarified and revised to emphasize that under Pennsylvania law, and 

consistent with the purposes and intent of HAVA, the decision whether to approve or 

reject a proper application for voter registration is vested with the voter registration 

commission, as provided by 25 Pa.C.S. § 1328 (relating to approval of registration 

applications).   

The HAVA data comparison requirements must be followed, but no provision of 

the HAVA data comparison requirement overrides the authority of the voter registration 

commission under Pennsylvania law to determine the validity of a voter registration 

application under the requirements of Pennsylvania law.  Under HAVA and Pennsylvania 

law, the failure to achieve a match between a voter registration application and a record 

in the Commonwealth’s driver’s license database or the database of the Social Security 

Administration is not a reason to reject the application.1 

In anticipation of this modification in policy and procedure, the Department 

earlier suspended the operation of SURE’s program for automatically rejecting 

applications for voter registration based on an applicant’s failure to respond to notices 

issued to applicants seeking additional information.  Thus, rejection of an application for 

                                                 
1 By contrast, section 303(b)(3)(B) of HAVA does explicitly require that an election official successfully 
match the information provided on a mail-in application for voter registration with an existing State 
identification record bearing the same driver’s license number or last four digits of the individual’s social 
security number in order for the applicant to qualify for exemption from HAVA’s voter identification 
requirement for first-time voters prescribed by section 303(b)(1) of HAVA.  However, section 303(b)(3)(B) 
of HAVA does not affect the authority of a voter registration commission to approve an application for 
voter registration under Pennsylvania law; it applies only to the voter identification requirements imposed 
on electors whose applications for voter registration have been approved.  As it has done since 2004, the 
SURE system will track and identify for county boards of elections those registered electors who are 
required by HAVA to present or submit voter identification as a condition of voting for the first time in 
Pennsylvania (including by absentee ballot) in an election for Federal office. 
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voter registration now can be accomplished only by the affirmative action of the voter 

registration commission or its authorized staff, acting pursuant to its authority under 

Pennsylvania law.   

In addition, the issuance to applicants of all form notices that are prescribed by 

the SURE system is at the sole discretion of the voter registration commission, acting in 

the exercise of its judgment under Pennsylvania law.     

Until the Department has modified the policies and procedures issued 

through the SURE system, the Department of State recommends that the voter 

registration commissions perform their powers and duties respecting the 

consideration and approval or disapproval of applications for voter registration 

based on the provisions of Federal and Pennsylvania law, as outlined in this notice.  

Of course, as with all matters, the voter registration commissions should consult with 

their solicitors for necessary legal advice and counsel.   



EXHIBIT D



 

 

DIRECTIVE CONCERNING HAVA-MATCHING  

DRIVERS’ LICENSES OR SOCIAL SECURITY NUMBERS  

FOR VOTER REGISTRATION APPLICATIONS 

 

Pursuant to Section 1803(a) of Act 3 of 2002, 25 Pa.C.S. § 1803(a), the following Directive is 

issued by the Department of State to clarify and specify legal processes relating to HAVA-matching 

of drivers’ license numbers (or PennDOT ID card numbers) and Social Security numbers when 

voters submit new voter registration applications or an application to reactivate a cancelled record.  

 

This Directive underscores that Pennsylvania and federal law are clear that voter 

registrations may not be rejected based solely on a non-match between the applicant’s 

identifying numbers on their application and the comparison database numbers.   

 

As stated in the Department of State’s August 9, 2006 Alert Re: Driver’s License and Social 

Security Data Comparison Processes Required by The Help America Vote Act (HAVA), HAVA 

requires only the following: 

(1) that all applications for new voter registration include a current and valid PA driver’s 

license number, the last four digits of the applicant’s social security number, or a statement 

indicating that the applicant has neither a valid and current PA driver’s license or social 

security number; and  

(2) that voter registration commissions compare the information provided by an applicant with 

the Department of Transportation’s driver’s license database or the database of the Social 

Security Administration.  

 

HAVA’s data comparison process “was intended as an administrative safeguard for ‘storing and 

managing the official list of registered voters,’ and not as a restriction on voter eligibility.” 

Washington Ass’n of Churches v. Reed, 492 F.Supp.2d 1264, 1268 (W.D. Wash. 2006). 

 

Counties must ensure their procedures comply with state and federal law, which means that if 

there are no independent grounds to reject a voter registration application other than a non-

match, the application may not be rejected and must be processed like all other applications.   

 

It is important to remember that any application placed in 'Pending' status while a county is doing 

follow-up with an applicant whose driver's license or last four of SSN could not be matched MUST 

be accepted, unless the county has identified another reason to decline the application.  Leaving an 

application in Pending status due to a non-match is effectively the same as declining the application 

while denying the applicant access to the statutory administrative appeals process, and as described 

above is not permitted under state and federal law.        
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Further, this audit was conducted in accordance with applicable Government Auditing 

Standards, issued by the Comptroller General of the United States, except for certain applicable 
requirements that were not followed. Those standards require that we plan and perform the audit 
to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on our audit objectives.1 Significant scope limitations caused by a lack of 
cooperation and a failure to provide the necessary information by DOS, the Pennsylvania 
Department of Transportation (PennDOT), and four county election offices (counties), 
substantially impacted our ability to obtain sufficient appropriate evidence to fully achieve all 
audit objectives as described below and within Finding 1.  

DOS’ denial of access to critical documents and excessive redaction of documentation 
resulted in DAG being unable to fully achieve three of the eight audit objectives. Specifically, 
DAG was unable to accomplish the following: (1) Objective 1, the accuracy of the records 
maintained in SURE; (2) Objective 3, the review of security protocols of the SURE system; and 
(3) Objective 6, review of the external controls, methodology for external audits and external 
audits review process. This sustained refusal to cooperate with our information requests was 
done without DOS providing any plausible justification for their noncooperation. Accordingly, 
DAG was unable to establish with any degree of reasonable assurance that the SURE system is 
secure and that Pennsylvania voter registration records are complete, accurate, and in compliance 
with applicable laws, regulations, and related guidelines. See additional explanation in Finding 1.  

As part of determining the accuracy of the voter registration records in SURE, we 
originally designed our tests to allow us to project the accuracy of the records over the entire 
population of 8,567,700 voters as of October 9, 2018 through the use of statistical sampling. We 
randomly selected 196 out of the 8,567,700 voters and requested source documents to verify the 
accuracy of the related voter data within SURE. While we found the records were accurate for 
the 58 voter records that we were able to test, we were unable to form any conclusions as to the 
accuracy of the entire population of voter records maintained in SURE since we could not test 
138 or 70 percent of the records we sampled due to source documentation not being made 
available. The reasons that source documentation was not available for these records included 
DOS not providing adequate record retention requirements and guidance to the counties, 
counties not responding to our requests for source documentation, PennDOT’s refusal to provide 
access to Motor Voter source documents, and DOS not maintaining online application source 
documents. Because of this, we could not conclude on our statistical sample and therefore, we 
could not project our results and ultimately conclude on the overall accuracy of the voter 
registration information maintained in the SURE system. 

1U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Please see the following 
summary of key standards: (1) Paragraphs 6.56 through 6.72 relate to standards related to obtaining sufficient 
appropriate evidence; (2) Paragraphs 6.23 through 6.27 relate to standards for evaluating the effectiveness of 
information system controls; and (3) Paragraph 6.36 relates to review of previous audits and attestation 
engagements. 
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Despite experiencing these difficult impediments throughout the audit, we were able to 
complete many audit procedures and believe that the evidence obtained provides a reasonable 
basis for our findings and conclusions based on our audit objectives. See Findings 2 through 7

for our results. Overall, we provide 50 recommendations to strengthen DOS’ policies, 
management controls, and the accuracy of the voter registration records in SURE, and to close 
gaps between leading IT security practices and the current policies, procedures, and practices 
protecting the SURE system. It is imperative for DOS to implement leading information 
technology security practices and information technology general controls to protect the SURE 
system and ensure the reliability of voter registration records. Additionally, it is imperative that 
DOS continue with its plans to develop and implement a replacement system to ensure the voter 
registration records are secure and accurate. DOS should also update current job aids and 
develop additional job aids and guidance to address issues such as duplicate voter records, 
records of potentially deceased voters on the voter rolls, pending applications, and records 
retention. 

Based on data analysis that we were able to perform, despite the substantial scope 
limitations noted above, we identified tens of thousands of potential duplicate and inaccurate 
voter records, as well as voter records for nearly three thousand potentially deceased voters that 
had not been removed from SURE. We found that voter record information is inaccurate due to 
weaknesses in the voter registration application process and the maintenance of voter records in 
SURE. Specifically, voter registration applications remain in pending status for long periods of 
time- indefinitely in some cases, and although list maintenance activities are performed by 
counties, insufficient analysis and monitoring has resulted in inaccurate data in the voter records. 
Additionally, incorporating edit checks and other improvements into the design of the 
replacement system for SURE will reduce data errors and improve accuracy.   

Finally, during the conduct of our procedures, we identified potential areas of 
improvement related to computer security, information technology general controls, and 
interface controls that we have specifically excluded from this report because of the sensitive 
nature of this information due to security concerns over the Commonwealth’s critical elections 
infrastructure. These conditions and our recommendations have been included in a separate, 
confidential communication to DOS management. 

We are very discouraged by management’s response to our draft findings. We were quite 
surprised that DOS’ response indicates that it strongly disagrees with many of our findings and 
mischaracterizes information that was provided, or not provided to us in many instances, during 
the course of our audit. With its attempt to refute our findings, DOS does not seem to understand 
that a primary objective of our audit was to assess the accuracy of records maintained in the 
SURE system. Our audit procedures disclosed internal control weaknesses related to input and 
maintenance of voter records, and our data analysis revealed examples of potential inaccuracies, 
all of which should be properly investigated by forwarding the information to the counties for 
further review. We are concerned that DOS, and therefore the counties, will not utilize the 
information provided to them in the audit because it is assuming that the data in the SURE 
system is accurate. Our data analysis strongly suggests otherwise. Also, while DOS requested 
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this audit, management does not seem to grasp that we cannot properly conclude and satisfy the 
audit objectives in accordance with generally accepted Government Auditing Standards without 
obtaining sufficient appropriate evidence, which they refused to provide to us. 

In closing, despite the substantial limitations imposed by DOS, we believe we have 
provided DOS with recommendations that, if appropriately implemented, will improve the 
security of Pennsylvania’s voter registration system and the completeness, accuracy, and 
auditability of its voter registration records. We hope that, despite its written disagreements, 
DOS seriously considers all of the management control weaknesses identified and works 
conscientiously with the counties to address all of the potential voter registration inaccuracies 
noted in the SURE voter registration records. We will follow up at the appropriate time to 
determine whether and to what extent all recommendations have been implemented. 

Sincerely, 

Eugene A. DePasquale 
Auditor General 
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Executive Summary 

This audit report presents the results of a performance audit of the Pennsylvania Department of 
State’s (DOS) Statewide Uniform Registry of Electors (SURE). This audit was conducted 
pursuant to an Interagency Agreement (agreement) entered into by and between DOS and the 
Department of the Auditor General (DAG) on May 15, 2018.2 The agreement specified eight 
audit objectives related to SURE and required the final report to be delivered by January 31, 
2019. Additionally, the agreement specified that the audit time period would begin on January 1, 
2016 and go through the end of our audit procedures.3 Throughout the execution of this audit 
however, the auditors experienced scope limitations (addressed in Finding 1 below) due to a lack 
of cooperation from DOS, the Pennsylvania Department of Transportation (PennDOT), and 
certain county election offices (counties), as well as a failure of those parties to provide DAG the 
necessary information needed to satisfy certain audit objectives. These delays resulted in the 
need to amend the agreement multiple times to extend the report release date as explained in 
Appendix B. In spite of these extensions, we were unable to fulfill all the requirements to conduct 
the audit in accordance with applicable Government Auditing Standards as described by the 
modified Government Auditing Standards compliance statement in the letter within this report 
and discussed further in Finding 1.  

Despite these limitations, we believe that this report’s seven findings and 50 recommendations as 
well as the comments and recommendations we have separately provided DOS within our 
confidential communication related to security protocols, information technology general 
controls, and interface controls will assist DOS, if appropriately implemented to improve the 
security of Pennsylvania’s voter registration system and the completeness, accuracy, and 
auditability of its voter registration records.   

Regrettably, we were surprised and disappointed that DOS’ response contained in this report 
indicates that it strongly disagrees with many of our findings and mischaracterizes the 
information that was provided or not provided to us during the course of our audit. We address 
management’s disagreements and mischaracterizations in the Auditors’ Conclusion section of 
this report. We are concerned, however, with its attempt to refute our findings. DOS does not 
seem to understand that a primary objective of our audit was to assess the accuracy of records 
maintained in the SURE system. Our audit procedures disclosed internal control weaknesses 
related to input and maintenance of voter records, and our data analysis revealed examples of 
potential inaccuracies, all of which should be properly investigated by forwarding the 
information to the counties for further review. We are concerned that DOS, and therefore the 
counties, will not utilize the information provided to them in the audit because it is assuming that 
the data in the SURE system is accurate. Our data analysis strongly suggests otherwise. We hope 
that despite these written disagreements DOS seriously considers all of the management control 

2 See Appendix B for a copy of the agreement. 
3 Additional information on the audit scope, as well as the audit objectives and methodology can be found in 
Appendix A. 
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weaknesses identified and works conscientiously with the counties to address all of the potential 
voter registration inaccuracies noted in the SURE voter registration records prior to migrating 
this data into the new replacement system. 

Our findings are summarized below. 

Finding 1 – As a result of the Department of State’s denial of access to critical documents 

and excessive redaction of documentation, the Department of the Auditor General was 

severely restricted from meeting its audit objectives in an audit which the Department of 

State itself had requested.

DOS failed to comply with the agreement’s provision requiring that they cooperate with DAG’s 
requests related to the audit. This failure impeded DAG’s ability to timely conclude the audit and 
resulted in significant scope limitations that affected our ability to achieve audit objectives 1, 3, 
and 6. As a result, DAG was unable to determine with any degree of reasonable assurance that 
the SURE system is secure and that Pennsylvania voter registration records are complete, 
accurate, and in compliance with applicable laws, regulations, and related guidelines.  

During the audit, DOS management denied us access to significant key documents/information 
related to the security and operation of the SURE system and for some documents that were 
provided, the entire documents were redacted, making the documentation unusable as evidence.4

Without these critical documents, we were unable to satisfy our audit objective to review the 
security protocols of the SURE system (Objective 3). In addition, we were unable to comply 
with Government Auditing Standards, which require auditors to evaluate the effectiveness of IT 
controls and review previous audits and assessments significant within the context of our audit 
objectives. Without access to the external security assessment reports, we were unable to 
determine what information the assessments contained, and therefore, have no assurance that the 
assessments covered all of the various layers of security protecting the SURE system (Objective 
6). We were also unable to determine if any security weaknesses were noted in the assessments 
or whether corrective actions had been implemented.  

Additionally, due to the lack of cooperation from certain counties, PennDOT, and the system 
design of online voter registration applications, we were unable to perform adequate tests to 
determine the accuracy of the voter record data in SURE (Objective 1). We are, therefore, unable 
to form any conclusions as to the accuracy of the entire population of voter registration records 
maintained in SURE. 

Despite experiencing these difficult impediments throughout the audit, we were able to complete 
many audit procedures, including some related to objectives 1, 3, and 6, and have discussed our 

4 After approximately nine months of requesting copies of certain reports, we were provided with hundreds, if not 
thousands of pages that were blacked out from top to bottom other than the report cover pages. 

1038a



A Performance Audit 

Pennsylvania Department of State 

Statewide Uniform Registry of Electors 

3 

results in Findings 2 through 7. Within this finding, we offer six recommendations related to 
future audits of SURE or its replacement and the need for respective parties to cooperate with 
auditors. 

Finding 2 – Data analysis identified tens of thousands of potential duplicate and inaccurate 

voter records, as well as voter records for nearly three thousand potentially deceased voters 

that had not been removed from the SURE system. 

We requested SURE electronic files of all currently registered voters and the history of all of the 
changes made to voter records during the period January 1, 2016, to the present. We also 
requested copies of the Full Voter Export List for each county, which are available to the public 
through DOS’ website. It took over three months for DOS to provide these electronic files. These 
files contained voter registration records for 8,567,700 registered voters as of October 9, 2018. 
Using these files, we performed data analysis to evaluate the information within SURE for 
reasonableness.   

As a result of our data analysis, we identified potential inaccuracies, including: 

� 24,408 cases where the same driver’s license number was listed in more than one voter 
record. 

� 13,913 potential duplicate cases. 

� 6,876 potential date of birth (DOB) inaccuracies. 

� 2,230 potential DOB and/or registration date inaccuracies. 

� 2,991 records of potentially deceased voters.  

Due to audit time constraints, we did not validate the thousands of cases/situations identified, and 
as a result, we use the term “potential” to be conservative. We believe, however, that in most of 
these instances, there are inaccuracies within the data maintained in SURE, and therefore, DOS 
will need to work with the counties to follow up and address all these situations in order to 
investigate and correct the voter records as appropriate.   

Based on the results of our data analysis, along with reviewing DOS regulations and guidance, 
and on-site visits to seven counties where we observed staff processing new voter registration 
applications (applications) to check for duplicate records, we found the process ineffective for 
identifying duplicate records and removing voter records of deceased voters. We also identified 
other weaknesses increasing the risk of inaccurate records regarding the processing of 
applications and subsequent list maintenance, which are addressed separately in Findings 4 and 

5.  

We offer 10 recommendations to DOS to work with the counties to investigate these situations of 
potential duplicates, deceased voters, and inaccuracies and correct the voter records as 
appropriate; create automated processes to prevent duplicate and invalid information from being 
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recorded in the SURE system and/or the replacement system for SURE; and to evaluate the 
guidance provided to the counties regarding duplicates to ensure that it is adequate. 

Finding 3 – The Department of State must implement leading information technology 

security practices and information technology general controls to protect the SURE system 

and ensure the reliability of voter registration records. 

As described in Finding 1, DOS refused to provide us access to significant key documents 
related to the security, information technology (IT) controls, and operation of the SURE system. 
As a result, we were unable to satisfy our audit objective to review the security protocols of the 
SURE system and conduct our audit in accordance with applicable Government Auditing 

Standards.5

Based on the limited information that DOS management did provide to us or through review of 
other available information, we were able to identify gaps between leading IT security practices 
and the current policies, procedures, and practices protecting the SURE system and supporting 
architecture. We found that the governance structure of the SURE system and supporting 
architecture does not adequately define oversight and IT management in order to implement 
effective IT controls. Additionally, DOS management’s vendor oversight practices need to be 
improved. DOS management could not provide System and Organization Control (SOC) reports 
for its key vendors or evidence that it reviewed the SOC reports and assessed whether controls at 
the service organizations were appropriately designed and operating effectively. 

Further, we found that DOS management’s county-level SURE Equipment Use Policy fails to 
provide clear guidance to counties for the appropriate use of the IT equipment provided by DOS. 
It also fails to include the additional responsibilities for security if the county chooses to connect 
county-owned equipment to the SURE system and a corresponding form to request and approve 
such deviation.  

We offer one recommendation to the Secretary of the Commonwealth to consider creating an 
oversight body for the SURE system. We also offer 11 additional recommendations to DOS 
management to develop a governance structure that will provide clear lines of authority in the 
operation, maintenance, and security of the SURE system; continue with plans to replace the 
SURE system; implement additional security guidelines; monitor vendors through a documented 
process; and update the SURE Equipment Use Policy. 

5 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. 
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Finding 4 – Voter record information is inaccurate due to weaknesses in the voter 

registration application process and the maintenance of voter records in the SURE system. 

We found that the SURE system and supporting processes and controls are not effective to 
ensure that the voter registration information is accurate. We identified several reasons why 
inaccuracies occur and grouped them into two areas: (1) weaknesses within the application 
process, and (2) weaknesses regarding the maintenance of voter registration records within the 
SURE system. 

Regarding weaknesses within the application processes, we found that no review is required to 
ensure that data on the application form is being accurately entered into SURE either at the time 
of data entry or on a routine basis after data entry. Automated edit checks and other features to 
prevent or detect inaccuracies are also not sufficiently incorporated into the SURE system. 
Additionally, we found that applications can remain in pending status for long time periods and 
in some cases indefinitely. Based on data analysis, as of October 9, 2018, there were 91,495 
applications in pending status, including 23,206 that had been placed in pending status prior to 
the beginning of our audit period on January 1, 2016.  

For weaknesses regarding the maintenance of voter registration records within the SURE system, 
we found that insufficient analysis by counties has resulted in inaccurate voter record data, 
despite the performance of list maintenance activities by the counties. Our analysis also 
identified 96,830 voters who potentially should be classified as inactive and an additional 65,533 
records of inactive voters whose voter records potentially should have been canceled. 
Additionally, DOS does not fully utilize the list maintenance feature it pays for as a member of 
the Electronic Registration Information Center (ERIC).  

We offer eight recommendations to improve application processing controls and the accuracy of 
the voter registration data.   

Finding 5 – Incorporating edit checks and other improvements into the design of the 

replacement system for SURE will reduce data errors and improve accuracy. 

In addition to the inadequate or nonexistent automated checks in the SURE system for allowing 
duplicate voter records, preventing adding a voter with a driver’s license already associated with 
a voter record, and recording of obviously inaccurate birthdates and/or voter registration dates 
(addressed in Finding 2), we found features that were missing or inadequate which could further 
reduce or prevent errors. Specifically, we found that the SURE system does not prevent 
applications with a non-Pennsylvania residential address from being approved. The SURE 
system also lacks geographical mapping assistance which would reduce inefficiencies and 
potential inaccuracies by preventing applications from being sent to the wrong county for 
processing. Additionally, the SURE system lacks a “Read Only” feature to prevent key fields 
with permanent data such as a date of birth, Social Security number, or driver’s license number 
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from being changed. Finally, the SURE system does not have controls in place to ensure that 
voter registrations are not improperly cancelled within 90 days of an election. 

We were also informed of two additional areas needing improvement related to the PennDOT 
Motor Voter process and the reporting capabilities within the SURE system. We found that some 
individuals confuse the change of address prompt at PennDOT’s photo license centers with 
registering to vote. Through discussions with DOS management and input from county officials, 
we also found that the ability to create reports in the SURE system is too limited and it lacks 
editable report capabilities.  

We offer five recommendations to DOS that include incorporating several information 
technology enhancements into its design of the replacement SURE system and consider the 
feasibility of making some or all of these enhancements into the current SURE system. 
Additionally, DOS should consider working with PennDOT to revise the Motor Voter process to 
obtain all required voter registration information from individuals requesting to update their 
voter registration address. 

Finding 6 – A combination of a lack of cooperation by certain county election offices and 

PennDOT, as well as source documents not being available for seventy percent of our test 

sample, resulted in our inability to form any conclusions as to the accuracy of the entire 

population of voter records maintained in the SURE system.

We selected a random statistical sample of 196 voters from the total population of 8,567,700 
voters registered in SURE as of October 9, 2018. Our intent was to review source documents to 
confirm the accuracy of the information in SURE in the 196 voter records and thus conclude as 
to the accuracy of the entire voter population. Due to lack of cooperation and the unavailability 
of 138 of the 196 records selected (or 70 percent), we could not conclude on the accuracy of the 
entire voter population. Of the 196 voters selected, 84 of the voters’ most recent 
application/change to their registration was made using a paper application. We were only able 
to test and verify the accuracy for 58 of these 84 paper applications. Of the remaining 26 
applications, 14 could not be tested because 12 counties acknowledged that they were unable to 
locate the source documents needed to test each record for accuracy, and four counties did not 
respond to our requests to provide source documents for the other 12.  

One factor for the unavailability of the applications is due to the lack of a clear records retention 
policy issued to the counties by DOS. Without clear guidance from DOS, we found that the 
counties have differing stances on how long an application must be kept. A clear record retention 
policy from DOS and a requirement to scan all applications into SURE would help ensure 
uniformity among counties, ensure complete records, provide a SURE user with the ability to 
answer questions if/when they arise from either voters or county staff, and allow for documents 
to be audited, as necessary. 
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We also found that DOS does not maintain copies, nor does it require the counties to maintain 
copies, of applications submitted via the online application process. This accounted for 19 of our 
196 selected voters. Finally, for the remaining 93 applications processed through the Motor 
Voter system, PennDOT refused to provide us access to Motor Voter source documents. 

We offer five recommendations to DOS to develop an audit trail for registration applications that 
are submitted online and via hard copy, develop a records retention policy to help ensure 
consistency of records retention amongst all the counties, and update the SURE regulations to 
ensure that they are in accordance with the newly developed records retention policy. 

Finding 7 – The Department of State should update current job aids and develop additional 

job aids and guidance to address issues such as duplicate voter records, records of potentially 

deceased voters on the voter rolls, pending applications, and records retention. 

We found that DOS generally provided meaningful assistance and guidance to the counties 
regarding SURE voter registration and list maintenance. DOS provides guidance to the counties 
related to the SURE system through job aids, which provide step-by-step instructions on how to 
complete various tasks associated with the processing of a voter registration application. 
Additionally, DOS also makes hands-on training available to the counties upon request. The 
counties and DOS also have access to the SURE Help Desk for assistance, as needed.  

We believe, however, that the guidance provided by DOS did not sufficiently address all critical 
areas. The critical areas not adequately addressed include: job aids need to be updated to reflect 
recommended improvements regarding review for duplicate voter records and records of 
potentially deceased voters on the voter rolls, no guidance was provided to the counties 
regarding the length of time that applications remain in pending status and whether pending 
applications past that timeframe should be denied, and no clear guidance was provided to the 
counties regarding a record retention policy for voter record source documents. Additionally, we 
found that the job aids did not consistently contain uniform issue or revision dates in order to 
maintain version control and prevent confusion.  

We offer four recommendations to DOS to continue to offer hands-on training on the SURE 
system; update the applicable job aids to reflect changes in processes; include an issue date on all 
job aids distributed to the counties and create an indexed list of job aids listing the most current 
version; and provide guidance to the counties regarding the maximum length of time that an 
application can remain in pending status.  
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Introduction and Background 

This report presents the results of our performance audit of the Pennsylvania Department of 
State’s (DOS) Statewide Uniform Registry of Electors (SURE). The performance audit was 
conducted under the authority of Sections 402 and 403 of The Fiscal Code and pursuant to the 
Interagency Agreement entered into by and between the Pennsylvania Department of the Auditor 
General and DOS.6 Our performance audit had eight objectives and covered the period of 
January 1, 2016 through April 16, 2019, unless otherwise noted, with updates through the report 
date. Refer to Appendix A of this report for a detailed description of the audit objectives, scope, 
and methodology. 

In the following sections we will discuss: 

� Threats to Pennsylvania elections 

� The election-related responsibilities of DOS and county election offices 

� The implementation of SURE 

� The Commonwealth’s voter registration process 

� The voter record maintenance process 

� The status of Pennsylvania’s voting systems 

� DOS plans to replace the SURE system 

Threats to Pennsylvania Elections  

An accurate voter registration system and effective paper record voting machine system are 
critical in the current environment where a significant threat of hacking election records exists. 
In September 2017, the New York Times reported that earlier that month, the United States 
Department of Homeland Security had informed 21 states that their election systems had been ". 
. . targeted by hacking efforts possibly connected to Russia" during the 2016 Presidential 
election. The New York Times listed Pennsylvania as one of the states that informed the 
Associated Press that they had been targeted.7

In May 2018, the United States Senate Intelligence Committee (Intelligence Committee) released 
an unclassified summary of its investigation into the matter, confirming that cyber actors 
affiliated with the Russian government scanned state systems extensively throughout the 2016 
election cycle. These cyber actors made numerous attempts to access several state election 
systems and, in a small number of cases, actually accessed voter registration databases. The 

6 72 P.S. §§ 402 and 403. See Appendix B for a copy of the Interagency Agreement. 
7 <https://www.nytimes.com/2017/09/22/us/politics/us-tells-21-states-that-hackers-targeted-their-voting-
systems.html> (accessed September 11, 2019).
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investigation also found that at least 21 states potentially had their election systems targeted in 
some fashion while other states reported suspicious or malicious behavior.8

The targeting of state voter registration systems was confirmed by the Mueller Report, released 
in April 2019. This report found that officers of the Russian military intelligence agency used 
cyber hacking techniques during the 2016 presidential election to attack state boards of elections, 
secretaries of state, and county governments involved in the administration of elections, as well 
as individuals who worked for those entities.9

The Mueller report noted for example, that the Illinois state Board of Elections reported that 
hackers had succeeded in breaching its voter systems by sending malicious code to the state’s 
website in order to run commands and gain access to the database containing the information for 
millions of registered voters.10 The Mueller report also noted that Florida county election 
administration officials were targeted through spear-phishing emails that allowed the intruders to 
gain access to the network of at least one Florida county government.11

In July 2019, the Senate Select Committee on Intelligence reported that additional information 
was obtained in late 2018 that evidenced the U.S. election infrastructure of all 50 states, which 
includes voter registration databases, had been scanned by foreign agents in attempts to 
understand the networks and identify vulnerabilities within the systems at both state and local 
levels.12 These events demonstrate the need for ensuring the security of Pennsylvania’s voting 
systems against cybersecurity attacks which are increasing in both quantity and sophistication. 
Improving voting systems will simultaneously endeavor to maintain the utmost integrity in 
Pennsylvania election results. 

The Election-Related Responsibilities of DOS and County Election Offices 

DOS’ Bureau of Election Security and Technology (BEST) oversees the functions of SURE, 
election security and technology initiatives, certification of equipment, and technology and data 

8 U.S. Senate Intelligence Committee, Russian Targeting of Election Infrastructure during the 2016 Election: 

Summary of Initial Findings and Recommendations, dated May 8, 2018. 
<https://www.intelligence.senate.gov/press/senate-intel-committee-releases-unclassified-1st-installment-russia-
report-updated> (accessed February 27, 2019). 
9 U.S. Department of Justice, Report on the Investigation into Russian Interference in the 2016 Presidential 

Election, March 2019, page 50 <https://www.justice.gov/storage/report.pdf> (accessed April 22, 2019). 
10 Ibid. 
11 Id. at page 51.
12 Report of the Select Committee on Intelligence, United State Senate, on Russian Active Measures Campaigns and 

Interference in the 2016 U.S. Election, pages 3-12, 
<https://www.intelligence.senate.gov/sites/default/files/documents/Report_Volume1.pdf> 
 (accessed August 1, 2019).
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innovation. BEST is also responsible for working with federal, state, and local partners to 
maintain and enhance the security of Pennsylvania’s elections infrastructure.13

DOS’ Bureau of Election Services and Notaries (BEN) oversees the functions of the Division of 
Election Services and Voter Registration. BEN is responsible for areas such as serving voters, 
candidates, counties, and other stakeholders on matters relating to election administration and 
voter registration. 

DOS also oversees elections in conjunction with the county elections and/or voter registration 
office(s) in each of Pennsylvania’s 67 counties. Staffing for these county election offices 
(county) range from 1 to 100 full-time employees, as well as some part-time/temporary 
employees as needed. County election/voter registration staff report to the County 
Commissioners/County Executive and are responsible for conducting elections and performing 
related tasks, including, but not limited to: 

� Completing all tasks related to voter registration, including processing voter registration 
applications; performing procedures to update and monitor the accuracy of voter 
registration records, typically and hereafter referred to as list maintenance; and certifying 
voter registration statistics to DOS prior to each election 

� Processing county level candidates’ petitions for inclusion on the ballot 

� Designing/printing the ballots 

� Purchasing voting machines14

� Programming voting machines 

� Printing poll books 

� Hiring and organizing poll workers 

� Finding/securing polling locations 

� Certifying the election results to DOS 

It is important to note that while DOS oversees Pennsylvania’s elections and maintains the 
SURE system, the voter registration records are owned by the individual counties. If a voter 
moves from one county to another, any paper documents associated with that voter are 
transferred to the new county. DOS does not have ownership over the records, nor does it have 
the authority to edit records, cancel a record, or move a voter from active to inactive status. 

The Implementation of SURE 

The Help America Vote Act of 2002 (HAVA) was enacted to improve voting systems and voter 
access throughout the nation. HAVA created mandatory minimum standards related to key areas 
of election administration that every state must follow, one of which was to implement a 

13 For purposes of this report, we refer to BEST collectively as DOS. 
14 The counties have the authority and mandate to purchase voting machines; however, they may only purchase 
machines that have been certified by the federal government and by Pennsylvania’s Secretary of State. 
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computerized statewide voter registration list to serve as the single system for storing and 
managing the official list of registered voters.15 While DOS has had authority over elections in 
Pennsylvania since the early 1900s, it was charged with maintaining the SURE system shortly 
after HAVA’s enactment.16 SURE, which was implemented in Pennsylvania as a result of Act 3 
of 2002, is the platform that supports the critical functions of the Commonwealth’s election 
system, including voter registration, voter list maintenance, precinct data, and the production of 
poll books.17 SURE was designed to ensure the accuracy and integrity of the Commonwealth’s 
voter registration records maintained by the election authorities in each of the 67 counties. 

SURE is maintained by DOS and utilized by each of the counties. DOS must ensure that the 
counties fulfill their statutory responsibilities, but DOS must be careful not to infringe upon 
functions reserved for the counties (as discussed above, the counties own the voter registration 
records, not DOS). For example, the counties have the authority to process voter registration 
applications, make changes to a voter’s record, or cancel a voter’s registration; however, HAVA 
requires DOS to ensure that the voter registration records are accurate and are updated regularly. 
This includes “file maintenance that makes a reasonable effort to remove registrants who are 
ineligible to vote.”18 Accordingly, HAVA places the responsibility on DOS to ensure that SURE 
data is accurate but at the same time, DOS has no ability to force the counties to comply. 

The Commonwealth’s Voter Registration Process 

Any individual who wants to vote in an election in Pennsylvania is required to register to vote no 
later than 30 days prior to the election. The National Voter Registration Act (NVRA) requires 
that: 

� Each State shall designate agencies for the registration of voters in elections for Federal 

office.

� Each State shall designate as voter registration agencies: 
o all offices in the State that provide public assistance 
o all offices in the State that provide State-funded programs primarily engaged in 

providing services to persons with disabilities.19

15 52 U.S.C. § 21083(a)(1). 
16 As part of the SURE system, DOS also created the SURE Portal (Portal). The Portal allows the user to view but 
not edit or cancel a voter’s record. The Portal is used by county staff, especially during periods of high activity, and 
by the BEST staff to answer telephone calls from voters requesting their status (registered or not), their party 
affiliation, or the location of their polling place. 
17 25 Pa.C.S. § 1222. 
18 52 U.S.C. § 21083(a)(2). 
19 52 U.S.C. § 20506(a). For the purposes of voter registration, as required by the NVRA, the offices in 
Pennsylvania that have been identified as those that “provide public assistance” are: Women, Infant and Children 
Nutrition Clinics; County Assistance Offices; Clerk of Orphans’ Courts, Children and Youth Agencies; Area 
Agencies on Aging; Para-Transit providers; Special Education Programs at the 14 state-owned universities; agencies 
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Pennsylvania, through its voter registration law, has included these requirements for all 
elections.20

The ways in which a person can register, as well as the qualifications to register, are standardized 
throughout Pennsylvania and are outlined in Appendix C. The application to register is received 
and processed by the county. The SURE system guides the county staff through the process; 
however, the number of applications received varies greatly and the manner in which a county 
distributes work is discretionary within each county. 

Anytime an individual submits a voter registration application (application) that is able to be 
processed, whether it is to initially register to vote or to change their name/address/party, the 
applicant will be mailed a voter card that contains the voter’s information and the name and 
location of the corresponding polling place.21 The voter card is mailed “non-forwardable” and if 
it is not returned to the county within 10 days, the applicant becomes a registered voter. Once an 
applicant is a registered voter, they are eligible to vote in the next election. If the voter is a new 
voter or voting for the first time at a polling place, the voter will need to show proof of 
identification (see Appendix C for a list of acceptable forms of identification). See Appendix E

for information on 2018 Pennsylvania voter registration statistics. 

The NVRA also requires that the Pennsylvania Department of Transportation (PennDOT) 
provide its customers an opportunity to register to vote.22 Commonly referred to as “Motor 
Voter,” this process provides PennDOT customers the ability to register to vote while applying 
for or renewing a driver’s license or photo ID at a PennDOT center. Being fully electronic since 
2003, any voter registration applications obtained by PennDOT are uploaded into SURE and are 
electronically distributed to the applicable counties for processing. A defect detected with the 
Motor Voter system, which permitted non-U.S. citizens to request to register to vote, is discussed 
in Appendix D. The following table shows the number of new voter registrations and change of 
address edits made to SURE voter records resulting from voters’ usage of PennDOT’s Motor 
Voter system during the calendar years 2015 through 2018:

serving people with disabilities and County Mental Health/Intellectual Disabilities offices; and the armed services 
recruitment centers. 
20 25 Pa.C.S. § 1325.
21 An application should not be processed if it is missing information or if it is an exact duplicate of the information 
for a voter already within the system. 
22 52 U.S.C. § 20501 et seq. which is also known as the Motor Voter Act. 
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Pennsylvania Department of State

Number of Voter Registration Transactions Processed Through PennDOT’s Motor 

Voter System by Transaction Type for Calendar Years 2015-2018 

Type of Transaction 2015 2016 2017 2018 

New Registration 112,774 112,680   94,946   98,911 

In-County Change of Address 295,377 321,410 369,727 346,899 

Out-of-County Change of Address   91,468   92,466 111,260 106,930 

Totala/ 499,619 526,556 575,933 552,740 
a/ The numbers reported only reflect transactions that were forwarded from PennDOT to DOS that resulted in a new 
registration or change made to an existing registration. Therefore, these numbers do not include applications that 
were unable to be approved/processed, such as those with incomplete information, applications for individuals that 
are already registered to vote, or for those individuals that were not eligible to register to vote.
Source: Produced by the Department of the Auditor General staff based on information from the Pennsylvania 

Department of State’s “The Administration of Voter Registration in Pennsylvania, Report to the General 

Assembly” for calendar years 2015-2018, dated June 2016, June 2017, June 2018, and June 2019, respectively. 

The Voter Record Maintenance Process 

Voter registration data is continuously maintained by the individual counties through the SURE 
system. In addition to ongoing maintenance, the counties conduct annual maintenance activities 
as prescribed by law.23 For instance, the counties send address verification notices to voters who 
have been identified by the United States Postal Service as having submitted a change of address. 
Counties send Five-Year Notices to voters who have not voted in the past five years or made any 
contact with the county. If the voter fails to respond to the mailing, they are marked as inactive. 
Once a voter is marked as inactive, the voter will remain in that status until they vote or update 
their information. An inactive voter can still cast a ballot at their polling location, but must sign 
an affidavit confirming their address. Once the affidavit is signed, the voter is able to vote and 
will be moved back to active status in SURE as part of a post-election process. If the voter fails 
to vote in the next two consecutive general elections for federal office (four or more years after 
being moved to inactive status), the county should cancel the voter’s registration.  

In addition to cancelling a voter’s registration due to inactivity, a county should cancel a voter’s 
registration if the county receives a written request from the voter to have their voter registration 
cancelled or is notified that the voter died or moved out of state. The following table summarizes 
the number of active and inactive voters whose registrations were cancelled and the reason for 
cancellation in the calendar years 2015-2018:

23 52 U.S.C. § 21083(a)(2) and 25 Pa.C.S. § 1901(b)(1)(i).
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Pennsylvania Department of State

Number of Active and Inactive Voters Cancelled by Reason

for Calendar Years 2015-2018 

Calendar 

Year and 

Voter Status 

Cancelled 

at 

Voter’s 

Request 

Cancelled 

due to 

Voter’s 

Death 

County 

Confirmed 

Change of 

Addressa/

PennDOT 

Confirmed 

Change of 

Address 

Voter 

Removal 

Programsb/ Total 

2015 Active 1,280 91,951   20,405   86,476     5,955 206,067 

2015 Inactive    351 13,321     5,713   10,473 156,107 185,965 

2016 Active 1,605 76,987 100,956   90,565     3,935 274,048 

2016 Inactive    374 11,799   23,328   11,253   83,515 130,269 

2017 Active 1,859 93,649   21,963 101,984     3,979 223,434 

2017 Inactive    251 10,264     3,761     8,018 233,517 255,811 

2018 Active 2,311 79,178   50,602   95,332     3,458 230,881 

2018 Inactive    516 12,246   12,019   10,916 113,576 149,273 
a/ Includes if the county visited the address on record to confirm the voter no longer lives there. 
b/ Cancelled because no response was received after various mailings. 
Source: Produced by the Department of the Auditor General staff based on information from the Pennsylvania 

Department of State’s “The Administration of Voter Registration in Pennsylvania, 2018 Report to the General 

Assembly” dated June 2019. 

The Status of Pennsylvania’s Voting Systems 

HAVA not only requires that each state has a general registry for voter registration, it also placed 
mandates on the states regarding voting systems. While HAVA was a funded mandate (see 
Appendix F for federal money received by Pennsylvania, by year) from the federal government, 
the money has waned in the past several years. Technology however, continues to evolve, and 
the HAVA-compliant voting machines purchased over a decade ago are reaching or have already 
reached, the end of their useful life. In April 2018, DOS informed all counties that they must 
select a voter-verifiable, paper record voting system no later than December 2019, but ideally 
they should have one in place for the November 2019 election.24 At the time of this mandate, the 
voting systems in use in 50 of the 67 counties in Pennsylvania did not have the ability to record 
votes with a hard-copy record and, therefore, were not in line with the new mandate from DOS. 
DOS received $14.15 million in August 2018.25 This money has been used to assist the counties 
in replacing their voting systems, however, this amounts to only approximately 10 percent of the 
estimated total statewide cost of $150 million.26 In October 2019, an election reform bill was 

24 <https://www.governor.pa.gov/governor-wolf-statement-directive-new-voting-machines-paper-record/> (accessed 
May 16, 2019). 
25 This $14.15 million consisted of 95 percent federal funding and a 5 percent state match. 
26 County Commissioners Association of Pennsylvania, Election Equipment and Voting Systems, 
<https://www.pacounties.org/GR/Documents/1-ElectionEquipmentPriorities2019.pdf> (accessed May 16, 2019). 
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signed into law by Governor Wolf that included $90 million to assist the counties with 
purchasing new voting systems.27

All voting systems to be used in Pennsylvania must be certified by both the federal Election 
Assistance Commission and the Secretary of the Commonwealth.28 As of June 13, 2019, DOS 
(via the Secretary) certified seven new voting systems for use in Pennsylvania.29

DOS Plans to Replace the SURE System 

As noted above, the SURE system in place today was initially implemented and rolled out 
beginning in 2003, making it over 15 years old. DOS management stated that they are starting 
the process to obtain and implement a new SURE system. DOS is currently working with the 
Office of Administration, Office for Information Technology to develop a request for proposal to 
replace the SURE system.

27 See Act 77 of 2019, enacted October 31, 2019 (Immediately effective with exceptions). 
28 25 P.S. § 3031.5. 
29 <https://www.media.pa.gov/Pages/State-Details.aspx?newsid=342> (accessed September 23, 2019). 
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Finding 1 – As a result of the Department of State’s denial of access to 

critical documents and excessive redaction of documentation, the 

Department of the Auditor General was severely restricted from meeting its 

audit objectives in an audit which the Department of State itself had 

requested. 

In November 2017, the Pennsylvania Senate’s State Government Committee considered 
legislation that would require the Pennsylvania Department of the Auditor General (DAG) to 
audit the Pennsylvania Department of State’s (DOS) Statewide Uniform Registry of Electors 
(SURE). Various members of our state legislature voiced concerns regarding the security of 
Pennsylvania’s voting systems after several national media outlets reported allegations of foreign 
actors hacking multiple states’ voter registration databases.30

DOS contacted DAG to discuss the pending legislation, and after various meetings between 
DAG, DOS, the Pennsylvania Governor’s Office of Administration, Office for Information 
Technology (OA/OIT), and the Senate State Government Committee, it was agreed that DOS 
and DAG would enter into an Interagency Agreement (agreement) to conduct an audit which 
would accomplish the goals set forth in the proposed legislation. The agreement tasked DAG to 
audit the SURE system and outlined specific audit objectives to be performed that satisfied the 
interests of all parties involved.31

As the audit progressed, however, DOS failed to comply with the agreement’s provision 
requiring that they cooperate with DAG’s requests related to the audit. In addition to language in 
the agreement, Pennsylvania law requires DOS to cooperate with the DAG.32 This failure 
impeded DAG’s ability to timely conclude the audit and, as outlined in the table below, resulted 
in significant scope limitations that affected DAG’s ability to achieve audit objectives 1, 3, and 
6. 

30 More recently, there has been concerning news of hacking the databases of all 50 states and federal officials have 
noted major concerns about Pennsylvania’s system. https://www.nytimes.com/2019/07/25/us/politics/russian-
hacking-elections.html and https://www.nytimes.com/2019/07/26/us/politics/states-voting-systems.html (accessed 
August 12, 2019). 
31 See Appendix B for a copy of the original agreement. 
32 Please note that Section 502 (relating to Cooperative duties) of the Administrative Code of 1929 provides as follows: 
“[w]henever, in this act, power is vested in a department, board, or commission, to inspect, examine, secure data or 
information, or to procure assistance, from any other department, board, or commission, a duty is hereby imposed upon the 
department, board, or commission, upon which demand is made, to render such power effective.” (Emphasis added.) See 71 
P.S. § 182 (Adm. Code § 502). This section of the Administrative Code clearly requires that whenever an administrative 
agency (DAG) has a power to secure an audit as provided in statute, any other agency (DOS or the Pennsylvania Department 
of Transportation) requested to provide such documents has the duty to be cooperative.
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Objective 

Number Objective 

Able to Achieve 

Audit Objective 

Detail Found 

in Finding 

Number 

1 

Assessment of whether records maintained 
within the SURE system are accurate and in 
accordance with the Help America Vote Act 
(HAVA) and Pennsylvania law. 

No (See Scope 
Limitation B below) 

2, 4, 5, 6 

2 
Evaluation of the process for input and 
maintenance of voter registration records. 

Yes 4 

3 
Review of security protocols of the SURE 
system. 

No (See Scope 
Limitation A below) 

1, 3 a/ 

4 
Review of the efficiency and accuracy of the 
SURE system. 

Yes 5 

5 
Review of the internal controls, methodology for 
internal audits and internal audits review 
process. 

Yes 4 

6 
Review of the external controls, methodology 
for external audits and external audits review 
process. 

No (See Scope 
Limitation A below) 

1 a/ 

7 
Review of the methodology for the issuance of 
directives and guidance to the counties by DOS 
regarding voter registration and list maintenance. 

Yes 7 

8 

Any other relevant information or 
recommendations related to the accuracy, 
operability, and efficiency of the SURE system, 
as determined by the Auditor General. 

N/Ab/ No Findingb/

a/ - Due to its sensitive nature, we summarized the scope limitation in these findings, but included relevant detailed 
information in a separate confidential communication to DOS.  
b/ - While no other areas were added to the audit objectives and we do not have any findings or recommendations 
outside those related to the first seven objectives, see Appendix D regarding an issue that occurred during the audit 
period but was corrected prior to the beginning of the audit. The issue concerns the lack of oversight that allowed 
non-citizens the ability to register to vote at the Pennsylvania Department of Transportation’s (PennDOT) photo 
license centers even after indicating they are not a citizen. We did not test for citizenship as part of this audit 
because citizenship information is not maintained in the SURE system, however, we did obtain from DOS certain 
information they were willing to provide regarding steps taken to address this issue. Other information regarding 
management’s investigation and analysis of the situation was not provided. See further details in Appendix D. 

After the agreement between DOS and DAG was executed on May 21, 2018, DAG promptly 
issued a standard engagement letter on May 22, 2018 to begin the audit. The engagement letter 
stated that DAG would release its final report on or before January 31, 2019, which was the date 
provided for in the agreement. Due to a lack of cooperation from DOS, PennDOT, and certain 
county election offices (counties), as well as a failure to provide the necessary information 
needed to satisfy the audit objectives, it became evident that DAG would not be able to perform 
the audit in accordance with certain applicable standards in Government Auditing Standards, 
which is issued by the U.S. Government Accountability Office. The standards in question 
included obtaining sufficient appropriate evidence, evaluating the design and operating 
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effectiveness of information technology (IT) controls, and reviewing previous audits and 
attestation engagements significant within the context of the audit objectives.33 In February 
2019, the original agreement was amended, and the date for final audit report release was 
extended to July 31, 2019. Due to a continued lack of cooperation from DOS in terms of 
providing requested information, this date was further postponed to September 27, 2019.34

The agreement included responsibilities of both DOS and DAG. The first responsibility listed for 
DOS was to “cooperate with the Auditor General’s requests involving the proposed audit”; 
however, as discussed throughout the report, DOS did not provide us with responses to all of our 
requests. Instead of terminating the engagement due to lack of cooperation, which was justifiable 
under the terms of the agreement, in an effort to salvage an audit of paramount importance 
intended to enlighten Pennsylvania’s electorate on the issue of election security and reliability, 
DAG issued a modified Government Auditing Standards compliance statement for this audit to 
account for the significant scope limitations that resulted from DOS’ refusal to provide access to 
documentation and data required to complete the audit.  

As a direct result of this sustained refusal to cooperate with our data requests without plausible 
justifications, DAG was unable to establish with any degree of reasonable assurance that the 
SURE system is secure and that Pennsylvania voter registration records are complete, accurate, 
and in compliance with applicable laws, regulations, and related guidelines. These weaknesses, 
despite the full performance of DAG under the terms of the agreement, combined with the recent 
increased threats from cyber intrusion, leaves serious questions and concerns regarding 
Pennsylvania’s voter registration system and records. 

The following sections describe in greater detail the various scope limitations, how each affected 
our abilities to satisfy the audit objectives, and the uncooperative nature of DOS, PennDOT, and 
certain counties throughout the audit.  

33 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Standards related to 
obtaining sufficient appropriate evidence are included in Paragraphs 6.56 through 6.72, standards related to 
evaluating the effectiveness of information system controls are included in Paragraphs 6.23 through 6.27, and 
standards related to review of previous audits and attestation engagements are included in Paragraph 6.36.
34 Subsequently, DOS requested a further extension for the final audit report to be released by November 29, 2019. 
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DOS-Imposed Scope Limitations Impacting Audit Objective Achievement 

Scope Limitation A 

We attempted to document a complete understanding of the complex IT security landscape 
supporting the SURE system and evaluate the design and operating effectiveness of IT controls 
using a four-pronged approach: 

1. Document the IT system landscape of the SURE system and its supporting infrastructure. 

2. Document governance over cybersecurity using the National Institute of Standards and 
Technology Framework and review security assessments previously performed by 
outside entities.35

3. Document and test IT General Controls as defined by the US General Accountability 
Office, Standards for Internal Controls in the Federal Government (Green Book).36

4. Interview and survey county election offices and county IT staff. 

During the audit, DOS management denied us access to significant key documents/information 
related to the security and operation of the SURE system and, for some documents that were 
provided, redacted information to the extent that the documentation was not usable as evidence. 
The following list identifies the key documents/information that were not provided (items 1, 2, 
and 5) or were heavily redacted (items 3 and 4):  

1. Contents of external security assessment reports issued by the United States Department 
of Homeland Security (Homeland Security), as well as reports issued by private firms 
contracted to assess security.37

35 The National Institute of Standards and Technology Framework for Improving Critical Infrastructure 

Cybersecurity, consists of five steps: (1) Identify critical physical and software assets, threats, vulnerabilities, and 
risks; (2) Protect the system and infrastructure to ensure its security and resilience; (3) Detect the occurrence of a 
cybersecurity event in the system and infrastructure; (4) Respond to and contain a detected cybersecurity incident; 
and (5) Recover and restore system data, capabilities, and services impacted by a cybersecurity incident. See 
<https://www.nist.gov/cyberframework> (accessed June 11, 2019). 
36 We attempted to compare the policies, procedures, and practices over the SURE system to the IT General Control 
best practices described in Principle 11 of the Standards for Internal Controls in the Federal Government (Green 
Book), issued September 2014. The Pennsylvania Governor’s Office adopted these federal standards for all 
Commonwealth agencies within Management Directive 325.12, effective July 1, 2015. 
37We confirmed with audit agencies in other states that their auditors are provided access to security assessment 
reports issued by private firms and at least one other state has received security assessment reports issued by 
Homeland Security. 
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2. Systems and Organization Control reports detailing the security practices in place at 
outside vendors key to the security and operation of the SURE system.38

3. Detailed information on system configuration and implementation of cybersecurity 
policies. 

4. The formal results and corrective action plans from the 2018 test of the emergency 
recovery system. 

5. Documentation of significant IT controls and system interfaces.  

In lieu of these key documents, DOS instead provided us with an affidavit from the Chief 
Information Security Officer of the Employment, Banking, and Revenue Delivery Center of 
OA/OIT stating that IT security controls were in place. This affidavit however, does not provide 
sufficient, or even appropriate, audit evidence as a basis for conclusions.  

Without these critical documents listed above, we were unable to satisfy our audit objective to 
review the security protocols of the SURE system (Objective 3). In addition, we were unable to 
comply with Government Auditing Standards, which requires auditors to evaluate the 
effectiveness of IT controls and review previous audits and assessments significant within the 
context of our audit objectives.39 DOS’s refusal to provide these documents resulted in our 
inability to provide a conclusion regarding the security of the SURE system. It is important to 
note that DOS originally requested this performance audit and agreed to the audit objectives, as 
well as for DAG to conduct the audit in accordance with Government Auditing Standards; 
therefore, its refusal to provide the documents is of great concern. 

Additionally, as a result of not being provided access to the contents of the external security 
assessment reports, we were not able to determine what these assessments included and 
therefore, have no assurance that the assessments covered all of the various layers of security 
protecting the SURE system (Objective 6). We were also unable to determine if any security 
weaknesses were noted in the assessments or whether corrective actions have been implemented. 
Further, until our audit revealed that DOS had failed to enact a policy for marking, handling, 
sharing, and storing Election Infrastructure (EI) information, DOS was unaware of the vital 
importance of having such a policy.40 This is deeply concerning because the absence of such a 

38 Systems and Organization Control (SOC) reports are reports on a service organization’s controls by an 
independent auditor. 
39 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Paragraph 6.23 through 
6.27. 
40 Department of State, Policy on Election System Security Measures, Version 1.1, issued April 23, 2019, which 
establishes DOS policy regarding the identification, marking, handling, storage, and protection of Election 
Infrastructure Information, was issued after our audit cutoff date of April 16, 2019 for information submissions so 
that the report could be prepared. 
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critical policy dealing with EI information is indicative of systems that lack adequate controls or 
uniformity of protocols. 

It is also important to note that DOS had initially agreed to provide us with access to these 
security assessments on July 9, 2018, but on the very day that such reports were to be provided to 
DAG, DOS advised us that we were not permitted to view the reports due to “policy.” We 
requested a copy of the DOS policy restricting access to these reports and were not provided the 
policy until late April 2019, over nine months later. The effective date of the policy that DOS 
eventually provided to us restricting access to these and other documents dealing with the SURE 
system was April 23, 2019, many months after we had been refused access to such records and 
many months after we had requested a copy of DOS’ policy. If the security assessment reports 
were as sensitive as claimed by DOS, we are concerned that DOS had no policy in place dealing 
with such critical information until April of 2019.  

Further, while DOS refused to permit DAG the ability to review these documents, in October 
2018, we were provided with a list of 20 persons who had access to these reports. This list not 
only included one contractor who was not a Commonwealth employee, but it was unclear why 
the remaining 19 DOS and OA/OIT employees needed such access.41 Finally, DOS repeatedly 
advised us that the security assessments were not to be provided because Homeland Security had 
designated election infrastructure as “critical infrastructure” which prevented DOS from 
releasing the reports to DAG. Despite repeated requests over six months for a statement in 
support of this contention, DOS claimed that they were unable to obtain such a statement from 
Homeland Security. During the course of our audit, we were able to determine that these types of 
reports are provided to auditors in another state and as noted below, Homeland Security did not 
have concerns about DOS sharing the reports with DAG. 

In a letter dated August 17, 2018, DOS’ Chief Counsel denied DAG’s request to review the 
security assessment reports on the SURE system issued by Homeland Security and other outside 
entities citing that pursuant to the USA Patriot Act, Homeland Security designated election 
systems as part of critical infrastructure as defined under the Critical Infrastructure Information 
Act of 2002 (CIIA).42 It was the opinion of DOS’ Office of Chief Counsel that the outside 
security assessment reports were protected critical infrastructure information (PCII) and could 
only be accessed by those with an absolute “need to know” in order to perform homeland 
security duties.43 The Auditor General traveled to Washington, D.C. to meet with representatives 
from Homeland Security who stated, however, that sharing the reports was left up to the 
discretion of each particular state. 

41 While the contractor is not an employee, he is a contractor who performs critical functions in the SURE system. 
While the contractor’s duties are necessary for the operation and security of the SURE system, see Finding 3 for our 
concerns about governance over the SURE system. 
42 See 42 U.S.C. § 5195c(e), 6 U.S.C. §§ 131-134, respectively. 
43 Yet, it was not clear whether all 19 DOS and OA/OIT employees actually needed access to the reports. Later in 
the audit, DOS represented that certain employees’ access to these reports was revoked after our audit request made 
DOS question why the access had been granted. 
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We considered review of the security reports and access to sensitive security information to be so 
crucial to our audit objectives, that we offered to review the reports and sensitive information in 
a secure setting with DOS supervision. Our offers to provide these additional security measures 
were refused repeatedly by DOS. Without access to the reports we could not determine the 
following: 

� If all of the servers and supporting infrastructure used in the SURE system were included 
in the security testing. 

� If the external security assessors were provided unrestricted access and performed their 
work in accordance with standards. 

� If all relevant controls were tested. 

� If exceptions were noted. 

� If appropriate corrective actions were implemented.  

Without an independent assessment of these reports and any corrective actions taken by DOS in 
response to these reports, the public has no assurance that DOS is taking proper steps to secure 
the SURE system. We cannot, with any degree of certainty, have confidence in the security of 
the SURE system because we were not permitted to review the reports or the other 
documents/information we requested. Our offers to review reports and documents/information in 
strictly controlled settings make DOS’ refusals to cooperate that much more difficult to defend. 

Scope Limitation B 

As part of our audit procedures, we selected a random, statistical sample of 196 voters from the 
total population of 8,567,700 voters registered as of October 9, 2018, with the intention of 
reviewing source documents to confirm the accuracy of the voter record information in SURE 
and to confirm that a signature was on file for the voters indicating that they had affirmed that 
they were legally qualified to vote (Objective 1).44 Source documents include the voter 
registration applications or information provided by the individuals to update their voter record. 
Of the 196 voters in the sample, we were unable to verify the accuracy of information for 138 
voters, or over 70 percent of the sample. Depending on the source of the voter’s application, we 
found that: 

# DOS maintained no source documentation for the 19 voter records reviewed that were 
created through online applications. 

# PennDOT did not provide access to source documentation for the 93 voters who 
registered to vote through the Motor Voter process. 

44 Statistical sampling means to select a limited number of items from the population on a systematic or random 
basis, review/test those items, and then draw a conclusion about the entire population based on the results of the 
items selected for testing with a statistically measurable degree of confidence considering the accepted percent rate 
of tolerable error. Our statistical sample of 196 voters was determined based on a confidence level of 98 percent and 
a tolerable error rate of 2 percent. 
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# Four counties did not respond to our request for 12 paper applications. 

# Twelve counties confirmed they did not have paper applications on file to support 14 
paper applications.  

Due to the lack of cooperation from certain counties, PennDOT (regarding information from the 
Motor Voter system), and the system design of online applications, we were unable to perform 
adequate tests to determine the accuracy of the voter record data in SURE. We are therefore 
unable to form any conclusions as to the accuracy of the entire population of voter registration 
records maintained in SURE. Inaccurate voter records could ultimately lead to ineligible 
individuals being able to vote in elections or one individual being able to vote multiple times. An 
accurate and effective voter registration system, as well as public confidence in such a system, is 
critical in the current environment where a significant threat of hacking election records and 
results exists. See Findings 2 and 6 for further details. 

Overall

The aforementioned scope limitations encountered during the audit contributed to our conclusion 
that the SURE data used in this audit has significant limitations. 

The uncooperative nature of DOS, PennDOT, and certain counties 

throughout the audit. 

Contributing further to the significant scope limitations, we found that DOS was not only 
uncooperative, which was inconsistent with our agreement and state law, it was untimely in 
providing us the information we needed in order to satisfy our audit objectives.45 As quoted 
previously, the agreement required DOS to cooperate with DAG’s requests related to this audit. 
Specifically, DAG’s audit engagement letter stated that DOS shall provide us with requested 
information or documentation within three working days of the request, which is a standard 
business practice. It was further communicated to DOS that if this pre-established timeframe was 
insufficient and DOS would need additional time to prepare its response, DAG would approve a 
reasonable extension if requested. 

We submitted 66 individual official requests for information to DOS throughout the audit. We 
received 11 responses within the pre-established three-day timeframe. The information for the 
other 55 however, was either never provided or not received by the due date and, with one 
exception, DOS never requested an extension. This equates to DOS being untimely for more than
83 percent of information requests on the audit that they requested. Regarding items that DOS 
never provided, there were 11 such instances that information was not provided even after 
several months of our repeated attempts to obtain the information. Despite this unresponsiveness, 

45 See 71 P.S. § 182 (Adm. Code § 502).

1059a



A Performance Audit 

Pennsylvania Department of State 

Statewide Uniform Registry of Electors 

24 

we continued to send reminders to DOS regarding the outstanding requests for information and 
emphasized the importance of receiving the documentation requested. As seen in the following 
table, it took DOS weeks, or in some cases months, to respond to certain requests after numerous 
appeals from us.  

DOS Delays in Responding to Audit Information Requests 

Length of Time that DOS was Late in 

Responding to Information Requests a/ Number of Requests 

Never provided b/ 11 

61-94 days late   2 

31-60 days late   7 

15 – 30 days late 13 

4 -14 days late  12 

1-3 days late 10 

Total 55 
a/ - Timeframes are based on calendar days. 
b/ - We received no information for nine requests and only received a portion of the information for 
two requests.  

The information provided by DOS 94 days late was the voter registration records for the 
population of registered voters in SURE. DOS was aware that this information, which took over 
three months to provide, was absolutely critical to us for performing data analysis as part of our 
audit procedures. Additionally, as previously mentioned, PennDOT did not provide source 
documentation for the 93 voters in our sample that registered to vote through the Motor Voter 
process, and four counties did not respond to our request for 12 paper applications. Delays and 
uncooperativeness of this magnitude were not only inconsistent with our agreement and state law 
but had a detrimental effect on our ability to perform our audit procedures and satisfy the audit 
objectives. 

As a result of repeated delays (several extending for many months), non-responses, and refusals 
to provide information responsive to our official requests, the agreed upon audit report release 
date had to be extended and DAG was forced to establish a cutoff date of April 16, 2019 for 
information submissions in order to ensure that sufficient time would be allotted to prepare the 
report.  

Conclusion 

Despite experiencing these difficult impediments throughout the audit, we were able to complete 
many audit procedures, including some related to audit objectives 1, 3 and 6, and report our 
results and recommendations in Findings 2 through 7, accordingly. Based on our interviews with 
DOS, OA/OIT, and county management executives; data analysis; on-site interviews and 

1060a



A Performance Audit 

Pennsylvania Department of State 

Statewide Uniform Registry of Electors 

25 

observation of procedures at seven counties; written surveys of Pennsylvania’s 67 counties; and 
other audit procedures as explained throughout our report; we report the following findings: 

� Data analysis identified tens of thousands of potential duplicate and inaccurate voter 
records, as well as voter records for nearly three thousand potentially deceased voters that 
had not been removed from the SURE system. (see Finding 2) 

� The Department of State must implement leading information technology security 
practices and information technology general controls to protect the SURE system and 
ensure the reliability of voter registration records. (see Finding 3) 

� Voter record information is inaccurate due to weaknesses in the voter registration 
application process and the maintenance of voter records in the SURE system. (see
Finding 4) 

� Incorporating edit checks and other improvements into the design of the replacement 
system for SURE will reduce data errors and improve accuracy. (see Finding 5) 

� A combination of a lack of cooperation by certain county election offices and PennDOT, 
as well as source documents not being available for seventy percent of our test sample, 
resulted in our inability to form any conclusions as to the accuracy of the entire 
population of voter records maintained in the SURE system. (see Finding 6) 

� The Department of State should update current job aids and develop additional job aids 
and guidance to address issues such as duplicate voter records, records of potentially 
deceased voters on the voter rolls, pending applications, and records retention. (see 
Finding 7) 

We believe that it is imperative that DOS management take steps to implement the 
recommendations that we were able to include in this report, albeit based on DAG’s significantly 
restricted ability to perform standard auditing practices, to ensure the completeness, accuracy, 
and auditability of the voter registration data recorded in the SURE system. 

Recommendations for Finding 1 

We recommend for future audits that DOS: 

1. Arrange for independent audits of all parts of the SURE system, supporting architecture, 
and connected systems using a comprehensive framework of security standards, which 
includes tests of IT general controls, tests of cybersecurity controls, vulnerability 
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assessments, and penetration testing. These audits should be performed annually and 
build on security assessments already performed.  

2. Cooperate with auditors by providing them with full, confidential access to all 
information and documents, to comply with state law and to allow the auditors to satisfy 
the audit objectives, especially when requesting a particular audit to be performed by a 
fellow public agency charged with doing audits. 

3. Provide appropriate and sufficient supporting evidence to back up its assertions that 
disclosure of certain materials to an auditing agency is legally impossible.   

4. Encourage counties, PennDOT, and other related agencies involved in voter registration 
to cooperate with future audits. 

5. Provide specific policies and direction from federal authorities supporting DOS’ position 
in the event that it believes that it cannot provide information pursuant to security 
concerns. 

6. Provide the results of audits recommended above to those charged with governance of the 
SURE system. 
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Finding 2 – Data analysis identified tens of thousands of potential duplicate 

and inaccurate voter records, as well as voter records for nearly three 

thousand potentially deceased voters that had not been removed from the 

SURE system.  

As part of audit procedures to address the accuracy of the voter registration information 
contained in the Statewide Uniform Registry of Electors (SURE), on July 10, 2018 we requested 
electronic files of all currently registered voters and the history of all of the changes made to 
voter records, such as changes to a voter’s name or address that were recorded during the period 
January 1, 2016 through present. We also requested copies of each county’s Pennsylvania Full 
Voter Export List from the SURE system available to the public through the Department of State 
(DOS) website.46 It took three months for DOS to provide the electronic files. The files 
contained voter registration records for 8,567,700 registered voters as of October 9, 2018.47

Using these files we performed the following: 

� Selected a statistical sample of voter records to determine whether the information 
contained in SURE agreed with the information contained on the voter registration 
application (application). (see Finding 6 for results and conclusions) 

� Data analysis to evaluate the information within SURE for reasonableness. (see below) 

Data Analysis48

To perform data analysis, we utilized software that allowed us to sort, classify, match, and 
validate information (data fields) within SURE to look for potential errors or inaccuracies within 
the fields.49 Once identified, in certain instances, we also attempted through data analysis to 

46 As provided by 25 Pa.C.S. § 1404(b)(1) (relating to Public Information Lists), as well as the SURE Regulations at 
4 Pa. Code § 184.14(b) (relating to Public Information Lists), DOS will provide the Full Voter Export List to 
requestors. This version of the Public Information List is a full export of all voters in the county and contains the 
following fields: voter ID number, name, sex, date of birth, date registered, status (e.g., active or inactive), date 
status last changed, party, residential address, mailing address, polling place, date last voted, all districts in which 
the voter votes (e.g., congressional, legislative, school district, etc.), voter history, and date the voter’s record was 
last changed. 
47 See Finding 1 for discussion regarding delays by DOS and scope limitations to the audit. 
48 In spite of the limitations with regard to completeness and accuracy of the information in SURE (See Findings 1, 

2, and 6), we conducted additional data analysis and found that the voter table agreed with published reports and that 
the overwhelming majority of records in SURE were consistent throughout the various tables within the system. As 
a result, this data is considered reliable with significant limitations. See Appendix A for more information. 
49 The software we used included Excel and ACL. ACL data analytics is a data extraction and analysis software used 
for audit, fraud detection, and risk management. By sampling large data sets, ACL data analytics software is used to 
find irregularities or patterns in data records that could indicate control weaknesses or fraud. 
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assess the possible causes for the errors or inaccuracies. Weaknesses in the controls with regard 
to processing applications and subsequent list maintenance are separately addressed in Finding 4.

The following summarizes the results of our data analysis: 

� 24,408 cases – The same driver’s license (DL) number listed in more than one voter 
record: 

o 18,536 potential duplicate cases – A voter may have two or more records. 
o 5,872 potential cases – Two or more voter records have the same DL number. 

� 13,913 potential duplicate cases – The same first name, last name, and date of birth 
(DOB) and/or last four digits of Social Security number (SSN) are shared by more than 
one voter record. 

� 6,876 potential DOB inaccuracies – The DOBs equate to voters being 100 years of age 
or older. 

� 2,230 potential DOB and/or registration date inaccuracies – The DOBs listed are after 
the registration date. 

� 2,991 records of potentially deceased voters – The same first name, last name, and 
DOB and/or last four digits of SSN match the Pennsylvania Department of Health (DOH) 
deceased files.  

Throughout the remainder of this finding, we describe the results of our data analysis. Due to 
audit time constraints, we did not validate the thousands of cases/situations identified, and as a 
result, we use the term “potential” to be conservative. We believe, however, that in most of these 
instances, there are inaccuracies within the data maintained in SURE, and therefore, DOS will 
need to work with the counties to follow up and address all these situations in order to 
investigate and correct the voter records as appropriate. 

24,408 Cases – The same DL number listed in more than one voter record. 

Of the approximately 8.6 million voter records, 7,938,806 records contained DL numbers, which 
should be unique to only one person.50 We analyzed data to determine if the same DL number 
appeared in more than one voter record and found 24,408 cases as noted below: 

50 A DL number is not required to register to vote. 
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Voter Registration Records with the Same DL Numbers 

as of October 9, 2018 

Number of Cases 

the Same DL 

Number is Listed 

in More than One 

Recorda/

Total Number 

of Records 

Involved Personal Elements 

  7,540 15,100 Same DL Number, First Name, and Last Name 

10,329 20,715 Same DL Number and First Name only 

     667   1,336 Same DL Number and Last Name only 

18,536 37,151     Total Number of Potential Duplicate Cases 

  5,872 11,768 Same DL Number, Different First and Last Name 

24,408 48,919     Total Records with Duplicate DL Number 
a/ 24,305, or over 99 percent, of the total cases with potential duplicate records, were pairs of records. The 
remaining 103 instances consisted of three records containing the same DL number. 

Source: This table was compiled by the staff of the Department of the Auditor General from data received 

from the SURE system. We determined that the reliability of this data had significant limitations in regards to 

completeness and accuracy as noted in Appendix A. Although this determination may affect the precision of 

the numbers we present, there is sufficient evidence in total to support our findings and conclusions. 

As shown in the table above, we evaluated the information based on what personal elements 
were the same and summarized accordingly. More than 18,500 cases were found where the two 
records that matched the same DL number also matched either the first name, last name, or both. 
We consider these cases to be voters that potentially have two or more records within SURE 
(potential duplicate records). We will discuss the possible reasons that this occurred in the next 
section of this finding. Having two or more records could potentially allow a voter to vote more 
than once in an election.51

We also identified in the above table 5,872 cases, involving 11,768 records that had the same DL 
numbers but different first and last names. Although it is possible that a few of these cases relate 
to the same individual with more than one voter record, it is much more likely that these results 
indicate that a typographical error occurred when the DL number was entered into SURE. See 
Finding 4 for weaknesses related to data entry errors and Finding 5 for lack of edit checks. 

13,913 Potential Duplicate Cases – The same first name, last name, and DOB 

and/or last four digits of SSN are shared by more than one voter record. 

In addition to our analysis of DL numbers, we analyzed the remaining 8,518,781 records in 
SURE that either had no DL number recorded or had a unique DL number recorded and were not 
reported as duplicates above. We identified an additional 13,913 cases where two or more 

51 Voting more than once in an election is against the law and considered a felony offense of the third degree. See 25 
P.S. § 3535 (relating to Repeat voting at elections). 
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records shared first name, last name, and one or more other personal elements as summarized in 
the following table: 

Voter Registration Records with Other Duplicated Information 

as of October 9, 2018 

Number of Cases 

with Three or 

More of the Same 

Personal 

Elementsa/

Total Number 

of Records 

Involved Personal Elements 

  6,427 12,872 Same First and Last Name and DOB 

  7,230 14,506 Same First and Last Name and last 4 digits of SSN 

     256      525 
Same First and Last Name, DOB, and last 4 digits of 
SSN 

13,913 27,903   Total records with other duplicated information 
a/ - The vast majority of these cases were instances where a pair of records shared the same information; however, 
68 cases (213 records in total) had three or more instances of duplicate information with up to 10 records sharing 
identical information for one voter. Of the 68 duplicates, 1 individual had 10 active records matching on first and 
last name, DOB, and last 4 digits of their SSN, while another individual had 5 active records matching on the 
same personal elements. The remaining 66 cases (198 records in total) consisted of sets of 3 potentially duplicate 
records. 

Source: This table was compiled by the staff of the Department of the Auditor General from data received from the 

SURE system. We determined that the reliability of this data had significant limitations in regards to completeness 

and accuracy as noted in Appendix A. Although this determination may affect the precision of the numbers we 

present, there is sufficient evidence in total to support our findings and conclusions. 

Because these 13,913 cases share three or more personal elements, we consider these as potential 
duplicate records (i.e., an individual potentially has more than one voter record). Again, it is 
incumbent upon DOS to work with the counties to evaluate these potential duplicate records to 
determine if in fact they are duplicate records or whether some of the personal elements may 
have been incorrectly entered into SURE. Having two or more records could potentially allow a 
voter to vote more than once in an election. 

Ineffective process for identifying duplicate records. 

One of the steps to process an application includes making sure that the individual applying to 
register to vote does not already have a voter record in SURE (i.e., to avoid creating a duplicate 
record). DOS regulations require, at a minimum, a duplicate check using the registrant’s first and 
last name as well as DOB.52 If upon examining those initial criteria county staff believes that the 
record may be a duplicate, the regulation indicates that staff then should use other criteria to 
assess duplication, including: 

52 4 Pa. Code § 183.6. (relating to Uniform procedures for the commissions relating to the process for identifying 
and removing duplicate records in the SURE system).  
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� The unique identifier.53

� The last four digits of a registrant’s SSN. 

� The DL number of the registrant. 

� The signature of the registrant.54

To ensure compliance with the regulations, DOS creates and distributes job aids that provide 
step-by-step instructions on how to perform the duplicate checks. Specifically, county staff are 
instructed to perform two duplicate checks: (1) same last name and same DOB; and (2) same 
first and last name. The job aid then notes that additional duplicate checks “can be made” and 
provides instructions on how to perform those additional duplicate checks, including checks for 
duplicate DL numbers. 

In order to understand the duplicate check process, during our on-site visits to seven counties, we 
observed staff processing new applications check for duplicate records. We noted that when staff 
entered the voter information into SURE, several records associated with a particular name might 
be displayed. It is then up to staff to manually determine whether the application is a duplicate of 
a voter record already in SURE. Once county staff determine that the applicant does not have a 
duplicate record, they indicate that in SURE and continue processing. 

Although this process appears to be in compliance with the respective job aids and the 
regulations, it is not effective in ensuring that duplicate records are not being created. The SURE 
system does not require staff to check for duplicate DL numbers, if available, which is a unique 
number to an individual and should be a key element for determining whether an individual 
already has a voter record. Additionally, as noted in the next section, using DOB as key criteria 
for identifying a unique person will not work if the DOB is not correct in SURE. Further, as 
noted previously, this process is generally a manual one and can be labor intensive. According to 
county staff, during certain times of the year, such as prior to the general election, the number of 
applications counties receive for processing becomes voluminous. Processing a lot of 
applications within a short period of time, however, can lead to errors and reduce the 
effectiveness of the process for identifying duplicates. We also noted that the SURE system does 
not have any automated edit checks or a “hard stop” that prevents staff from adding a voter 
registration record with a DL number that is already associated with an existing voter record.  

Therefore, DOS needs to re-evaluate its regulations and job aids to develop a more effective 
duplicate check process, especially since DOS is looking into replacing the existing SURE 
system (see the Introduction and Background section) so that the replacement system for SURE 
is designed to prevent or detect and correct duplicate voter records.  

53 The unique identification number consists of a nine digit number plus a two digit county identifier. The nine digit 
number should stay with the voter if they move to a new county, but the two digit county identifier should be 
updated to reflect the new county of residence. 
54 4 Pa. Code § 183.6.  
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6,876 potential DOB inaccuracies – The DOBs equate to voters being 100 

years of age or older. 

In addition to analyzing records for potential duplicate records, we conducted data analysis 
regarding the reasonableness of voters’ DOB. DOS informed us that inaccuracies existed 
regarding DOBs due to DOBs not being a required field for registering to vote at some point 
prior to the Help America Vote Act of 2002 (HAVA). According to both DOS and county staff, 
when data was migrated into the SURE system from the 67 counties’ systems, a “generic” DOB 
was entered for voters who did not have a DOB listed.  

As part of our DOB reasonableness analysis, using the 8.6 million registered voters’ files, we 
evaluated DOBs for voters whose SURE record indicated that the voter was 100 years of age or 
older. The following table provides a summary of the analysis: 

Voter Registration Records Indicating that the Voter was 100 Years of Age or Older 

as of October 9, 2018 

Number of 

Registered 

Voters 

Number 

of 

Potentially 

Deceaseda/ Age Range 

1,800     0 
110 years of age or older – DOB recorded as January 1, 1800, 
January 1, 1900, or January 1, 1901 

   518     2 110 years of age or older – Other DOB recorded 

4,558 134 100 through 109 years of age

6,876 136 

Total records indicating voter was 100 years of age or older 

as of October 9, 2018 
a/ Of the 6,876 registered voters with DOB in the SURE system indicating that they were 100 years of age or 
older, 136 were also identified as potentially deceased (discussed later in the finding). 

Source: This table was compiled by the staff of the Department of the Auditor General from data received from the 

SURE system. We determined that the reliability of this data had significant limitations regarding completeness and 

accuracy as noted in Appendix A. Although this determination may affect the precision of the numbers we present, 

there is sufficient evidence in total to support our findings and conclusions. 

As noted in the table above, we identified three “generic” dates (January 1, 1800, January 1, 
1900, and January 1, 1901) accounting for 1,800 of the 6,876 voters (26 percent) who are 
potentially 100 years of age or older. As these dates are not accurate DOBs, DOS needs to work 
with the counties to correct these inaccuracies as well as determine whether the voters are 
potentially deceased (see next section). 

It is also unlikely that most of the 518 records with DOBs indicating the voters are 110 years of 
age or older are accurate. According to the most recent United States Census Report for 2010 
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(census report), the number of persons 110 years old and over was just 330 nationwide.55

Similarly, many of the 4,558 records in SURE where the DOB indicates that the voter was 
between 100 and 109 years old are potentially inaccurate. According to the census report there 
were only 2,510 Pennsylvanians over the age of 100 in 2010.56 Therefore, our analysis 
demonstrates the need to research these voters’ records and correct these records, if necessary. 

Without accurate DOBs in SURE, county staff may fail to detect duplicate records as discussed 
in the prior section. Additionally, it can prevent county staff from accurately matching DOH 
death files with SURE records potentially allowing deceased individuals to remain on the voter 
rolls (see last section of this finding for more information). 

2,230 Potential DOB and/or Registration Date Inaccuracies – The DOBs listed 

are after the registration dates. 

In addition to looking at the potential age of the voter, we also compared the DOB to the 
registration date for reasonableness. Since an individual cannot be born after registering to vote, 
this comparison would indicate that the DOB or the registration date would be inaccurate, 
although it is also possible that both could be inaccurate. We found 2,230 voter records in which 
the DOB listed is after the registration date.57

Of the 2,230 voter records that listed DOB after the registration date, we found through data 
analysis that the DOB in 1,943 records, or 87 percent, was changed on the same day: December 
13, 2008. Given the voter registration date was prior to the DOB, these records were changed 
inappropriately at that time. We also noted that some of the voter registration dates in this group 
were listed as prior to the year 1900, obviously errors or additional cases where staff filled in a 
value to facilitate the transfer of records to the SURE system. Again, DOS will need to work 
with the counties in order to fix the inaccuracies found. 

Weaknesses and concerns regarding DOBs. 

As noted in this section and the previous section, there are several thousand potential inaccurate 
DOBs and probably thousands that we have not detected. In order for the information to be 
accurate in SURE, sufficient controls must be developed to reduce the likelihood of data entry 
errors. Finding 4 describes the weaknesses identified during the audit regarding data entry errors. 
Additionally, Finding 5 describes the need for the SURE system or its replacement system to 

55 US Census Bureau, Centenarians: 2010, 2010 Census Special Reports, December 2012, 
<https://www.census.gov/prod/cen2010/reports/c2010sr-03.pdf> (accessed April 8, 2019). As noted in Appendix A, 
data from the US Census Bureau is of undetermined reliability; however, this is the best data available. Although 
this determination may affect the precision of the numbers we present, there is sufficient evidence in total to support 
our findings and conclusions. 
56 Ibid. 
57 Two of the 2,230 records were also included in the table of voters 100 years old and over. 
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have a “read only” feature for certain personal elements that would not typically change, such as 
DOB. Further, DOS should consider developing an automated process that would prevent SURE 
and/or its replacement system from accepting obviously inaccurate DOBs as well as questioning 
dates that do not make sense, such as DOB after the registration date. These types of edit checks 
would help reduce data entry errors. 

2,991 Records of Potentially Deceased Voters – The same first name, last 

name, and DOB and/or last four digits of SSN match DOH death files. 

DOS has developed a process through the SURE system to provide the counties with death 
records from DOH to help the counties identify and cancel deceased voters’ records. According 
to instructions in the job aid (described in detail in Finding 7) related to processing death 
records, for each individual included in the death record, county staff should do a search in 
SURE for voter records that match on the last name and DOB. A second search is then done 
based on first and last name (in essence, the same process as searching for duplicate records for a 
new application previously discussed). County staff then manually compares the death record 
information to the list of voter records that were matches in the two searches performed to 
determine if the deceased individual has a voter record. Staff can perform additional searches of 
voter records to include information such as an address to assist in determining if a voter record 
is a match. If county staff determines that a voter’s information matches a deceased individual in 
the death record, they are to cancel the voter’s record in SURE.  

To determine whether there were voter records within SURE that should have been cancelled 
due to deaths, we first independently requested and obtained from DOH death files from the 
period October 1, 2010 through October 9, 2018. 58 Next, using data analysis, we compared those 
files to the SURE records as of October 9, 2018, and grouped the matches based on the number 
of personal elements that agreed and the time period that the individual was deceased per DOH 
records, as shown in the below table:

58 These data were supplied by the Bureau of Health Statistics & Registries, Pennsylvania Department of Health. 
The Pennsylvania Department of Heath specifically disclaims responsibility for any analyses, interpretations, or 
conclusions.
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Analysis of Potentially Deceased Individuals as of October 9, 2018 

Number of 

Voters 

Matching Four 

Elementsa/

Number of 

Additional 

Voters 

Matching Three 

Elementsb/

Total 

Number of 

Votersc/ 

Percentage 

of Total 

Time as Registered Voter 

After Date of Death 

(As of October 9, 2018)c/ 

   131    158    289   10% 181 days to 1 year 

   550    489 1,039   35% Over 1 year up to 3 years 

   501    440    941   31% Over 3 years up to 5 years 

   391    331    722   24% Over 5 years 

1,573 1,418 2,991 100% Total 
a/ - Includes those voter records that matched first name, last name, DOB, and last four digits of SSN. 
b/ - Includes those voter records that matched using two different sets of matching elements: first name, last name, 
and last 4 digits of SSN; first name, last name, and DOB. 
c/ - Due to timing and to be conservative, we did not include 1,258 voters who matched three or four elements 
whose date of death occurred less than 181 days prior to October 9, 2018.  

Source: This table was compiled by the staff of the Department of the Auditor General from data received from the 

SURE system and from data received from DOH. As noted in Appendix A, we determined that the reliability of the 

SURE data had significant limitations in regards to completeness and accuracy and that DOH death data was data 

of undetermined reliability. Although this determination may affect the precision of the numbers we present, there is 

sufficient evidence in total to support our findings and conclusions. 

Based on the above results using the independent data files we received from DOH, we 
conducted further data analysis to verify that DOH information was in fact received by DOS for 
the 2,991 potentially deceased voters. Our data analysis found that DOS had received at least 
2,094 of the 2,991 death notices by DOH, but the record had not been cancelled as of October 9, 
2018. This appears to indicate that counties received the death notice information for at least 
2,094, but determined the result to not be a match. As previously stated, this is a manual process 
that depends on the accuracy of the data in SURE and the judgment of the county staff 
performing the review. If staff are reviewing the file too quickly or a piece of personal 
information is inaccurately listed in the voter record (such as previously described inaccurate 
DOBs) and therefore does not match, they may incorrectly dismiss the deceased individual 
record as not being a match. 

Additionally, the 897 potentially deceased voters that did not seem to have a death notice could 
have been caused by our data analysis procedures failing to identify the SURE DOH application 
record because of misspellings in SURE and/or DOH death files. On the other hand, it could also 
indicate that there may be a problem in how DOH death files are transmitted to DOS. The 
process to provide DOS, and subsequently the counties, with death records is designed so that 
the counties only receive new death records. This is done to avoid counties having to review 
duplicate records. If, however, there is an update to the record of a deceased individual, this 
update may not be forwarded to DOS and subsequently the counties. As a result, a deceased 
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voter’s registration may not be cancelled.59 It is important that DOS investigate with DOH to 
determine if all appropriate death information is being provided to DOS so all appropriate, 
updated, and corrected death information is provided to the counties for processing. Failure to 
timely remove a deceased voter record increases the risk that records maintained within the 
SURE system are not accurate and therefore, not in compliance with HAVA. 

Recommendations for Finding 2 

We recommend that DOS: 

1. Evaluate the lists of voter registration records with the same DL numbers and potential 
duplicate cases provided by DAG and work with the county election offices to investigate 
and eliminate the specific duplicate information identified during the audit. 

2. Perform additional data analysis and cleansing procedures and work with the counties to 
remove duplicate and incorrect data from the SURE system before migration into the 
replacement system for SURE. 

3. Create automated processes, such as a “hard stop,” to prevent the inclusion of duplicate 
DL numbers in the design of the replacement system for SURE. 

4. Evaluate and update, as needed, the instructions provided to the counties in the SURE job 
aids to ensure they provide adequate guidance on how to check for duplicates in the 
SURE system or the replacement system for SURE.  

5. After conducting the cleansing procedures outlined in Recommendation 2 in preparation 
for migrating to the replacement system for SURE, perform periodic data analysis to 
ensure that duplicate records created in error are identified and removed from SURE in a 
timely manner. 

6. Evaluate the lists of voter records provided by DAG with a DOB listed in SURE as 
January 1, 1800, January 1, 1900, or January 1, 1901 and who appear to be 100 years of 
age or older and instruct the counties to determine the correct DOB and ensure the record 
is still valid and the voter is not deceased. 

59 For example, if the original death record that was sent to DOS and subsequently to a county had an incorrect 
birthdate listed, then the county probably would not have cancelled the voter’s registration due to the non-match of 
the birthdate. If the birthdate was later corrected to update the DOH record, this update may not be forwarded to 
DOS because DOH would recognize the deceased name as one that was previously sent to DOS. The county, 
therefore, would not receive the updated record with the correct birthdate that would provide the match and prompt 
the county to cancel the deceased voter’s registration. 
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7. Create automated processes in the replacement system for SURE to prevent the recording 
of obviously inaccurate DOBs and voter registration dates (e.g., voter registration dates 
prior to DOB). 

8. Evaluate the lists of potentially deceased voters provided by DAG and instruct the 
counties to investigate and take appropriate action to cancel deceased voters’ records in 
SURE.  

9. Consider an additional periodic comparison of the cumulative file of deaths received 
from DOH to records in SURE to identify any voters that may have been missed during 
past reviews. DOS should consider performing the match using data analysis techniques 
and provide matching records to the counties for follow-up. 

10. Work with DOH to ensure the process is working properly regarding forwarding death 
records to DOS with all relevant, appropriate, and corrected information so that counties 
can evaluate the information and cancel the voter registrations of deceased individuals.  
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Finding 3 – The Department of State must implement leading information 

technology security practices and information technology general controls to 

protect the SURE system and ensure the reliability of voter registration 

records. 

The Statewide Uniform Registry of Electors (SURE) was established, in part, to ensure the 
integrity and accuracy of all registration records in the system by prohibiting unauthorized entry, 
modification, or deletion of registration records.60 Protecting the SURE system to ensure the 
reliability of voter registrations is of utmost importance based on recent events, specifically 
related to Russian interference in the 2016 national election. See the Introduction and 

Background section of this audit report for further information regarding the most recent United 
States Senate Intelligence Committee report released in July 2019 stating that voting systems in 
all 50 states were probably targeted in some manner.  

The Department of State (DOS) is working with the Governor’s Office of Administration, Office 
for Information Technology (OA/OIT) to develop a Request for Proposal to replace the SURE 
system given that it is over 15 years old. In a July 2019 report, the Brennan Center, a think tank 
within the New York University School of Law, interviewed DOS leadership and learned that 
“voter registration system replacement is absolutely about security.”61 It is imperative that DOS 
continue with its plans to develop and implement a replacement system to ensure the voter 
registration rolls are secure. 

While conducting our audit procedures related to our audit objective to evaluate security 
protocols of the SURE system, we intended to test both security protocols, including 
cybersecurity controls implemented to protect the SURE system from outside cyber-attacks, as 
well as test information technology general controls (ITGC).62 As described in Finding 1, 
however, DOS refused to provide us access to significant key documents related to the security, 
information technology (IT) controls, and operation of the SURE system.63 Without these critical 
documents, we were unable to satisfy our audit objective to review the security protocols of the 

60 25 Pa.C.S. § 1222(a), (c)(2), (c)(4), (c)(5), and (c)(14).
61

 Brennan Center for Justice. Defending Elections: Federal Funding Needs for State Election Security, 
<https://www.brennancenter.org/sites/default/files/publications/2019_07_DefendingElections_Final.pdf> (accessed 
July 31, 2019). 
62 ITGC are controls that apply to all systems, components, processes, and data for a given organization or IT 
environment. ITGCs must be designed and operating effectively in order to support the security of the systems, as 
well as to ensure application controls, such as edit checks, are operating effectively. 
63 As detailed in Finding 1, DOS contended that they were unable to provide outside security assessments and other 
detailed systems documentation because their election infrastructure was determined to be “critical infrastructure” 
by the US Department of Homeland Security (Homeland Security). However, DOS was unable to obtain 
confirmation of this position from Homeland Security. Further, during the course of the audit we learned that this 
type of information has been provided to auditors in other states. Further, DOS contended that they could not 
provide the information because it was against their policy. The policy in question, however, was not issued by DOS 
until April 23, 2019, after the deadline for providing documents for use during the audit. 
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SURE system and conduct our audit in accordance with applicable Government Auditing 

Standards, since the standards require auditors to evaluate the design and operating effectiveness 
of information systems controls when those controls are significant to the audit objectives.64

Based on the limited information that DOS management did provide to us or through review of 
other available information, we were able to identify gaps between leading IT security practices 
and the current policies, procedures, and practices protecting the SURE system and supporting 
architecture. Specifically, we found: 

� The governance structure of the SURE system and supporting architecture does not 
adequately define oversight and IT management in order to implement effective IT 
controls. 

� DOS management’s vendor oversight practices need to be improved. 

� DOS management’s county-level SURE Equipment Use Policy fails to provide clear 
guidance to counties. 

In addition, during our procedures we identified potential areas of improvement related to 
computer security, ITGCs, and interface controls that we have specifically excluded from this 
report because of the sensitive nature of this information. These conditions and our 
recommendations have been included in a separate, confidential communication to DOS 
management. 

The governance structure of the SURE system and supporting architecture 

does not adequately define oversight and IT management in order to 

implement effective IT controls. 

Since the implementation of the SURE system, DOS has worked with vendors, OA/OIT, and the 
county election offices (counties) to operate, maintain, and secure the SURE system and its 
supporting infrastructure. The following diagram provides an overview of the various individuals 
and organizations that must work together to operate, update, maintain, and secure the SURE 
system. 

64 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Paragraph 6.24 states 
that, “When information systems controls are determined to be significant to the audit objectives or when the 
effectiveness of significant controls is dependent on the effectiveness of information system controls, auditors 
should then evaluate the design and operating effectiveness of such controls.” According to paragraph 215b, 
Government Auditing Standards uses the word should to indicate a presumptively mandatory requirement with 
which auditors must comply in all cases where such a requirement is relevant except in rare cases where auditors 
perform alternate procedures to achieve the intent of the requirement. In the case of the SURE audit, given the lack 
of documentation provided by DOS, no alternative procedures were possible. 
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In addition, DOS was unable to describe or document the structure for responsibility and 
authority over the maintenance and operation of the SURE system and infrastructure. We 
requested a description of the working and reporting relationships of the various parties 
responsible for maintaining and securing the SURE system. DOS management was able to 
provide organizational charts for the technology groups in DOS and OA/OIT, and simply stated 
that there are no inter-organizational reporting relationships, but rather collaborative peer 
relationships.66 We found this organizational structure unclear and were not provided with a 
document that would define authority and responsibility for these “collaborative peer 
relationships” described by DOS management. 

The Commonwealth’s standards over internal control state that management must establish an 
organizational structure, assign responsibility, and delegate authority in order to achieve its 
objectives. Additionally, the standards state the establishment of an oversight body to oversee its 
internal control system is foundational to effective internal controls and documentation of its 
internal controls systems must be adequate.67

Without a clearly defined governance structure and clear reporting relationships, silos of 
information may develop that could foster miscommunication and security gaps. It is imperative 
that the roles of an oversight body and IT management for maintaining and securing the SURE 
system be clearly defined in a governance document that provides guidance and structure to the 
organization. In the current high-risk environment, when outside actors have an interest in 
disrupting American elections and interfering with our democracy, clear lines of communication 
and authority are essential to timely and effectively responding to cyber threats and attacks. 

DOS management’s vendor oversight practices need to be improved. 

DOS management relies on service organizations (vendors) for the operation and maintenance of 
key parts of the SURE system and its supporting infrastructure. These vendors were procured 
through contracts with other Commonwealth agencies, such as the Pennsylvania Department of 
Transportation (PennDOT) and the Governors’ Office of Administration (OA), but provide 
services relevant to supporting the SURE system’s operation and maintenance. Our procedures 
to review DOS’s vendor management controls included requesting key vendors’ System and 
Organization Control (SOC) reports, which are reports on a service organization’s controls by an 
independent auditor. DOS management is required by Commonwealth policy to obtain and 
review vendor’s SOC reports or perform other vendor monitoring when controls at the vendor 

66 DOS and OA/OIT use vendors, organizations working under an agreement with DOS or OA/OIT, to maintain and 
operate specific systems, as well as staff-augmentation contractors, hired to supplement Commonwealth employees, 
to perform similar functions as employees. 
67The United States Government Accountability Office, Standards for Internal Control in the Federal Government, 
sections 2.01, 3.01, and 3.09. The Pennsylvania Governor’s Office adopted these federal standards for all 
Commonwealth agencies within Management Directive 325.12, effective July 1, 2015. 
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are integral to the agency’s system of internal controls.68 Additionally, the Pennsylvania 
Department of General Services’ (DGS) IT Contracts Terms and Conditions procurement policy 
requires that vendor contracts contain specific language regarding security, confidentiality, and 
audit provisions to aid in ensuring the security and confidentiality of the SURE system and data. 

DOS management could not provide the SOC reports for service organizations or evidence that it 
reviewed the SOC reports and assessed whether controls at the service organizations were 
appropriately designed and operating effectively. In addition, DOS management could not 
provide evidence that they had reviewed any complementary user entity controls noted in the 
SOC reports and ensured that they were operating effectively at PennDOT and OA. Further, 
DOS management did not have the vendor contracts readily available for review and referred us 
to other Commonwealth agencies. Finally, DOS agreements with PennDOT did not require 
PennDOT’s contracts with their vendors to include DGS’s IT Contract Terms and Conditions to 
ensure the security of the SURE system and data. 

Without adequate, documented monitoring of vendor controls and security practices, DOS 
management cannot be assured that the vendors are properly securing the SURE system and 
infrastructure. 

DOS management’s county-level SURE Equipment Use Policy fails to provide 

clear guidance to counties. 

The SURE Equipment Use Policy (policy) imposes requirements on county users of the SURE 
system for appropriate use of the IT equipment provided by DOS management.69 Specifically, 
this policy requires appropriate physical security for SURE system components located at the 
counties. The policy describes procedures for connecting county-owned equipment to the SURE 
system and prohibits the following: 

� Installation of software on DOS-provided equipment. 

� Use of SURE network equipment for non-SURE network traffic. 

� Sharing user IDs and passwords. 

68 Management Directive 325.13, Service Organization Controls, establishes responsibilities for the oversight and 
evaluation of external parties (known as service organizations) likely to be relevant to an agency’s internal controls, 
such as vendors that operate and maintain systems key to the SURE system. The Management Directive requires 
agencies to obtain and review SOC reports and/or perform other monitoring activities to understand the controls 
each service organization maintains, as well as how each service organization’s internal controls system interacts 
with the agency’s internal control system. 
69 During the audit, we received two versions of the SURE Equipment Use Policy with different dates and slightly 
different information, one version from a county and one version from DOS management. Further, we saw on the 
SURE User ID Request Form which must be signed by new SURE users, a reference to a policy entitled, SURE 

User and Equipment Policy, which was not provided for review. 
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The policy fails to include the additional responsibilities for security if the county chooses to 
connect county-owned equipment to the SURE system. The policy also fails to require use of a 
form to request and approve such deviations to track and monitor nonconformities from the 
preferred network architectural model or the use of county-owned equipment. Requiring the use 
of a form to request such changes would formalize the process for these deviations and provide a 
system for logging and monitoring associated risks. 

DOS management did not provide us with the most recent (updated in 2012) version of the 
policy. We were unable to determine whether new users were provided the most recent version 
and whether county network administrators, who are responsible for maintaining the SURE 
system architecture but who might not be given SURE user IDs, are required to review and sign 
the policy. Further, the policy was referenced on the SURE User ID Request Form under another 
name, the SURE User and Equipment Policy, which may cause confusion among users. Finally, 
there is no master list of all SURE system policies applicable to the counties and their IT vendors 
which clearly specifies the most recent approved versions for each policy. 

It is important that DOS management provide clear guidance to counties on the use, 
maintenance, and configuration of equipment connected to the SURE system, and it is vital that 
the SURE IT management team (DOS, OA/OIT, contractors, and vendors) continue to 
implement leading security practices, such as those specified in the recent Best Practices for 

Securing Election Systems document issued by the United States Department of Homeland 
Security, Cybersecurity and Infrastructure Security Agency (DHS-CISA).70 Without adequate 
security over the system, the voter registration rolls may be vulnerable to fraud, manipulation, 
deletion, and extraction by malicious actors who intend to disrupt elections across Pennsylvania. 
Ensuring leading practices are implemented and consistently documented will help to ensure the 
integrity of the voter rolls and facilitate efficient and fair elections. 

Recommendations for Finding 3

We recommend that the Secretary of the Commonwealth:  

1. Consider creating an oversight body to regularly meet about the SURE system consisting 
of members with SURE system knowledge, relevant expertise, and the appropriate 
independence needed to fulfill such oversight duties. The Secretary should consider 
appointing members that represent all key stakeholders of the SURE system including the 
counties and OA/OIT. 

70 <https://www.us-cert.gov/ncas/tips/ST19-002> (accessed May 23, 3019). 
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We recommend that DOS management:  

2. Coordinate with OA/OIT to develop a governance structure that will provide clear lines 
of authority in operation, maintenance, and security of the SURE system and its 
supporting infrastructure. This control structure should address all parties with access to 
and/or responsibility for the SURE system and its supporting infrastructure and should be 
formalized in a governance document that is formally adopted by DOS and OA/OIT. 

3. Continue with plans to replace the SURE system with a more up-to-date system that 
includes current leading security features. 

4. Implement, along with OA/OIT, the security guidelines issued by DHS-CISA in May 
2019, Best Practices for Securing Election Systems. 

5. Ensure agreements with other agencies include requirements that vendors comply with all 
Commonwealth security policies and that the agencies update vendor contracts to include 
the most recent DGS IT Contracts Terms and Conditions for security, confidentiality, and 
audit provisions. 

6. Monitor vendors through a documented process that complies with Management 
Directive 325.13, Service Organization Controls, including documented reviews of SOC 
reports.  

7. Collaborate with PennDOT and OA/OIT to identify key contacts at each agency and 
delivery center who would provide oversight and evaluation of each service 
organization’s internal controls. Specific consideration should be given to the following: 

a. Timely reviewing SOC reports and documenting the assessment of the review. 

b. Reviewing SOC reports for noted exceptions that may affect DOS processes and 
following up with the vendor’s corrective action plans. 

c. Reviewing SOC reports’ complementary user entity controls to ensure those controls 
are in place and operating effectively at agencies and/or applicable sub-service 
organizations. 

d. Ensuring SOC report results are communicated to all affected agencies and escalation 
procedures exist when the report(s) includes control objective exceptions, testing 
deviations, or a qualified opinion.  

8. Update the SURE Equipment Use Policy to address the risk of counties connecting 
county-owned equipment to the SURE system or deviating from the preferred 
architectural model. 
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9. Consider instituting the use of a form for counties to request and receive approval from 
DOS for deviations from the approved network architectural model or the use of county-
owned equipment. 

10. Ensure that all county users, including county administrators and vendors, review and 
sign an updated version of the SURE Equipment Use Policy. 

11. Correct the reference to the SURE User and Equipment Policy on the SURE User ID 

Request Form to eliminate confusion as to policy requirements applicable to county users 
of the SURE system. 

12. Create a master list of all SURE system policies applicable to the counties and their IT 
vendors, which clearly specifies the most recent approved versions for each policy. 
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Finding 4 – Voter record information is inaccurate due to weaknesses in the 

voter registration application process and the maintenance of voter records 

in the SURE system. 

The Help America Vote Act (HAVA) outlines minimum standards for the accuracy of voter 
registration records and requires states including Pennsylvania, to perform list maintenance on a 
regular basis to remove ineligible voters and voters who have not: (1) responded to a notice; and 
(2) have not voted in two consecutive general elections for Federal office.71

Pursuant to HAVA, each State acting through its chief state election official (for Pennsylvania 
this is the Department of State (DOS)), must: 

Implement a single, uniform, official, centralized, interactive computerized 
statewide voter registration list defined, maintained, and administered at the 
State level that contains the name and registration information of every legally 
registered voter in the state.72

DOS’ implementation and use of the Statewide Uniform Registry of Electors (SURE) system, as 
discussed throughout this report, is intended to fulfill this requirement. Based on our audit 
procedures covering the period January 1, 2016 through April 16, 2019, it appears that DOS and 
county election offices (counties) generally utilize the SURE system as designed. The counties 
perform list maintenance on voter records in order to attempt to comply with federal and state 
laws. We found, however, that the SURE system and supporting processes and controls 
(collectively Pennsylvania’s voter registration process) are not effective to ensure that voter 
registration information is accurate. Based on federal and state law, accuracy with regard to voter 
registration information includes the following: 

� Only eligible voters are registered to vote.  

� All information fields within voters’ records agree with information provided on the 
application form. 

� All applications are timely processed to ensure information is current. 

� Each voter has one unique record. 

71 See 52 U.S.C. § 21083, including Subsection (a) “Computerized statewide voter registration list requirements” 
and Subsection (a)(4) “Minimum standard for accuracy of State voter registration records.” 
A notice is correspondence mailed by a county election office to a voter requesting the voter to confirm their 
address. A notice is mailed due to either the individual not voting for five consecutive years or information the 
Department of State obtains from the United States Postal Service regarding a potential change of address for the 
voter. For the purpose of this audit, a “voter” is a person who is registered to vote in Pennsylvania. It does not 
indicate that the person has voted in an election. 
72 52 U.S.C. § 21083(a)(1)(A).   
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� Each voter is assigned the correct voting status, e.g., active versus inactive.73

� All ineligible voters are removed from the registration rolls in a timely manner. 

Inaccuracies presented in Finding 2, as well as information discussed later in this finding, 
demonstrate that Pennsylvania’s voter registration process does not adequately ensure that the 
voter registration information within the SURE system is accurate.  

Based on our audit procedures, we identified several reasons why inaccuracies occur within 
Pennsylvania’s voter registration process. This finding categorizes reasons into the following two 
areas, noting where each reason is discussed within the report after each listed item:  

� Weaknesses within the voter registration application (application) process. 

� Weaknesses regarding the maintenance of voter registration records (list 
maintenance) within the SURE system.  

Weaknesses within the application process 

� No review is required to ensure that data on the application form is being accurately 
entered into SURE either at the time of data entry or on a routine basis after data entry. 
(See below) 

� Automated edit checks and other features that would prevent or detect inaccuracies are 
not sufficiently incorporated into the SURE system. (See Findings 2 & 5) 

� The process to search for duplicate records is predominately a manual process and is 
inadequate. (See Finding 2) 

� County staff added a generic date of birth (DOB) (e.g., January 1, 1900) in the SURE 
system for thousands of voters when the counties migrated their data into the SURE 
system upon implementation between 2003 and 2005 and never corrected those dates. 
(See Finding 2) 

� Applications remain in pending status for long time periods, indefinitely in some cases. 
(See below) 

� The source documents for some voter record information have not been maintained by 
the counties due to a lack of clear record retention guidance. (See Finding 6)

Weaknesses regarding the maintenance of voter registration records within the SURE 

system 

� Although list maintenance activities are performed by counties, insufficient analysis and 
monitoring has resulted in inaccurate data in the voter records. (See below) 

73 A voter in active status can vote after signing the poll book at their polling place. A voter is to be placed in 
inactive status if they have not voted nor had any communication with the county election office in at least five 
years. An inactive voter is still able to vote but will need to sign an affidavit to confirm their continued eligibility at 
their polling place before casting their ballot. 
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� Voters who should be classified as inactive or whose records should be cancelled 
according to state law remain in an incorrect status within the SURE system. (See below)  

� The process to search for deceased voters is predominately a manual process and is 
inadequate. (See Finding 2) 

� DOS does not fully utilize the list maintenance feature it pays for as a member of the 
Electronic Registration Information Center (ERIC).74 (See below) 

The following sections describe the weaknesses within the application process and the 
maintenance of voter registration records within SURE that are not presented in other findings. 

Weaknesses within the application process 

As part of our audit procedures, we visited seven counties to gain an understanding of how the 
counties process applications in SURE, including procedures for applications received 
electronically and for applications received in paper format. Our analysis included the 
procedures for both new applications and updates to voter records.  

For paper applications, county staff manually enter all of the application information into SURE. 
Applications electronically received, either online or through the Pennsylvania Department of 
Transportation (PennDOT) Motor Voter system, require less manual input from staff. While 
there are times when county staff may need to make edits to the information, such as moving 
data to the correct field, generally speaking, the data entry part is completed by the applicant.75

County staff only need to review to ensure that the required information is present, conduct 
duplicate voter record checks (discussed in Finding 2), and assign the voter to the correct 
precinct.  

Whether the applicant submits an application in paper format or electronically through DOS’ 
website as part of the application process, the SURE system requires county staff to run a 
mandated HAVA check prior to completing the registration process.76 The HAVA check 
compares the applicant’s information supplied on the application to either the information 
maintained by PennDOT or the U.S. Social Security Administration. These comparisons are only 
performed if the individual has provided either a Pennsylvania driver’s license (DL) or 
Pennsylvania identification (ID) number and/or the last four digits of their Social Security 
number (SSN).77 Providing this information on the application is not mandatory. If the 

74 ERIC is a non-profit corporation governed by a board of directors made up of member-states, including 
Pennsylvania. https://ericstates.org/who-we-are/ (accessed August 12, 2019). 
75 An example of an edit that may be required is if the house number is located in the field for the street name rather 
than the field for the house number.  
76 52 U.S.C. § 21083(a)(5) “Verification of voter registration information.” 
77 The HAVA check includes: checking the applicant’s first two characters of last name in conjunction with the 
PennDOT DL or ID number and DOB, if the applicant supplied their DL or ID number. If the applicant supplied the 
last four digits of their SSN, the check includes: checking the applicant’s last name, first name, middle initial, last 
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information provided on the application matches the HAVA check results, the registration is 
automatically approved. If any of the information provided on the application does not match 
and the county staff confirms that in the case of paper copy applications that there was not a data 
entry error, the application is placed in pending status (discussed later in this finding). At this 
point, a HAVA non-match letter is generated through SURE that the county mails to the 
applicant requesting clarification of the information provided. 

No review is required to ensure that data on the application form is being accurately entered 

into SURE either at the time of data entry or on a routine basis after data entry. 

Based on our audit procedures, neither DOS nor the SURE system itself require counties to have 
a second person, whether a colleague or supervisor, to double-check the accuracy of data entry 
performed so that typographical errors can be immediately corrected at the time the applications 
are processed. According to our survey results, at least 35 of the 65 counties that responded have 
two or fewer people in the elections office, which could make a required second person or 
supervisory review process difficult.78 We understand that during peak processing times it may 
not be practical for counties to double-check data entry accuracy for application processing; 
however, this does not negate the risk that data entry errors will likely occur. Efforts should be 
made to mitigate this risk by routinely reviewing the data entry information as frequently as 
possible to detect and correct typographical errors. 

Based on our discussion with DOS management, we also found that DOS does not provide 
guidance to counties regarding reviews of data entry information to ensure accuracy. Based on 
responses from the survey however, we found that some counties have implemented their own 
rules for reviewing data entered into SURE for applications. As part of the survey, we asked 
county directors if they reviewed work performed in SURE by county staff to help ensure 
accuracy of voter records.79 Only 35 of the 64 counties (less than 55 percent) that responded to 
this particular question indicated that they review work performed by county staff in SURE. The 
responses regarding the frequency of reviews conducted included comments such as, “as 
needed,” “as time allows,” “monthly,” “weekly,” and “daily.” One county indicated that its staff 
performs a weekly review of voter information to determine if there are any records with 
duplicate DL numbers, names, DOB, and addresses. In addition, the same county indicated that a 
monthly review is performed to determine if any records are missing party affiliation or precinct 
designation.  

four digits of the SSN, and DOB. An applicant can indicate on their application that they do not have a DL, ID or 
SSN. As with all first time voters, the applicant must show one form of approved identification (see list in Appendix 

C) when voting for the first time. 
78 The information is based upon responses from the counties in the county survey performed as part of our audit 
procedures. See Appendix H for a copy of the survey sent to the counties. 
79 A total of 65 of the 67 counties provided responses to our questions either during the on-site interviews or by 
returning the survey; however, not all of the counties responded to every question in the survey. 
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Due to staff limitations in some counties, it may not be feasible for every county to conduct 
weekly checks; however, routine reviews and data analysis would help to identify missing and 
inaccurate data as well as ensure the accuracy of the voter records maintained in SURE. See 
Finding 2 for details on our data analysis results that indicates thousands of potentially 
inaccurate voter records exist.  

In addition to the counties performing periodic reviews of voter information, it would be 
beneficial for DOS to analyze voter information data on a statewide basis for accuracy and 
reasonableness. When inaccurate data is entered into SURE, other procedures designed to keep 
the SURE system accurate, such as the duplicate check, cannot work effectively because exact 
matches are less likely. Therefore, DOS and counties should be performing periodic analyses of 
the voter information data for missing and/or inaccurate data. 

In addition to DOS and counties performing internal reviews of the data in SURE, another 
available option is for DOS to contract with a third-party vendor to review the data and perform 
an analysis. Such an analysis would be similar to that performed during our audit procedures to 
identify potentially inaccurate or missing data in voter records for DOS and/or counties to 
investigate and resolve.  

Applications remain in pending status for long time periods, indefinitely in some cases. 

Applications (both initial applications and applications to update existing voter record 
information such as name, address, political party) received by the counties that are missing 
required data, such as personal information, party selection, or a signature, are placed into a 
pending status in SURE. DOS management stated that counties are to follow-up with the 
applicant and request the missing information in order for the application to be processed. 
Additionally, if the HAVA check portion of the voter registration process results in a non-match, 
the application is placed into pending status while awaiting follow-up with the applicant.  

According to DOS management, there is currently no criteria established requiring counties to 
follow-up or reject an application that remains in pending status after a certain amount of time 
has elapsed (this issue is further discussed in Finding 7). Based on data analysis, as of October 9, 
2018, there were 91,495 applications in pending status, including applications from all 67 
counties.80 The following table provides a summary of the applications in pending status as of 
October 9, 2018, based on the age of the pending record: 

80 According to interviews with both DOS and county staff, work to clear applications from pending status occurs up 
through each election, which in this case was November 6, 2018. County staff therefore had approximately one 
month from October 9, 2018 through November 6, 2018, to further process the applications and potentially remove 
some from pending status. 
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Applications in Pending Status81

As of October 9, 2018
Number of Months/Years 

the Application had been in Pending Status

Number of 

Applications Percent 

0 to 30 days 25,022   27.35% 

31 to 180 days   7,958     8.70% 

181 to 365 days   3,738     4.09% 

12 to 24 months 12,639   13.81% 

24 to 33 months 18,932   20.69% 

Subtotal: Number of applications placed in pending 

status during our audit period (January 1, 2016 

forward) 68,289   74.64% 

33 months to 4 years   4,498     4.92% 

4 to 6 years   3,396     3.71% 

6 to 8 years   3,526     3.85% 

8 to 10 years   4,235     4.63% 

More than 10 years   7,551     8.25% 

Subtotal: Number of applications placed in pending 

status prior to the beginning of our audit period 

(January 1, 2016) 23,206   25.36% 

Total 91,495 100.00% 
Source: This table was compiled by the staff of the Department of the Auditor General from data received 

from the SURE system. We determined that the reliability of this data had significant limitations in 

regards to completeness and accuracy as noted in Appendix A. Although this determination may affect the 

precision of the numbers we present, there is sufficient evidence in total to support our findings and 

conclusions.

As reflected in the above table, a record can remain in pending status indefinitely. More than 
7,500 applications have been in pending status for more than 10 years. DOS management stated 
that they have asked counties to review pending applications and reject them, if appropriate. 
Based on the number of pending applications, it does not appear that counties have made the 
cancellation of older pending applications a priority.  

Further, it appears that many of the applicants with records in pending status have submitted 
subsequent applications (either a new request to register to vote or to update their existing voter 
record information) which would potentially make the prior pending application moot. We found 
16,000 pending records that matched a subsequent application filed by the same voter.  

Based on additional analysis performed, we determined that almost 95 percent of the 68,289 
applications placed into pending status during our audit period, or 64,587, were awaiting a 
response from the applicant in order to further process the application while approximately 5 
percent required action by the county to complete processing. 

81 A list of these records has been provided to DOS to allow them to instruct the county election staff to review the 
records and make a determination as to whether they should be processed further or rejected.  
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Of the 64,587 applications that were awaiting a response from the applicant, 16,206 were 
pending while awaiting a response from the applicant who was sent a HAVA non-match letter. 
DOS management stated that there is no legal basis under federal or state law to reject or delay 
the processing of a voter registration application based solely on a HAVA non-match. Therefore, 
for these 16,206 applications, county election staff is responsible for making a determination as 
to whether there are grounds for rejection or if the applications should be processed for approval.  

When an individual’s application is placed in pending status due to the applicant not providing 
all required information, they are sent a letter explaining the deficiency and requesting the 
missing information. When an individual’s application is placed in pending status because it 
requires action by the county to continue processing, it is possible that the applicant may be 
unaware that their registration has not been approved, and therefore is not eligible to vote. We 
believe that the number of applications in pending status would be drastically reduced if 
guidelines existed requiring counties to: (1) take action within a certain time period on 
applications that require further review or processing by the county, and (2) reject incomplete 
applications if the applicant does not respond to the county’s inquiry within a certain timeframe. 
If an application must be rejected, a notice would be mailed to the applicant. This would help to 
ensure that the applicant is notified that they have not been registered and therefore are unable to 
vote. Once rejected, an individual has the ability, if they so choose, to again register to vote, 
which would start the process again. We believe, and DOS management agreed, that it is better 
for an individual to have their registration rejected than to have it remain in indefinite pending 
status. DOS should work with its legal office to determine whether the above-suggested 
guidelines can be implemented. 

Weaknesses regarding the maintenance of voter registration records within 

the SURE system 

Pennsylvania voter registration laws require the maintenance of a database containing records for 
all registered voters. It also requires that the database permit the sending of notices regarding 
death, change of address, or other information affecting the qualifications of an applicant or 
registration of a registered voter, and identify duplicate voter registrations on a county and 
statewide basis.82 State law also requires the removal of voters and use of National Change of 
Address (NCOA) on a periodic basis, but not less than once every calendar year, to identify 
registered voters who may have changed addresses.83 These requirements are to help ensure that 
voter records for individuals who are no longer eligible to vote are cancelled in a timely manner 
and that voter records are properly updated for those voters who have moved to a new county. 

82 Pennsylvania Voter Registration Law (PVRL) – 25 Pa.C.S. §§ 1201(3) and 1222(c). See also 25 Pa.C.S. § 1901(b) 
“Voter removal program.” 
83 Ibid. at 25 Pa.C.S. § 1901(b). 
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Federal and state election law governs the election cycle in Pennsylvania.84 Each county must 
complete specific tasks, such as completing list maintenance activities no later than 90 days prior 
to the general election in order to comply with these laws. List maintenance of the computerized 
list must be performed on a regular basis and must be conducted in a manner that ensures that:  

� The name of each registered voter appears in the computerized list. 

� Only voters who are not registered or who are not eligible to vote are removed from the 
computerized list. 

� Duplicate names are eliminated from the computerized list.85

As noted in the Introduction and Background section, elections in Pennsylvania are a function of 
local elections offices. DOS, however, also has certain authority over the state’s elections. The 
counties own the voter registration records, but federal law placed the requirement to create and 
maintain the SURE system with DOS. DOS must ensure that voter registration records are 
accurate and are updated regularly. As a result, DOS provides oversight to the counties to ensure 
that they complete all required tasks in accordance with the governing law, but DOS does not 
have any authority over the counties, which are governed by county commissioners or a county 
executive. There is a delicate balance between DOS and the counties. DOS needs the counties to 
do what they are statutorily required to do, but lacks the power to mandate compliance or to 
simply do the required work itself.  

The following sections describe the weaknesses we found related to the maintenance of voter 
registration records. 

Although list maintenance activities are performed by counties, insufficient analysis and 

monitoring has resulted in inaccurate data in the voter records. 

During our review of DOS reports, analysis of SURE data, and testing performed on voter 
records, we saw evidence that counties had performed required list maintenance activities on 
voter records.86 The annual report presented by DOS to the Pennsylvania General Assembly 
includes information, by county, of the number of voters affected by list maintenance activities. 
DOS also provided us with examples of emails between the Help Desk and DOS staff regarding 
county progress in conducting list maintenance, such as the number of voter records given to a 

84 Help America Vote Act (HAVA) – 52 U.S.C. § 21083(a)-(b); PVRL – 25 Pa.C.S. §§ 1201(3), 1222(c), and 
1901(b)(1)(i). 
85 52 U.S.C. § 21083, Subsection (a)(2) “Computerized list maintenance” and Subsection (B) “Conduct.” 

Pennsylvania election law assigns the responsibility of maintaining voter records to the county election offices. 
86 List maintenance activities are prescribed by law and are performed by counties to help ensure that the voter rolls 
remain up to date and accurate. Such activities include an annual change of address mailing and a five year mailing 
to voters who have not voted in two federal general elections. See 25 Pa.C.S. § 1901(c) and (d). 
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county to follow up regarding the NCOA process and how many of those voters were sent 
correspondence, confirming follow-up was performed.87

Additionally, we analyzed the data in the application table from the SURE system to look for 
indications that counties performed list maintenance activities as required by federal and state 
law.88 The results of our testing indicated that all 67 counties had updated voter records for list 
maintenance activities and, therefore, had performed some type of list maintenance during the 
audit period January 1, 2016 through October 9, 2018. Based on information contained in the 
SURE system, there were indications that all 67 counties had updated records for change of 
address, deceased individuals, and inactive voters. Virtually all counties’ data had indications of 
list maintenance activities in each of 2016, 2017, and through October 9, 2018.89 There are 
limitations in the data received from the SURE system that prevent a high level of assurance in 
the data analysis results; however, the data appeared to corroborate DOS management’s 
statement that all counties performed required list maintenance activities annually during our 
audit period.90

Additionally, as part of our audit procedures, we visited seven counties between July 11, 2018 
and September 11, 2018. The NCOA mailings (a required list maintenance activity) are typically 
conducted during the summer when the counties are between election cycles. During our visits 
we observed counties processing responses to the NCOA mailings, which further verifies that 
they conducted the NCOA process. 

While the above scenarios appeared to corroborate DOS management’s assertion that all counties 
perform the required list maintenance, the effectiveness of the list maintenance activities is 
largely based on the accuracy of the existing voter records. As explained in Finding 2, 
insufficient analysis is being performed to identify duplicate voters during the application 
process and to identify all deceased voters on the voter rolls. Issues also exist with the accuracy 
of voter records, including missing or incorrect birthdates, duplicate records, and potentially 
deceased voters that remain on the voter rolls. As the list maintenance process is dependent upon 

87 The NCOA includes mailing a notice to each voter that was identified as having possibly moved in the last year. 
The data is provided to DOS by ERIC. 
88 The application table contains the history of all additions and changes made to voter registration records since the 
implementation of the SURE system in 2003 through 2005. Each change to a voter registration record is captured as 
a record in the application table. See 52 U.S.C. § 21083(a)(2) “Computerized list maintenance” and 25 Pa.C.S. § 
1901(b) “Voter removal program.” 
89 The application table data for one small county that contained only four list maintenance records in 2017 
contained no list maintenance records in 2016. We deemed the level of list maintenance activity reasonable for that 
small county. The data also included no indication of list maintenance performed by one other county during 
approximately the first nine months of 2018 (January 1, 2018 through October 9, 2018, the date our data was 
extracted by DOS), but there was still time for that county to complete its list maintenance activities by the end of 
calendar 2018. 
90 We determined that the reliability of this data had significant limitations regarding completeness and accuracy as 
noted in Appendix A. Although this determination may affect the precision of the numbers we present, there is 
sufficient evidence in total to support our findings and conclusions. 
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accurate voter record data in order to identify individuals, until the inaccurate voter record 
information is corrected, the list maintenance activities will only be marginally effective.  

DOS management stated that it regularly monitors the work performed by counties; however, it 
does not have standard operating procedures formalizing the monitoring conducted, nor does it 
monitor whether the work by the counties is adequately performed.91 DOS management stated 
that there are multiple DOS staff members who regularly receive emails from the Help Desk that 
update them on the status of work performed in SURE by each county. DOS management 
provided us with examples that included daily automated emails indicating if list maintenance 
processes have been completed, what counties have certified their voter registration statistics, 
and what counties have started/completed printing their poll books for an election. There are no 
written procedures, however, to document the frequency and which staff members are ultimately 
responsible for monitoring the various types of work performed by the counties. Additionally, 
DOS staff does not maintain a centralized document to track the status of work performed by 
each county. As a result of DOS staff not maintaining a centralized document, DOS is unable to 
document the work done to track the status of the counties’ work in order to determine if there 
are any county election offices that need to be notified/reminded of required work necessary to 
meet established deadlines or confirm that all required tasks have been completed by each 
county. Therefore, we could not confirm that DOS regularly monitored each county for required 
tasks.  

It is imperative that standard operating procedures be formalized to ensure that there is clear 
direction on when and what monitoring is to be performed of the counties, as well as who at 
DOS is responsible for performing the monitoring. Both DOS and counties must work together 
to ensure that all processes are completed in a timely manner so that all eligible persons who 
have applied to register to vote are allowed to vote. 

Voters who should be classified as inactive or whose records should be cancelled according to 

state law remain in an incorrect status within the SURE system. 

State law requires that voters without any activity for five years be placed in inactive status.92 In 
order to test that all counties were performing list maintenance activities to identify inactive 
voters, we performed data analysis to look for voters who should have been changed to inactive 
status based on the required criteria. We identified 96,830 active registered voters who had no 
activity in the past five years (e.g., they did not vote, did not change their address, did not change 

91 Examples of county work that DOS monitors includes ensuring applications are being processed, list maintenance 
is being performed, poll books are printed timely prior to an election, and that voter registration statistics are 
certified. 
92 As defined in Pennsylvania Voter Registration Law (PVRL) (Act 3 of 2002), 25 Pa.C.S. § 1901(c), registered 
voters are to be identified as inactive when they have not responded to a mailed notice from the county based on 
information received by either DOS or the county that a registered voter has moved. Additionally, the law indicates 
that registered voters should be identified as inactive when they have not responded to a mailed notice from the 
county when they have not voted within the last five years. 
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political party, etc.). These voter records likely should have been placed into inactive status by 
counties when performing required list maintenance procedures unless there was some form of 
communication between the county and voter that was not included in the data we analyzed. As 
reported in the following table, almost 44 percent of the total 96,830 stale, but still active, voter 
records were voters registered in Allegheny County:93

Active Registered Voters as of October 9, 2018 with no Activity During the Period 

October 9, 2013 through October 9, 2018 (Five Years with no Activity) by County

Countya/ Number of Voters Percentage of Total Voters 

Allegheny 42,437   43.83% 

Cumberland 13,215   13.65% 

Luzerne   7,395     7.64% 

Northumberland   6,164     6.36% 

Philadelphia   6,280     6.48% 

48 counties  21,339   22.04% 

Total 96,830 100.00% 
a/ - Our analysis did not find any stale voters in 14 of the 67 Pennsylvania counties. 

Source: This table was compiled by the staff of the Department of the Auditor General from data received from the 

SURE system. We determined that the reliability of this data had significant limitations in regards to completeness 

and accuracy as noted in Appendix A. Further, we used the “date last voted” field, in part, for this analysis. As 

noted in Appendix A, this field is of undetermined reliability. Although these determinations may affect the precision 

of the numbers we present, there is sufficient evidence in total to support our findings and conclusions. 

The law also requires that voters who have already been placed into inactive status and who fail 
to vote in the following two federal general elections should have their voter record cancelled.94

Using our data analysis procedures, we found that 17 of the 67 counties had a total of 65,533 
records of inactive registered voters who had not voted since the 2008 federal general election 
and therefore should have been cancelled, but remained registered in inactive status as of 
October 9, 2018. The following table provides detail regarding the four counties that account for 
60 percent of these inactive registered voters and the amount of voters from the remaining 13 
counties:

93 For purposes of this finding, we consider a stale voter record to be voters that we identified as being in active 
status in spite of meeting the criteria to be moved to inactive status. 
94 PVRL (Act 3 of 2002), 25 Pa.C.S. § 1901(d)(1)(ii)(B). 
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Registered Voters who had been Inactive from 2003 through 2008 and who had Not 

Voted since the 2008 Federal Election but who had Not Been Cancelled as of October 9, 

2018, by County
County Voters Percentage of Total Voters 

York 13,520   20.63% 

Erie   9,873   15.07% 

Allegheny   9,098   13.88% 

Westmoreland   7,404   11.30% 

13 other counties 25,638   39.12% 

Total 65,533 100.00% 
Source: This table was compiled by the staff of the Department of the Auditor General from data received from the 

SURE system. We determined that the reliability of this data had significant limitations in regards to completeness 

and accuracy as noted in Appendix A. Further, we used the “date last voted” field for this analysis. As noted in 

Appendix A, this field is of undetermined reliability. Although these determinations may affect the precision of the 

numbers we present, there is sufficient evidence in total to support our findings and conclusions. 

Possible reasons for the counties’ failure to move stale voters who meet the applicable criteria to 
inactive status or to cancel inactive voters’ records could vary from simple oversight to not being 
able to complete list maintenance activities due to several special elections.95 We did not conduct 
interviews with representatives from each county, and therefore did not determine the actual 
reasons. In failing to properly classify active voters as inactive and subsequently removing 
inactive voters from the voter rolls after the established time periods, counties are not complying 
with state law and are increasing the risk of fraudulent voting. In addition, since current controls 
to identify and remove deceased voters’ records (discussed in Finding 2) appear to not be 
functioning in all cases, removal of inactive voters’ records becomes more important as a 
safeguard against deceased individuals’ voting records remaining active. In addition to these 
concerns, inaccurate voter rolls could also affect other voting related aspects, such as the size of 
an election district, which should not contain more than 1,200 registered voters, and the amount 
of funding for elections, including funding for voting machines, which is based on the number of 
eligible voters by county.96

As discussed throughout the finding, inaccurate information associated with a voter’s record can 
inhibit a county’s ability to keep their rolls up to date. As previously mentioned, list maintenance 
depends on the ability to match information provided for individuals to voter registration records. 
If information in a voter registration record is inaccurate, county election staff may erroneously 
disregard the information as not being a match to an existing voter record, which allows 

95 A special election is scheduled by the General Assembly in order to fill a vacancy due to the current elected 
official no longer being able to hold office such as due to death or retirement. Pursuant to the National Voter 
Registration Act (NVRA), 52 U.S.C. § 20507(c)(2)(A), and the PVRL (Act 3 of 2002), 25 Pa.C.S. § 1901(b)(4), a 
voter’s record cannot be cancelled due to list maintenance within 90 days of an election. 
96 Pennsylvania Election Code Act of June 3, 1937, P.L. 1333, No. 320 Article V, § 502 “Court to Create New 
Election.” See 25 P.S. § 2702, as amended. https://www.legis.state.pa.us/WU01/LI/LI/US/PDF/1937/0/0320..PDF
(accessed June 7, 2019). Letter from DOS to the U.S. Election Assistance Commission with their narrative of how 
they will distribute the HAVA money. https://www.eac.gov/havadocuments/PA_narrative_Budget.pdf (accessed 
June 10, 2019). 
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duplicate voters to be included in the voter rolls. Inaccurate information can also result in a 
failure to cancel an ineligible voter’s record, such as a voter who has died. Beyond the fact that 
the law requires that the voter rolls be maintained to include accurate information, accurate, up-
to-date voter rolls are helpful to the voters by minimizing disruption at the polling places due to 
inaccurate information in the poll books.  

DOS does not fully utilize the list maintenance feature it pays for as a member of ERIC. 

As previously described, it is critical that accurate voter records be maintained. Organizations 
such as ERIC have been established to help improve the accuracy of America’s voter rolls and 
increase access to voter registration for all eligible citizens.97 From the launch of ERIC in 2012 
through the end of 2017, ERIC helped its member states identify 8.4 million inaccurate voter 
records.98 ERIC provides its member states with reports on voters who have moved in-state or 
out-of-state, voters who have died, voters with duplicate registrations in the same state, and 
individuals who are potentially eligible to vote but are not registered. According to DOS 
management, however, it only uses ERIC to obtain information for list maintenance purposes 
regarding change of address and is not utilizing available information such as death notices and 
cross-state matches.99 We inquired of DOS management as to why they are not fully utilizing all 
of the features available through ERIC. DOS management responded that they “have plans to 
incorporate them into production prior to the November 2019 election.” This is despite the fact 
that DOS has paid for but not utilized some of the information available to ERIC members since 
it first joined in 2015.100

Conclusion 

Issues with the input of voter record data and the lack of fully performing list maintenance has 
resulted in inaccurate information being maintained in SURE. Additionally, by not updating 
voters’ information and not removing ineligible voters from the voter rolls, counties are not 
complying with required state and federal laws. Finally, DOS is not utilizing benefits that it is 
paying for as a member of ERIC to aid counties with list maintenance procedures. 

97 ERIC 2017 Annual Report. https://ericstates.org/wp-
content/uploads/2019/01/FINAL_ERIC_2017_Annual_Report.pdf (accessed March 25, 2019). 
98 Ibid. Pennsylvania, through DOS is one of 26 states, plus the District of Columbia that is a member of ERIC. 
99 Cross-state matches involve matching Pennsylvania voter records to out-of-state voter registration commissions 
and Department of Motor Vehicle records that indicate updated information. 
100 According to ERIC’s web-site, each member pays a one-time membership fee of $25,000 and an annual fee. 
https://ericstates.org/wp-content/uploads/2019/01/ERIC_Bylaws_2018-11-30.pdf (accessed August 5, 2019).
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Recommendations for Finding 4 

We recommend that DOS: 

1. Emphasize to the counties the vital need and importance of having a second person 
review the data entered into SURE to reduce data entry errors and increase the accuracy 
of voter records. 

2. Consider supplementing the data analysis that we recommend DOS perform in Finding 2

(Recommendation 2), by contracting with a third-party vendor to periodically perform 
analysis on the data in SURE to identify potentially inaccurate or missing data for DOS 
and/or counties to investigate and resolve.  

3. Request that its designated legal counsel make a determination as to whether DOS can: 
(1) direct the counties to review their pending applications and reject them; and (2) 
establish a time period for requiring counties to process, or reject if applicable, all 
applications placed into pending status. 

4. Instruct the counties to review the applications in pending status to determine if another 
application for the person has been approved which would then lead the county to reject 
the initial application currently in pending status. 

5. Develop detailed written procedures, including detailed processes to be performed and by 
whom, regarding DOS monitoring the activities of the counties to ensure required 
processes are completed properly and timely. 

6. Instruct the counties that have not been updating the status of voters from active to 
inactive, for those voters who meet the criteria of an inactive voter, to perform list 
maintenance and update voters’ status as necessary. This instruction should include a 
deadline to be established by DOS. Additionally, formally remind all counties of the 
importance of why they need to perform this type of list maintenance. 

7. Instruct the counties that have not been cancelling the records of the inactive voters who 
meet the criteria for cancellation to perform list maintenance and update voters’ status as 
necessary. This instruction should include a deadline to be established by DOS. 
Additionally, formally remind all counties of the importance of why they need to perform 
this type of list maintenance.  

8. Move forward with plans to utilize all information available from ERIC to assist in 
improving the accuracy of voter registration records. 
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Finding 5 – Incorporating edit checks and other improvements into the 

design of the replacement system for SURE will reduce data errors and 

improve accuracy. 

Accurate voter information within voter registration systems is critical for two important reasons: 
(1) to ensure that only the voter registration applications (application) of individuals eligible to 
vote are approved and (2) only eligible voters are casting votes in elections. Because the 
Statewide Uniform Registry of Electors (SURE) system has been in place for more than 15 
years, Pennsylvania Department of State (DOS) management stated that it has engaged the 
SURE Advisory Board to start discussing a replacement system. Additionally, DOS has started 
to develop the requirements and a timeline for the request for proposal process to replace the 
current SURE system. According to DOS management, the replacement system will be 
customized to meet the specific needs of Pennsylvania. As a result, the audit objectives included 
reviewing efficiencies of the SURE system that DOS should consider in the design of the 
replacement system to improve the processing of applications and improve accuracy. 

As discussed in Finding 4, DOS does not require supervisors at county election offices (counties) 
to verify the accuracy of the application information manually entered into SURE by county 
staff. According to the survey we conducted, we found that less than 55 percent of the counties 
that responded to the survey perform any procedures to verify whether the application data was 
entered accurately.101 In addition to manually verifying data entry accuracy, there are several 
information system input controls that could be utilized to increase the accuracy of the 
information entered into SURE. For example, edit checks for reasonableness, validity, and 
completeness tests can be programmed into the system to ensure certain data entry mistakes are 
detected/flagged by the system upon entry, which could then be immediately corrected by county 
staff at the time of data entry.102

Through our data analysis, we found instances where edit checks were lacking or non-existent. 
The following issues were previously discussed in Finding 2: 

� The automated check for duplicate voter records within the SURE system at the time of 
application approval is inadequate. 

101 As part of our audit procedures, we sent a survey to all 67 Pennsylvania counties. 65 of the 67 counties provided 
responses to our questions either during on-site interviews or by returning the survey, however not all of the counties 
responded to every question in the survey. See Appendix H for a copy of the survey. 
102 An edit check is a type of data validation routine built into a system that is designed to ensure data input into the 
system meets certain criteria prior to being accepted into the database. There are a number of validation types that 
can be used to check the data being entered such as spell checks, presence checks (checks to make sure data is 
present in all required fields), or length checks (checks to make sure data is not too long or too short). Edit checks 
that could be used on voter application data could be a validation routine ensuring the voter will be at least 18 years 
of age by the date of the next election and ensuring the date of birth field includes only numbers and not letters. 
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� There are no automated edit checks in the SURE system that prevent adding a voter 
registration record with a driver’s license (DL) number that is already associated with a 
voter record. 

� There are no automated processes in the SURE system to prevent the recording of 
obviously inaccurate birthdates and/or voter registration dates, e.g., voter registration 
dates prior to date of birth (DOB). 

We also found features that were missing or inadequate within the SURE system which could 
reduce or prevent errors. Specifically, we found: 

� The SURE system does not prevent applications with non-Pennsylvania residential 
addresses from being approved. 

� The SURE system lacks geographical mapping assistance which would reduce 
inefficiencies and potential inaccuracies by preventing applications from being sent to the 
wrong county for processing.  

� The SURE system lacks a “Read Only” feature for voter information that should not be 
edited without additional supervisory review and approval. 

� The SURE system does not have controls in place to ensure that voter registrations are 
not improperly cancelled within 90 days of an election. 

In addition to these features, we were informed of two areas related to the Pennsylvania 
Department of Transportation (PennDOT) Motor Voter process and the reporting capabilities 
within the SURE system that need improvement:  

1) Some individuals confuse the change of address prompt at PennDOT’s photo license 
centers with registering to vote. 

2) The ability to create reports in the SURE system is too limited and it lacks editable report 
capabilities. 

It is clear that the SURE system itself needs to be improved, and there is a need for the counties 
to strengthen their oversight of the SURE system transactions and the accuracy of the data. DOS 
should conduct periodic reviews of the data to identify errors, inaccuracies, and omissions and 
instruct the appropriate counties to fix the identified issues. Incorrect data within SURE could 
lead to an individual being able to vote more than once in an election or for eligible voters to 
encounter difficulties, such as not being included in the poll books.103

The following sections describe these missing or inadequate features and areas that can be 
improved. 

103 25 P.S. § 3535 (Repeat voting at elections).  
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Features that were missing or inadequate within the SURE system which 

could reduce or prevent errors 

The SURE system does not prevent applications with non-Pennsylvania residential addresses 

from being approved. 

County election staff (staff) are able to enter a voter’s “residence address” in SURE that includes 
zip codes and states that are outside of Pennsylvania. The SURE system provides fields for both 
a “residence address” which should be in Pennsylvania because residency is a requirement for 
voting, and a “mailing address” which may differ from the individual’s residence and does not 
have to be within Pennsylvania (e.g., address for a Pennsylvania student attending an out-of-state 
college). The SURE system does not issue a warning message that would prompt staff to review 
and either reject the application or correct the inaccuracy. 

As part of our data analysis, we found that of the 8,567,700 eligible voters as of October 9, 2018, 
the residence address in SURE for 27 voters’ records contained a state other than Pennsylvania, 
and in some cases a zip code outside of Pennsylvania. Using auditor judgement we further 
researched 13 of the 27 voters using Google Maps and found that for nine of 13 records, the 
streets, cities, and zip codes in the residence addresses of these records appeared to be within 
Pennsylvania; however, the state was incorrectly entered as a state outside of Pennsylvania. 
Therefore, the voter appeared to be eligible to vote from review of the record. Two of the 13 
records were entered in SURE as Taneytown, Maryland and the address in Google Maps verified 
that the address was in Taneytown, Maryland. Two of the 13 records were entered in SURE as 
Tallahassee, Florida, and the residence street address was blank. Therefore, for four of the 13 
records, (two in Maryland and two in Florida) it appears that the voters should not have been 
eligible to vote based on the information in SURE. Implementing a data validation edit check to 
ensure the residence address is within Pennsylvania could prevent data entry errors and 
inaccurate records. It could also help to prevent applications for ineligible voters from being 
approved.  

The SURE system lacks geographical mapping assistance which would reduce inefficiencies 

and potential inaccuracies by preventing applications from being sent to the wrong county for 

processing. 

According to DOS and county management, the SURE system does not have the capability to 
utilize a geographic information system (GIS) which provides mapping assistance. The GIS 
could be used to identify and verify information such as the county of residence, based on the zip 
code entered by the applicant. This technology could prevent applications from being sent to the 
wrong county for processing. 

During our visits to seven counties, we were informed that if an applicant lists an incorrect 
county when electronically completing an application or when utilizing the voter registration 
services offered at PennDOT’s photo license centers, the application will be sent to the wrong 
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county for processing. Once a county receives an application (either electronically or on paper) 
from an individual that does not reside in that county, staff may need to conduct research in order 
to forward the application on to the correct county. This process is inefficient and potentially 
delays the processing of the application. 

The SURE system lacks a “Read Only” feature for voter information that should not be edited 

without additional supervisory review and approval. 

It may be necessary at times to edit information in a voter’s record, such as a change of address 
or last name. There is certain personal information, however, that generally does not change, 
such as DOB, DL number, and Social Security number (SSN). Therefore, the information 
included in those fields should be made “Read Only” in the SURE system, with the ability to edit 
such information reserved for a higher level and only after careful review. This should be 
coupled with proper documentation of who made the change and why. 

Currently all fields, including DOB, DL number, or SSN in SURE can be edited by county staff. 
DOS management and Help Desk staff stated that Help Desk staff also have the ability to make 
changes to a county’s voter records once the county electronically gives permission and provides 
the Help Desk staff with access for remote control of their computer. Based on our data analysis, 
we found instances where it appears that DOBs had been changed to a date after the registration 
date. For example, the DOB in one voter record was changed on April 18, 2018 from July 4, 
1952 to July 4, 2016. This is clearly an error. Implementation of “Read Only” fields would 
preclude staff from inadvertently editing information that should not change.  

The SURE system does not have controls in place to ensure that voter registrations are not 

improperly cancelled within 90 days of an election. 

Although performing list maintenance is required by law, counties may not cancel a voter’s 
registration within 90 days of an election due to list maintenance activities.104 A voter may 
cancel their own registration at any time, but a county may not take action to remove a voter 
from the active rolls based on list maintenance activities so close to an election. This helps to 
ensure that a voter has time to receive the notification of cancellation and take action to re-
activate their voting registration in time to cast a ballot on Election Day. 

Our data analysis, however, indicated that counties had cancelled voter registrations within 90 
days of the 2016 federal election using cancellation codes which may indicate the voters 
registrations were cancelled in violation of the law. We found 155 voter registrations were 
cancelled within 90 days of the 2016 General Election using codes that either did not indicate the 
reason for the cancellation or indicated that it was due to list maintenance activities. 

104 National Voter Registration Act (NVRA), 52 U.S.C. § 20507(c)(2)(A), and the Pennsylvania voter registration 
law (Act 3 of 2002), 25 Pa.C.S. § 1901(b)(4). 
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While the number of voter registrations potentially cancelled inappropriately within 90 days of 
the 2016 Federal General Election may appear relatively small in number, these voters’ names 
would not have appeared in the poll book at their precinct. Therefore, if these voters had tried to 
vote in that election, they would have been required to vote on a provisional ballot, which takes 
more time for a county to process.105 Further, voting via provisional ballot takes more of the 
voter’s time at the polls. Voters who are rushed to vote before work or during their lunch hour 
may not wait to complete the provisional voting process.  

Based on the results of this data analysis, we have concluded that the SURE system does not 
have safeguards that would prevent counties from inappropriately cancelling voter registrations 
within 90 days of an election. If the SURE system included hard stops to prevent county staff 
from cancelling voter registrations using unallowable codes or without entering a code within 90 
days of an election, DOS and counties would have more assurance that cancellations made 
within the restricted period were for valid reasons and not in violation of the law. 

Two areas of improvement related to the PennDOT Motor Voter process and 

the reporting capabilities within the SURE system 

Some individuals confuse the change of address prompt at PennDOT’s photo license centers 

with registering to vote. 

During interviews and in response to our survey, county election officials informed us of an issue 
that occurs when an individual is utilizing the change of address services at PennDOT photo 
license centers. The scenario described is that one of the questions asked during the process is 
whether the individual would like to update their address for purposes of voter registration. 
Officials stated that some individuals believe that by completing this portion of the process, they 
are registering to vote; however, this is not the case. When the change of address information is 
received by the county, the county searches in SURE for the individual. If they are not currently 
registered, the change of address information will be declined; however, there is no denial notice 
generated and sent to the individual that requested the change of address. 

County staff are unable to process the information as a new application because not all of the 
necessary information has been obtained from the individual (e.g., party selection and signature 
to affirm that the individual is eligible to register to vote). Since the individual is not notified that 
their request could not be processed because there was no existing record, they may believe that 
they registered to vote through this action at the PennDOT photo license center. This confusion 
could be avoided if the individual was notified that their information was declined or if the 
process at PennDOT’s photo license centers was changed to include all the information required 
to register to vote. 

105 A provisional ballot is used to record a vote when there is a question regarding a voter’s eligibility. Within seven 
days after the election, the County Board of Elections examines provisional ballots to determine if they are valid. 

1100a



A Performance Audit 

Pennsylvania Department of State 

Statewide Uniform Registry of Electors 

65 

The ability to create reports in the SURE system is too limited and it lacks editable report 

capabilities. 

Both DOS management and Help Desk staff indicated that the way the SURE system is 
designed, the reports that DOS and counties can run are limited and some of the reports cannot 
be customized to provide certain detail that would be useful.  

Although DOS and counties are limited in their ability to run reports, there are various reports 
that the Help Desk staff has the ability to run for them regarding areas such as data analysis (e.g., 
the number of applications processed during a certain time period for a specific county or 
counties) and voter record list maintenance.  

As DOS seeks to obtain a replacement for the SURE system, it is recommended that the new 
system provide the ability for both DOS and the counties to customize and run reports regarding 
SURE data directly from the new SURE system themselves rather than having to request the 
Help Desk to prepare the reports for them. In doing so, the counties could better analyze and 
review records internally to improve on the accuracy of the records maintained. 

Recommendations for Finding 5 

We recommend that DOS: 

1. Incorporate the following information technology enhancements into its design of the 
replacement SURE system and consider the feasibility of making some or all of these 
enhancements into the current SURE system: 

a. A Geographic Information System (GIS) feature and related enhancements that would 
check addresses to ensure the address is within the county identified on the 
application. This would help to ensure that electronic applications are forwarded to 
the correct county for processing and in the case of paper applications, county staff 
are immediately alerted if the address they are posting to SURE is not within the 
county listed on the application. 

b. An edit check that would alert or prevent county staff from approving applications 
that have non-Pennsylvania states and/or zip codes within their residential addresses. 

c. A “Read Only” feature for certain data fields that should not change, such as DOB, 
DL number, and SSN to prevent unintended edits, but enable these “Read Only” 
fields to be edited by designated management staff along with documenting the 
reason for the edit. 
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d. A hard-stop feature in the SURE system that would prevent county staff from 
cancelling voter records using unallowable codes within 90 days of an election. 

e. A declination notice to be automatically generated and mailed to individuals that are 
not currently registered to vote but submit a change of address request for their voter 
registration record. This will assist in notifying those individuals that they are not 
registered to vote.  

f. The ability for DOS and county staff to build and run their own reports, rather than 
having to obtain reports from the Help Desk. 

2. Forward information for the four voting records that contained non-Pennsylvania 
residential information to the applicable counties for follow up and possible cancellation.   

3. Forward information for the 23 voting records that appeared to contain inaccurate non-
Pennsylvania residential data to the specific counties to research and/or correct the state 
name or zip code within SURE. 

4. Formally remind counties of the need to properly code transactions when they cancel 
voter registrations as a result of list maintenance in order to reduce the number of 
cancellations with no reason code or incorrect reason codes. 

5. Consider working with PennDOT to revise the Motor Voter process so that all required 
voter registration information is obtained when an individual (who may incorrectly 
believe they are registered to vote) requests to update their voter registration address. 
This will ensure that a complete application is transmitted to the respective county for 
further processing. 
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Finding 6 – A combination of a lack of cooperation by certain county 

election offices and PennDOT, as well as source documents not being 

available for seventy percent of our test sample, resulted in our inability to 

form any conclusions as to the accuracy of the entire population of voter 

records maintained in the SURE system. 

One objective of this audit was to assess whether the voter records maintained within the 
Statewide Uniform Registry of Electors (SURE) system are accurate. Before we focus on this 
specific objective, we note that we have already identified the following in other findings of this 
report: 

� Several weaknesses in Pennsylvania’s voter registration process. (See Finding 4) 

� Thousands of potential duplicate and inaccurate voter records based on our data analysis. 
(See Finding 2)  

Those results do not allow us to project accuracy over the entire population of voter records. 
Therefore, as part of our audit procedures, we selected a random statistical sample of 196 voters 
from the total population of 8,567,700 voters registered in SURE as of October 9, 2018.106 Our 
intent was to review source documents to confirm the accuracy of the information maintained in 
the 196 voter records and thus conclude as to the accuracy of the entire voter population. We 
could not however, verify the accuracy for 138 of the 196 records selected (or 70 percent) 
because source documents were either not available or were not provided as further described in 
detail below. Source documents include the signed voter registration applications (applications) 
or other documents provided by the individuals to update their voter record, such as a signed 
affidavit completed by an inactive voter at the polling place or a returned National Change Of 
Address (NCOA) mailing from the voter.107 Specifically, we planned to verify the accuracy of 
the following SURE system data fields by comparing the information to source documents: 

106 Statistical sampling means to select a limited number of items from the population on a systematic or random 
basis, review/test those items, and then draw a conclusion about the entire population based on the results of the 
items selected for testing with a statistically measurable degree of confidence considering the accepted percent rate 
of tolerable error. See the AICPA Audit and Accounting Guide “Audit Sampling” for additional details. Our 
statistical sample of 196 voters was determined based on a confidence level of 98 percent and a tolerable error rate 
of 2 percent. 
For the purpose of this audit, a “voter” is a person who is registered to vote in Pennsylvania. It does not indicate that 
the person has voted in an election. 
107 A person applying to register to vote is required to affirm that they are: (1) a citizen of the United States; (2) a 
resident of Pennsylvania and the election district in which they want to register for at least 30 days prior to the next 
elections; and (3) at least 18 years of age on or before the next election. When a person signs their application, they 
are affirming their eligibility, which includes citizenship. We did not however test citizenship because citizenship 
information is not maintained in the SURE system. See 
<https://www.pavoterservices.pa.gov/Pages/VoterRegistrationApplication.aspx>. 
When a U.S. citizen submits a change-of-address form to the post office, their new address is recorded in the NCOA 
database. <https://www.edq.com/glossary/ncoa/> (accessed August 6, 2019). For voter registration purposes, 
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� Full name (first, last, and middle name or initial, if included) 

� Address 

� Date of Birth (DOB) 

� Last four digits of the Social Security number (SSN) (if included) 

� Last four digits of the Pennsylvania driver’s license (DL) number or Pennsylvania 
identification (ID) number (if included) 

� Date registered 

� Party affiliation  

We also planned to verify that each record had a signature image in the SURE system. 

Sample selection and results. 

There are three methods in which an individual can complete an application: 

(1) By manually completing a paper copy of the application and it being sent to a county 
election office.  

(2) Through the Motor Voter process which is part of the DL/ID renewal process at the 
Pennsylvania Department of Transportation (PennDOT).108

(3) Through an online application made available by the Pennsylvania Department of State 
(DOS).109

Pennsylvania (through the individual counties) conducts an annual NCOA mailing using data obtained from the 
Electronic Registration Information Center (ERIC) to attempt to update the information in SURE by reaching out to 
voters who may have moved.  
108 The Motor Voter system is the system used by PennDOT to allow a PennDOT customer the opportunity to 
register to vote, or to update their voter registration at the same time as they have their picture taken for their DL or 
ID. The Motor Voter system communicates with SURE to transmit the voter registration information from 
PennDOT to DOS to be parsed out to the counties. 
109 The online method includes those voters that registered either through the application available on DOS’ website 
currently available at <https://www.pavoterservices.pa.gov/pages/VoterRegistrationApplication.aspx> or those that 
registered through a state agency with online services available to them. See Appendix C for a list of agencies 
through which a person can register to vote.  
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The following table summarizes the sample of 196 voter records and related test results: 

Voter Record Test Results 

Method of 

Application 

Source 

Number of 

Voter 

Records in 

our Sample 

Number of 

Voter 

Records 

Tested 

Number of 

Voter 

Records that 

Could not be 

Tested 

Reason why the Voter Records 

Could not be Tested 

Paper 
Application   84 58   26 

Inadequate record retention guidance. 

Four counties did not respond to our 
request for source documents. 

Motor Voter   93   0   93 
PennDOT would not provide Motor 
Voter source documents. 

Online 
Application   19   0   19 

DOS does not maintain source 
documents. 

    Total 196 58 138 

Additionally, we verified that the voter record in SURE included a signature for all 196 voter 
records in our sample. 

With regard to the table above, for the 58 voter records (30 percent) we tested, we found that the 
information within each of the data fields matched information contained in the source 
document. Therefore, we have concluded that these 58 records are accurate. Additionally, for the 
138 voter records (70 percent) not tested, we could not compare the information within the data 
fields for these records to source documents because source documents were either not available 
or were not provided. As a result, we could not reach a conclusion as to whether these 138 voter 
records were accurate. Because of this, we could not conclude on our statistical sample, and 
therefore could not project our results and ultimately conclude on the overall accuracy of the 
voter record information maintained in the SURE system. 

The remainder of this finding discusses the reasons why the 138 voter records could not be 
tested. 

DOS has not provided adequate record retention guidance to the counties. 

As noted in the above table, we could not test 26 of the 84 paper applications included in our 
sample. Of those 26 paper applications, 14 could not be tested because 12 counties 
acknowledged that they were unable to locate the source documents needed to test each record 
for accuracy. Further, although the SURE system has the capability of retaining scanned 
document images, we verified that these 14 paper applications were not scanned and attached to 
the respective voter record.  
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We analyzed the registration dates listed in SURE for these 14 paper applications and noted the 
following: 

� Three voters registered between 2004 and 2018 (after the implementation of the SURE 
system) 

� Eleven voters registered between 1959 and 2000 (before the implementation of the SURE 
system) 

Based on the range of registration dates, for the auditors or other external parties to verify the 
accuracy of voter records for these 14 voters, the source documents (applications) would have 
had to be maintained by the counties for up to 60 years. In reality, the time period could be 
longer than 60 years for voters registering prior to the 1959 date noted in the above bullet, given 
that a person may not need to change voter information after initially registering.  
With this information in mind, we wanted to determine the following: 

1. How long does each county keep source documents, if at all? 
2. What record retention guidance exists? 

How long does each county keep source documents, if at all? 

As part of our county survey and county visits, we asked counties two related questions. The first 
question was whether the county currently scans and saves the full voter registration application 
and attaches it to the voter’s electronic record in SURE.110 Of the 65 counties that responded, 50 
replied that they scan and retain an electronic copy of the application, and 15 responded that they 
do not scan and retain the application.  

The second related question in the survey asked whether the counties retained the hard copy 
applications, regardless of whether or not they scanned the documents into SURE. Of the 65 
counties that responded, 58 stated they do retain the hard copy applications; however, their 
responses varied greatly as to their retention period including: 

� Length of time required by law. 

� Two years. 

� As long as the voter is active/registered. 

� Five years after the voter’s record is cancelled. 

� Indefinitely/lifetime/until the voter moves or dies. 

110 Surveys were sent to all 67 counties, including the seven counties that we visited in person and in which we 
conducted interviews which included the questions on the survey. Five counties did not respond to the survey; 
however, three of those five counties were offices that we visited. For reporting purposes, we will report in total the 
responses received from county staff in both the survey and during county visits. It is also important to note that the 
surveys were completed by the then-current county election office manager/director who may or may not have been 
in that position since the implementation of the SURE system. 
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The counties’ answers to the survey relate to how the counties retain applications at the time of 
the survey. These answers do not necessarily reflect how the counties had been retaining 
applications since the inception of the SURE system nor how the counties had been keeping 
records for the past 60 years or longer. They are a momentary snapshot of retention practices but 
do not establish any longstanding policies or protocols, certainly nothing that would constitute 
uniformity across the Commonwealth. As a result, we found during our testing that although 
many of the counties indicated in the survey that they scan applications, certain counties could 
not provide some of the applications, which may be due to the record retention policies of the 
counties or a difference in policy from the current election director to the former directors in the 
same county.  

What record retention guidance exists? 

Based on the results of the survey, it appears that DOS has not adequately or clearly advised the 
counties regarding requirements for the method of retaining applications or how long 
applications should be retained. DOS does not require counties to scan and attach the application 
to the voter record even though the SURE system has that capability. Failure to require scanning 
and retaining of applications causes significant non-uniformity among counties as seen by the 
survey results above. 

As a result of the varied responses from the counties, we inquired with DOS as to what record 
retention policy counties must follow as it relates to the retention of applications. The policy 
provided to us by DOS notes that an application “must be retained for 22 months from the date 
of any general, special, or primary election for federal office.”111 It does not, however, clarify 
whether the application must be retained in hard copy or if a scanned image attached to the 
voter’s record in SURE is considered in compliance with the retention policy.  

Additionally, this retention policy is not consistent with the SURE regulations establishing the 
SURE system which provides that: “[a] commission shall maintain the records that a commission 
attached to a registrant’s record in accordance with § 183.4(c)(1) (relating to uniform procedures 
for the commissions relating to entering data into the SURE system) for 90 days after the 
registrant votes in any primary or election.”112 Therefore, counties are to maintain all 
applications received for 90 days after any primary or election. These regulations have not been 
updated since they were initially promulgated in 2002. 

Neither the County Records Manual nor the SURE regulations (which are different and 
inconsistent) provide counties record retention guidance that would allow an auditor or other 
external party to independently assess the accuracy of the voter registration records maintained 

111 County Records Manual issued by the Pennsylvania Historical and Museum Commission 
<https://www.phmc.pa.gov/Archives/Records-Management/Documents/RM-2002-County-Records-Manual-2017-
Update.pdf> ELECTION – 1 (listed as having been last updated on 9/2012) (accessed April 30, 2019). Please note 
that this manual has inconsistent revision dates within the document. 
112 4 Pa. Code § 183.12(d)(1). 
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in SURE. Further, based on the counties’ responses, it appears that the counties may not be 
aware of the retention policy in the County Records Manual nor the SURE regulations. As a 
result, it appears that county election officials determine the record retention policy. The problem 
is further compounded during turnover of county election officials.  

A clear record retention policy from DOS and a requirement to scan all applications into SURE 
would help to ensure uniformity among all counties, ensure complete records, provide a SURE 
user with the ability to answer questions if/when they arise from either voters or county staff, and 
allow for documents to be audited, as necessary. 

Four counties did not respond to our requests for source documents. 

As noted in the above table, we could not test 26 of the 84 paper applications (over thirty 
percent) included in our sample. Of those 26 paper applications, 12 could not be tested because 
these documents were not scanned and retained in SURE, nor did the respective counties respond 
to our requests to provide us the 12 source documents. Overall, we requested these documents at 
least three times through DOS, but the counties never responded. These four counties were 
Allegheny, Bucks, Warren, and York. 

By failing to respond, we do not know whether or not these counties actually possess the 
documents in paper copy. As noted above, inadequate record retention guidance may have been a 
factor. Therefore, the inability to review the documents impeded our ability to complete the audit 
objective resulting in a scope limitation. See Finding 1 for further information. Not responding, 
however, gives the appearance that these counties were not cooperative with the auditors. 

PennDOT refused to provide access to Motor Voter source documents. 

On December 10, 2018, we requested through DOS that PennDOT provide us with access to 
review records for our selected sample of voters that support the voter registration information 
submitted by voters through Motor Voter. Specifically, we wanted to confirm the accuracy of the 
information maintained in SURE to the voter registration information collected by PennDOT and 
transferred to DOS. To accomplish this, we requested that PennDOT staff permit us to review 
with them (in an “over the shoulder” observation) the Motor Voter information for our selected 
sample records on their system. This method would ensure that our review of any documents 
deemed sensitive would be done in the presence of a PennDOT employee. This is a common 
practice that is applied to numerous audits and is generally well-accepted. Utilizing this 
supervised method of review would avoid the possibility of the auditors inadvertently obtaining 
documents containing personally identifiable information from PennDOT. In fact, it was 
consistently communicated to both DOS and PennDOT that the auditors prefer not to review 
personally identifiable information.   
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As a result of this request, we met with PennDOT management and legal counsel on January 7, 
2019, to explain our request and to answer any questions they had. We also explained that failing 
to provide the information would preclude us from being able to conclude on the accuracy of the 
voter registration records in SURE. PennDOT indicated that the information we were requesting 
to see was not easily retrievable and the timing of it was not good due to their REAL ID Act 
program which would be starting in March 2019. PennDOT indicated however, that they would 
consider our request.113

We sent requests for this and additional information a total of seven times; however, we did not 
receive any information from PennDOT until April 17, 2019, which was after our audit 
procedures closing date of April 16, 2019. In lieu of allowing us to perform the “over the 
shoulder” procedure, PennDOT provided us with limited documentation, but this did not contain 
all the Motor Voter information we needed to complete our accuracy test. Therefore, we were 
unable to verify the accuracy of the voter record information in SURE that was received via the 
Motor Voter system. The failure to fully cooperate is considered a scope limitation and 
significantly affected the auditors’ ability to reach conclusions on the stated objective, which in 
turn minimized the overall value of the original objectives agreed upon by DOS. Despite these 
limitations, we sought to present at least some meaningful conclusions to the public. See Finding 

1 for further information. 

DOS does not maintain online application source documents. 

We were unable to review voter registration support documents for any of the online applications 
in our sample. DOS management acknowledged that there is no source document created for 
online applications. The SURE system is not designed to maintain a record of the original 
electronic information forwarded to the county election offices in batches for processing, nor are 
county election staff required to maintain documentation supporting the electronic information 
they receive. If county election staff were required to print out the information received online, 
scan it into SURE, and then save it to the voter’s record, a source document would be available 
for review if needed. Although this would require extra steps by the county election staff, it 
would provide access to source documents and allow for the auditability of the data.  

113 The REAL ID Act, effective May 11, 2005, establishes specific minimum federal standards for state-issued 
driver’s licenses and ID cards to be accepted for certain federal purposes, like entering a federal building or boarding 
a domestic commercial flight. Enforcement of the REAL ID Act begins on October 1, 2020 in Pennsylvania. 
https://www.dmv.pa.gov/Pages/REAL-ID-Frequently-Asked-Questions.aspx (accessed August 6, 2019). 
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Recommendations for Finding 6 

We recommend that DOS: 

1. Develop an effective audit trail for registration applications received online to enable 
either DOS or county election staff to review and confirm the accuracy of information in 
SURE to the original point of entry of information by the registrant. If this cannot be 
accomplished through electronic means, see Recommendation 2. 

2. If DOS is unable to electronically implement Recommendation 1, it should develop a 
policy requiring county election staff to print out and scan into SURE voter registration 
related documents that are received online and attach the documents to the voter’s record. 

3. Develop a policy requiring the counties to scan all voter registration related documents 
that are received via hard copy to the voter’s record. This will allow for access to the 
original documents that support information entered into a voter’s record in SURE and to 
help ensure uniformity amongst all the counties. 

4. Develop and issue a directive regarding records retention for SURE and work with the 
Pennsylvania Historical and Museum Commission (PHMC) to confirm that its County 

Records Manual regarding election records is entirely uniform with the SURE records 
retention directive to help ensure consistency of records retention amongst all the 
counties. Consideration must be given to the availability of source documentation for 
purposes of evaluating accuracy of the voter registration information by an external party. 
The directive should be placed in a prominent location of DOS’s website and should be 
sent at least yearly to all county election offices. 

5. Update the SURE regulations to ensure that they are in accordance with the newly 
developed and distributed record retention policy and the updated PHMC County 

Records Manual. 
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Finding 7 – The Department of State should update current job aids and 

develop additional job aids and guidance to address issues such as duplicate 

voter records, records of potentially deceased voters on the voter rolls, 

pending applications, and records retention. 

From January 2003 through December 2005, the Department of State (DOS) utilized a phased-in 
approach for implementing the Statewide Uniform Registry of Electors (SURE) system in all 67 
counties. As a result, county election offices (counties) have been using the SURE system to 
process and maintain voter records for more than 15 years. Prior to that, each county maintained 
its own voter registration system. With the creation and implementation of SURE, there was a 
need to train county election staff and to provide a resource for updated and ongoing guidance. 
According to DOS officials, DOS provided initial training to all counties as implementation 
occurred. 

Based on our audit procedures covering the period January 1, 2016 through April 16, 2019, we 
found that DOS generally provided meaningful assistance and guidance to the counties regarding 
SURE voter registration and list maintenance. We believe, however, that they did not sufficiently 
address all critical areas. Job aids should be updated and additional job aids should be developed 
to help improve the accuracy of voter record information. The critical areas not adequately 
addressed, along with the current level of guidance provided, are listed below: 

� Job aids need to be updated to reflect improvements recommended for the SURE system 
regarding review for duplicate voter records and records of potentially deceased voters on 
the voter rolls. 

� Length of time that voter registration applications (for new registrations or change of 
name, address, or party affiliation) should remain in pending status – No guidance.114

� Record retention policy – No clear guidance (See Finding 6). 

The following sections describe the assistance DOS provides to the counties and the critical areas 
on which DOS should further develop and distribute guidance to the counties.  

Hands-on training upon request.115

We found that although DOS does not schedule required, regular/on-going training for county 
staff, training is available upon request by the counties. Based on our survey results from 65 
counties, 19, or approximately 30 percent, indicated that they requested hands-on training since 
their initial training. According to DOS management, nine counties were provided a total of 13 

114 When an application is missing a required piece of information it is placed in pending status while the county 
attempts to obtain the missing information from the applicant. The application, while in pending status is neither 
approved nor denied, and therefore the applicant is not a registered voter. 
115 Training is provided to county staff in person at DOS offices in Harrisburg. 
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training sessions during our audit period. Training requested by the other ten counties was 
provided prior to the beginning of our audit period, January 1, 2016. 

Access to the SURE Help Desk. 

DOS contracts with a vendor to provide assistance to counties regarding day-to-day SURE 
questions through a SURE Help Desk as well as training for any new SURE system processes. 
The Help Desk is comprised of two tiers. Tier 1 is the first point of contact for a county official 
calling for help. The Tier 1 Help Desk staff stated that they are trained and have access to written 
guidance on the SURE system to answer most questions from the counties. Tier 2 encompasses 
two areas: (1) operational support and (2) application development and complex/technical 
assistance. Tier 2 is a resource when Tier 1 staff cannot answer a county’s question, as well as 
providing training to Tier 1 staff when system changes are scheduled. This ensures that Tier 1 
staff are ready to answer any questions/concerns the counties have after deployment of the 
system change. 

We visited seven counties as part of our audit procedures. All seven counties informed us that 
the Help Desk is an invaluable tool that they use regularly. The responses received from the 
county survey we conducted also supported this with 40 of the 62 counties that responded to the 
survey indicating that they contact the Help Desk on a weekly basis.  

Job aids need to be updated to reflect improvements recommended for the 

SURE system regarding review for duplicate voter records and records of 

potentially deceased voters on the voter rolls. 

DOS, in conjunction with Help Desk staff, creates and electronically distributes SURE job aids 
to the counties. Job aids are documents that are meant to provide guidance on the current 
processes established in the SURE system and include, among others, the following helpful 
features: descriptions of a particular job process; step-by-step instructions on how to perform the 
process in SURE; and screen shots taken from the SURE system with explanations on using the 
features in SURE. As described in Finding 2, however, there are improvements that should be 
made in the SURE system regarding work that should be performed by the county election office 
staff regarding checking for: (1) duplicate voters when processing new voter registration 
applications; and (2) registered voters on the Pennsylvania Department of Health death records. 
The recommended improvements will assist in ensuring the accuracy of the data in voter 
registration records. As a result, as improvements are made to the SURE system, the job aids 
need to be updated to reflect the processes associated with the improvements.  

According to DOS management, the job aids are updated as necessary, typically preceding any 
enhancements to the SURE system. The job aids are emailed to the counties two days prior to an 
enhancement and are also posted online within SURE. If a job aid needs to be updated, the new 
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version is posted and the old version is removed in order to avoid confusion as to which one is 
the most recent. 

In order to determine how helpful the counties find the job aids, our survey inquired whether the 
counties actually use them. The majority of counties (60 of the 65 counties that responded) 
confirmed that they use the job aids; however, the counties overwhelmingly noted that they find 
it easier and prefer to call the Help Desk with questions. This is not because the job aids are 
confusing, but because they find the Help Desk extremely useful.  

DOS provided us with copies of the 64 job aids that were used throughout our audit period. 
Based on job aid topic titles, we determined, and DOS management confirmed, that 19 of the 64 
job aids were applicable to our audit objectives. Our audit procedures included a review of these 
19 job aids. We found them to be titled in a manner that makes it easy to determine the topic 
covered in the job aid, as well as being informative and easy to follow. Based on our review and 
knowledge of the SURE system, we are in agreement with the general responses received from 
the counties in both the interviews and survey responses that the job aids are adequate for use in 
navigating the current SURE system; however, as improvements are made to the SURE system, 
the job aids need to be updated accordingly. 

Another area of concern that we noted was that only 62 of the 64 job aids included a date and the 
format of the issued date varied. Some included the full date, while others only included the 
month and year, or only the year in some cases. Although, according to DOS management, it 
removes the outdated job aids from SURE, many county election directors reported to us that 
they print hard copies and distribute them to their employees for quick reference. For this reason, 
it is imperative that DOS ensures that all job aids are dated in a uniform manner to provide a 
means for users to confirm that they are using the most recent and applicable job aid to assist 
them in performing the necessary function in SURE. 

The following section provides details regarding a critical area not addressed in which an 
additional job aid should be developed to help improve the timeliness of processing applications 
that are placed in pending status. 

No guidance was provided to counties regarding the length of time that 

applications remain in pending status and whether pending applications past 

that timeframe should be denied. 

Voter registration applications (applications) that are missing required information or require 
follow-up with the applicant are placed into pending status until a determination can be made to 
approve or decline the application. Currently, there is no guidance from DOS to counties with 
regard to the following: 
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� The evaluation of pending applications to determine whether the applications should be 
approved or denied.  

� The length of time that applications should remain in pending status.  

DOS management indicated it was aware of the issue regarding pending applications and was 
reviewing its legal authority to direct counties on what actions to take to help eliminate the high 
number of pending applications.  

As noted in Finding 4, our data analysis identified more than 54,000 potential applications which 
have been in pending status for one or more years. When an application is placed in pending 
status due to missing information, the applicant is sent a letter requesting the missing 
information. Not all applicants, however, respond to the letter and provide the missing 
information. When an applicant fails to respond, their application remains in pending status 
indefinitely.  

As reported in Finding 4, according to the data we reviewed, 95 percent of applications in 
pending status are waiting for a response from the applicant. DOS management stated that it 
would be more beneficial to the applicant and the county if the counties rejected the pending 
applications for a lack of a response from the applicant after a pre-determined amount of time set 
by DOS. Once rejected, the counties would send a notification to the applicant. This notification 
could prompt the applicant to re-apply, rather than the applicant being unaware that they are not 
registered to vote until they arrive at a polling place on Election Day only then to discover that 
their name is not included in the poll book. It would also be beneficial for the counties as they 
would no longer have thousands of pending applications remaining stagnant in SURE for years. 
See Finding 4 for more information regarding pending applications. 

Recommendations for Finding 7 

We recommend that DOS: 

1. Continue to offer hands-on training on the SURE system and ensure that all counties are 
made aware of the availability of this training.  

2. Update the applicable job aids as appropriate to reflect changes in processes. For 
example, added steps for identifying duplicate voters when processing applications or 
linking a Department of Health death record with a registered voter. 

3. Include an issued date (month, date, and year) on all job aids distributed to the counties 
and an indexed list of all job aids readily available on DOS’ website to provide a 
reference as to which version of a job aid is the most current and the date of the revision. 
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4. Provide guidance to the counties regarding the maximum length of time that an 
application can remain in Pending status and how to appropriately determine whether the 
application should be approved or rejected, if it is determined that DOS has the legal 
authority. 
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Agency’s Response and Auditor’s Conclusion 

We provided copies of our draft audit findings and related recommendations to the Pennsylvania 
Department of State (DOS) for its review. On the pages that follow, we included DOS’ response 
in its entirety. Following the agency’s response is our auditor’s conclusion. 
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Auditor’s Conclusion to the Department of State’s Response 

Note: The page numbers referred to by the Department of State (DOS) in its response are from a 

draft report of the findings and recommendations and do not correspond to the page numbers in 

this final report; therefore, in this conclusion, we will refer to the respective findings and 

subsections in this report as necessary.  

Overall, we are highly discouraged not only by management’s responses to our draft findings, but 
also the general negative tone of the response. This is particularly surprising since the DOS itself 
requested the audit and the Department of the Auditor General (DAG) made every possible effort 
to provide a cooperative and constructive auditing process DAG takes exception to DOS’ multiple 
mischaracterizations and flawed arguments. Additionally, DOS did not provide specific examples 
to us to prove that our analysis of the data was incorrect.  

More general comments are below: 

We are concerned that DOS’ efforts to deflect recognized weaknesses in the SURE system will 
inhibit its ability to recognize existing shortfalls and improve the SURE system overall. 
Additionally, we were exceedingly surprised that DOS’ response indicates that it strongly 
disagrees with many of our findings and it completely mischaracterizes information that was 
provided, or not provided to us in many instances, during the course of our audit. In its attempt to 
discredit our findings, DOS does not seem to understand that a primary objective of our audit 
was to assess the accuracy of records maintained in the SURE system. Our audit procedures 
disclosed internal control weaknesses related to input and maintenance of voter records. Our data 
analysis revealed examples of potential inaccuracies, all of which should be properly 
investigated by forwarding the information to the counties for further examination. Tests of 
accuracy are performed by comparing data to other sources, searching for duplicate information, 
and checking for inconsistencies and unreasonable values. In one example, DOS appears to 
assume that because a middle initial is different between two records, then the records are 
definitively those of different persons despite two or more other personal elements (e.g. date of 
birth (DOB), last four digits of Social Security number) being exactly the same. We disagree. In 
light of the internal control weaknesses found, there is potential in this example, that a data entry 
error could have occurred when typing the middle initial, which is why we continue to 
recommend that these cases warrant further investigation. We are concerned that DOS, and 
therefore the counties, will not utilize the information provided to them in the audit because it is 
assuming that the data in the SURE system is accurate. Our data analysis and internal control 
assessment strongly suggest otherwise.  

Further, while DOS requested this audit, its management does not seem to grasp that we cannot 
properly conclude and satisfy the audit objectives in accordance with generally accepted 
Government Auditing Standards without obtaining sufficient, appropriate evidence. Yet, in spite 
of the limitations imposed by DOS, we believe we have provided DOS with recommendations 
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that, if appropriately implemented, will improve the security of Pennsylvania’s voter registration 
system and the completeness, accuracy, and auditability of its voter registration records.  

A large portion of DOS management’s comments appears to be an attempt to deflect their 
uncooperativeness and shortcomings. While DOS spent considerable effort noting how they were 
not provided sufficient time to respond to our audit report, they failed to acknowledge that per 
the Interagency Agreement, effective May 15, 2018, the audit was due to be released no later 
than January 31, 2019. In fact, the Interagency Agreement specifically sought to eliminate any 
potential timing conflicts with the November 2019 election when it set the release date of 
January 31, 2019. While DOS agreed to such terms in the Interagency Agreement, they 
nevertheless failed to follow its spirit and now seek to discredit DAG’s overwhelming attempts 
to accommodate DOS. This deadline was postponed three times due solely to DOS’ inability to 
provide DAG with timely responses. Had DOS cooperated and provided DAG with timely 
responses to our requests, the report would have been issued as agreed upon, and therefore would 
not have interfered with the November 2019 election. Contrary to DOS’ comments, DAG does 
not believe that our report is more important than the election; however, we too have a 
responsibility to deliver, in a timely manner, quality audits to the taxpayers of Pennsylvania.  

DOS provided information throughout its response regarding updates and events that have 
occurred or procedures that have been implemented since the end of our audit procedures on 
April 16, 2019. As we have not performed a review of all of these events or procedures, we 
cannot comment regarding these items. We did confirm certain updated information provided 
regarding the Introduction and Background and incorporated this new information into our 
report. We also appreciate DOS’ comments supportive of our results for certain work performed. 

The following sections provide clarification regarding DOS’ responses to specific information 
related to our findings and certain background information included in this report. 

Finding 1 - As a result of the Department of State’s denial of access to critical documents and 

excessive redaction of documentation, the Department of the Auditor General was severely 

restricted from meeting its audit objectives in an audit which the Department of State itself 

had requested. 

DOS refutes Finding 1 and maintains its decision to not provide certain information. DOS 
further suggests there was a misunderstanding as to our audit objective to review security 
protocols of the SURE system and believes it provided us with enough evidence to satisfy this 
objective. We strongly disagree with DOS’ response, and in particular, regarding DOS’ 
statement that DAG acknowledged that it had a lack of expertise and the knowledge to conduct a 
substantive security audit. When DAG was approached concerning a possible audit of the voter 
registration system, we realized that cybersecurity would be a significant part of the audit. Our 
IT Audit Managers are all Certified Information Systems Auditors and receive training on 
cybersecurity. We acknowledged, however, that we had insufficient resources in-house 
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specifically to perform network penetration testing. Also known as “ethical hacking,” penetration 
testing attempts to locate vulnerabilities in a computer system by breaking into it using the same 
tools as malicious cyber criminals. While we have observed penetration tests performed by other 
auditors, we did not have the expertise in-house to hack systems and expressed that fact. 

During a preliminary discussion, officials from the Office of Administration, Office for 
Information Technology (OA/OIT), explained that appropriate network penetration testing had 
already been performed and we could rely on that testing. We agreed that we would most likely 
be able to rely on the work performed by other auditors in this area if we could review the 
reports. We explained that we would require access to the network penetration audit reports since 
Government Auditing Standards require us to consider the work of other auditors and to 
determine the status of corrective actions.116 With assurances received that we would have access 
to the reports, we recommended acceptance of the engagement.  

We were therefore, very surprised in July 2018 when access to the reports was abruptly denied 
on the very day we were scheduled to review the reports. We were surprised again when we 
attempted to perform our own IT controls testing, both in the area of cybersecurity and the more 
routine IT general controls, and found that DOS delayed, blocked, or redacted information 
required to complete the audit in accordance with Government Auditing Standards. We 
explained that assessment of the effectiveness of Information System controls (also referred to as 
IT controls) was required by Government Auditing Standards because IT was so significant to 
multiple audit objectives including controls over adding and maintaining voter records.117 While 
DOS provided verbal and written representations as to the level of controls in place, testimonial 
evidence alone is not considered sufficient evidence on which to base an audit.118 Further, 
hundreds (if not thousands) of pages of reports with the entire contents redacted from top to 
bottom provides no evidence of scope, results, or corrective actions.119 We were, therefore, not 
able to obtain sufficient evidence to comply fully with Government Auditing Standards in this 
area as stated (see Scope Limitation A in Finding 1). 

DOS provided a letter from the Pennsylvania Interagency Election Security and Preparedness 

Workgroup dated October 28, 2019, long after completion of our audit procedures and seven-
and-a-half months after a deadline to receive documentation for the audit, supporting DOS’ 
decision not to provide reports and documentation needed to complete the audit (DOS’ Exhibit 
A). As noted in Finding 1, however, the Auditor General traveled to Washington D.C. to meet 
with representatives from the U.S. Department of Homeland Security who stated that sharing 
Homeland Security reports was left up to the discretion of each particular state. Further, our 
consultations with cybersecurity audit experts from other state audit organizations during the 
audit confirmed our absolute need to review these outside reports in order to comply with 
Government Auditing Standards. Experts from the University of Pittsburgh Institute for Cyber 

116 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Paragraph 6.62. 
117 Ibid., Paragraph 6.16. 
118 Ibid., Paragraph 6.62. 
119 Ibid., Paragraph 6.36 
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Law, Policy and Security, in The Blue Ribbon Commission on Pennsylvania’s Election Security: 

Study and Recommendations recommended that DOS cooperate fully with the Pennsylvania 
Auditor General’s audit and recommended specifically that the DAG examine cyber incident 
response plans. In fact, the report states, “…it should not be problematic to share sensitive 

information about cyber incident response plans with those officials.”120 Finally, it should be 
noted that the cyber security reports we had attempted to review for purposes of this audit were, 
prior to our request, available to numerous individuals, including non-DOS employees, who had 
access to these documents. Although we were told that we could not be provided with these 
reports because of “DOS policy,” no such policy existed until April of 2019, after our deadline to 
submit documentation for the audit. DOS was unable to determine which individuals who had 
access to these reports actually viewed, copied or circulated them. This systemic behavior is 
concerning because it evidences a lack of established, well thought-out, and enforced policy until 
DAG requested access to documents, which apparently were provided freely to non DAG 
employees prior to our audit.  

Regarding DOS’ response related to information provided by the Pennsylvania Department of 
Transportation (PennDOT), we acknowledge in Finding 6 that PennDOT provided us with 
limited documentation, but it did not contain all the Motor Voter information needed to complete 
our assessment of whether records maintained within the SURE system are accurate and in 
accordance with the Help America Vote Act (HAVA) and Pennsylvania law. As DOS indicates 
in its response, the information provided was in the form of an Excel spreadsheet rather than 
directly from the data source. Since information can easily be manipulated in Excel, we could 
not conclude that the data provided was reliable, and therefore, we could not use it for testing 
purposes. Screen shots provided information regarding the voters’ driver’s license information 
but did not contain all the fields of information that we were testing for voter registration such as 
political party and residence versus mailing address, which could be different as in the case of 
college students. 

Further, DOS is inaccurate in their response that the report states that DOS does not maintain 
source documentation for Motor Voter applications. We did not request Motor Voter information 
from DOS since PennDOT, not DOS, is the original recipient of Motor Voter applications. 
Additionally, although DOS contends that they have source data for Online Voter Registration 
applications, when we requested that information on January 30, 2019, while at the DOS offices 
conducting testing, we were verbally informed that there was nothing available for us to review. 
Although DOS contends that the data is stored in multiple locations within the SURE 
architecture, the data was not provided to us when requested. 

Regarding DOS’ delay in responding to our requests for information, we agree that some of the 
requested information would take longer than the standard three business days to compile. Due 

120 The University of Pittsburgh Institute for Cyber Law, Policy and Security. The Blue Ribbon Commission on 

Pennsylvania’s Election Security: Study and Recommendations, January 4, 2019. Pages 10, 37, 38, and 53. 
https://www.cyber.pitt.edu/sites/default/files/FINAL%20FULL%20PittCyber_PAs_Election_Security_Report_0.pdf
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to this fact, we informed DOS at the beginning of the audit that if they anticipated needing 
additional time, they could notify us in writing of that request so that we would be aware of the 
delay. As we noted in Finding 1, DOS only requested an extension one time. Although we did 
submit requests for information during DOS identified blackout periods, this was done to allow 
for the continuation of the audit after much delay by DOS. As previously stated, we had 
informed DOS that if additional time was needed to please notify us, which DOS chose not to 
do. Further, DOS identified multiple blackout periods some of which only affected certain DOS 
offices or county election offices. As we could not be sure which offices were impacted during 
the blackout dates, we submitted requests for information, again with the understanding that 
DOS could notify us if an extension was needed to provide the requested information. Although 
DOS contends that its staff regularly communicated to DAG the status of outstanding requests, 
the only response that DAG received from DOS was DOS’ acknowledgment that the information 
requests had been received, that they would review the request and “be in touch,” or that staff 
were working on the requests without providing any detail as to when or if the information 
would be provided to DAG. 

DOS stated in its response that the Request for Proposals (RFP) for the new voter registration 
system to replace the current SURE system has been completed. We are encouraged that based 
on a cursory review of the RFP posted on October 9, 2019, it appears that DOS has included 
certain edit checks and other application controls recommended in our report and preliminarily 
discussed with DOS management on August 19, 2019. Our recommendations included the use of 
driver’s license numbers in the search for duplicates, the incorporation of Geographic 
Information System (GIS) capability, and the expansion of the use of data available from the 
Electronic Registration Information Center (ERIC). We believe this will help reduce errors and 
inaccuracies when processing voter applications and performing subsequent list maintenance.  

Finding 2 - Data analysis identified tens of thousands of potential duplicate and inaccurate 

voter records, as well as voter records for nearly three thousand potentially deceased voters 

that had not been removed from the SURE system. 

Finding 2 describes the results of our data analysis that DOS requested in the Interagency 
Agreement to conduct our audit. Due to audit time, financial, and staffing constraints, we did not 
validate the thousands of cases/situations identified, and as a result, we use the term “potential” 
to be conservative. We believe, however, that in most of these instances, there are inaccuracies 
within the data maintained in SURE, and therefore, DOS needs to work with the counties to 
properly investigate and address all of these situations and correct the voter records as 
appropriate to ensure that SURE contains accurate information, as required by law. We are 
concerned that by dismissing specific potential errors noted in the findings, DOS is missing the 
larger issue that inaccurate data exists in SURE and that they will not properly forward the 
information to counties to investigate and correct the data, if necessary. 
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Of note, DOS does not comment on the 24,408 cases where the same DL number is listed in 
more than one voter record, which appears to be an indication that the data analysis yielded 
results that will be helpful for improving the accuracy of the data, and that DOS agrees that some 
of the information in SURE is not accurate. As for the 13,913 other potential duplicate cases, 
DOS focuses on one subset of 1,612 potential duplicate records and accuses DAG of inaccurate 
analysis. DOS is assuming, however, the data is accurate stating that because a middle initial 
may be different between two records, a duplicate does not exist even though the first name, last 
name, and last four digits of the social security number are the same. DOS is assuming the 
difference in middle initials is always accurate and states those cases need no further 
investigation. The complacency of DOS in a matter of such importance is, in a word, 
disheartening. We wholly disagree in that our report provides examples of many instances where 
data in the SURE system certainly appears inaccurate. DOS should forward all of the cases and 
related information to the counties to investigate and determine whether the data is correct or 
whether a duplicate exists. 

DOS claims to have disproved “multiple allegations”. Despite DOS’ assertion that certain data 
analysis was flawed, DOS provided no specific examples to us to prove that our analysis of the 
data was incorrect. As a result, our data analysis stands and we continue to recommend that DOS 
forward the detailed exceptions to the counties for investigation. 

In its response, DOS mischaracterizes data we provided regarding the results of our analysis. To 
clarify, DAG provided detailed files of each exception noted in the report on October 1, 2019. 
These files were in Microsoft Excel format and each file included the programming logic that we 
used in our data analysis software, ACL, to extract the exceptions. On October 8, 2019, DOS 
requested copies of the entire database used in our analysis. On October 9, 2019, DAG provided 
copies of the raw data provided by DOS in 2018 in the exact same format as we had received it 
from DOS. Since it is an exact copy of their own data, we are confused as to why DOS expressed 
difficulty with its own data format. 

DOS maintains that the delay in providing the data files in 2018 was due to the negotiation of a 
Non-Disclosure Agreement (NDA) with ERIC that occurred over the course of approximately 
three months. DAG documentation, however, indicates that the DAG received the NDA from 
DOS on August 7, 2018. DAG reviewed and signed the NDA to DOS on August 15, 2018, or 
eight days later. DOS did not provide the data until an additional 56 days passed on October 10, 
2018. Therefore, we disagree with DOS that the delay was due to the NDA. 

DOS expressed concerns about not receiving extensions to investigate the exceptions prior to 
release of the report and that the deadline for their response would be prior to Election Day. 
DOS, however, agreed to the response timeline prior to DAG providing management the draft 
report. Additionally, DAG immediately agreed to an additional one-week extension requested by 
DOS upon their receipt of the draft report. Therefore, DOS management was fully aware and 
agreed that its response would be prior to the election. Further, throughout the audit DAG agreed 
to numerous extensions to the sole benefit of DOS such that the release of this report has been 
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delayed nearly a full year after the original release date agreed upon in the Interagency 
Agreement. If we had agreed to further extensions to the audit timeline, there would be 
insufficient time for the counties to investigate the potential data exceptions and correct them 
prior to the next Presidential general election. As it is, the counties have less than one year until 
that election to obtain the exceptions, investigate them, and correct the records, if necessary. We 
recommend DOS provide the detailed exceptions to the counties as soon as possible to give them 
more time to validate their data or make corrections as appropriate. 

Concerning potential DOB inaccuracies identified by DAG, DOS maintained that some of the 
records that were identified as erroneous DOB are in fact correct. For instance, they noted that 
county election officials must comply with the Sexual Violence Victim Address Confidentiality 
Act that requires county election officials to list a generic DOB in the SURE system to safeguard 
personal information. DOS informed us of its use of generic DOB when transitioning to the 
current SURE system; however, it did not provide us any information during the audit regarding 
the need to use generic DOB to comply with requirements to maintain confidential information 
of the victims of sexual violence. Therefore, the findings and results of our DOB inaccuracies 
analysis will remain as written in the revised draft report. 

Finding 3 - The Department of State must implement leading information technology security 

practices and information technology general controls to protect the SURE system and ensure 

the reliability of voter registration records. 

DOS contends that the SURE Advisory Board performs the functions of an oversight body. The 
Board’s charter, however, only allows it to function in an advisory capacity rather than as an IT 
governance body responsible for ensuring effective IT management. Further, in light of 
Executive Order 2016-06, OA/OIT and the Employment, Banking, and Revenue (EBR) Delivery 
Center should have direct representation on the IT governance oversight body.121 DOS’ response 
notes that the Chief Information Officer for the EBR Delivery Center holds regular steering 
committee meetings with DOS; however, this committee does not have a formal charter. An IT 
governance oversight body’s charter should include all the key areas of IT governance such as 
value delivery, strategic alignment, resource management, risk management, and performance 
management.122

We are encouraged by DOS’ efforts to modify its vendor’s IT support and maintenance services 
as described in its management response. We are also pleased that our audit results in this area 
have been helpful. 

121 Executive Order 2016-06, Enterprise information Technology Governance, dated April 18, 2016. 
122 Information Systems Audit and Control Association (ISACA). 
http://www.isaca.org/chapters9/Accra/Events/Documents/ISACA%20Presentation%20-
%20IT%20Governance%20V5.pdf. (accessed December 5, 2019). 
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Although DOS states in its response that vendors are already monitored in accordance with 
Management Directive 325.13, DOS provided no evidence that this monitoring was actually 
performed. As stewards of election infrastructure, DOS cannot simply rely on other agencies and 
their vendors to ensure voter data is secure. We continue to recommend that DOS: (1) ensure 
agreements with other agencies require that vendors comply with policy; (2) monitor System and 
Organization Control reports of all vendors key to election infrastructure (EI); and (3) coordinate 
with PennDOT and OA/OIT to ensure their vendor oversight practices contribute to EI security. 

We are pleased that DOS is updating its Equipment Use Policy and is planning to have all 
appropriate SURE users sign the updated policy. We found, however, that the section of the 
policy on the use of county-owned equipment to be less strongly worded than other sections of 
the policy and continue to recommend that DOS revise the policy to clearly address the risks of 
connecting county-owned equipment to SURE. We agree that instituting the use of a form to 
formalize county configuration requests and organizing county-level policies will help to 
encourage compliance. 

Finding 4 - Voter record information is inaccurate due to weaknesses in the voter registration 

application process and the maintenance of voter records in the SURE system. 

Although DOS strongly disagrees that there are significant weaknesses in the voter registration 
process, DOS agreed that edit checks are warranted. Edit checks help to ensure the accuracy of 
data obtained during the voter registration process. DOS further states that it has already 
implemented some of the recommendations to improve the application process and intends to do 
a thorough data analysis prior to moving to a new system so that they are starting with the most 
accurate data possible. We are confused as to why DOS would state that it disagrees that there 
are significant weaknesses but then also states that they have made and intend to make additional 
improvements to the process. 

DOS disagrees with the recommendation related to rejecting voter registration applications in a 
pending status for non-match of information. DAG’s recommendation, however, was for DOS to 
determine if it can direct the counties to review their pending applications and process them 
(either approve or reject), and to establish a maximum amount of time in which an application 
can remain in pending status before the county either approves or rejects the application. The 
recommendation did not indicate that applications pending due to a non-match of information be 
rejected. It is DAG’s stance that an application that has been in pending status for months or 
even years is a disservice to the applicant. Long-term pending applications should be cleaned up 
prior to migrating to the new system so not to carry unneeded/outdated data into the new system. 

Regarding the recommendations made for the remaining areas in Finding 4, we are pleased to 
see that DOS will take them under advisement. We hope that ultimately DOS implements our 
recommendations to ensure improvements to its processes.
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Finding 5 - Incorporating edit checks and other improvements into the design of the 

replacement system for SURE will reduce data errors and improve accuracy. 

Although DOS indicated that the SURE system is designed to automatically associate the proper 
voter registration record cancellation reason with the source of the cancellation transaction, this 
does not address the issue we identified for voter registrations that may have been improperly 
cancelled within 90 days of an election. We welcome DOS’ response that it intends to review the 
data analysis in the coming weeks and will follow up with counties as necessary. A significant 
purpose of our review was to identify potential data errors and share that information with DOS 
and the counties so that they could investigate and correct erroneous information, if applicable. 

Finding 6 - A combination of a lack of cooperation by certain county election offices and 

PennDOT, as well as source documents not being available for seventy percent of our test 

sample, resulted in our inability to form any conclusions as to the accuracy of the entire 

population of voter records maintained in the SURE system. 

We have already addressed in the Finding 1 portion of this section the issues that DOS takes in 
its response regarding the lack of source documentation, and are pleased that DOS intends to 
take our recommendations under advisement regarding the retention of records policy and 
scanning documents. 

Finding 7 - The Department of State should update current job aids and develop additional job 

aids and guidance to address issues such as duplicate voter records, records of potentially 

deceased voters on the voter rolls, pending applications, and records retention. 

We are most pleased to see that DOS agrees with our recommendations and/or plans to review 
the job aids and discuss our recommendations with appropriate individuals regarding 
implementation. 

Appendix D 

Regarding DOS’ comments about the Commonwealth’s voter registration process addressed in 
Appendix D of our report, DOS took issue with DAG’s statement that DOS and the counties 
must continue to address the concern with the PennDOT Motor Voter system that allowed 
ineligible individuals to register to vote. We understand that DOS has shared the information 
with the counties to take further action; however, we emphasize the vital importance that DOS 
should continue to follow through and work with the counties to ensure that this work is 
performed for those voters identified as potentially ineligible voters. 
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Appendix A Objectives, Scope, and Methodology 

The Department of the Auditor General (DAG) conducted this performance audit pursuant to an 
Interagency Agreement (agreement) entered into by and between the Department of State (DOS) 
and DAG to assess DOS’ administration of the Statewide Uniform Registry of Electors 
(SURE).123 We also conducted this audit under the authority of Sections 402 and 403 of The 
Fiscal Code, 72 P.S. §§ 402 and 403. 

We conducted this audit in accordance with applicable Government Auditing Standards, issued 
by the Comptroller General of the United States, except for certain applicable requirements that 
were not followed. Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions 
based on our audit objectives.124 Significant scope limitations caused by a lack of cooperation 
from DOS, the Pennsylvania Department of Transportation (PennDOT), and certain county 
election offices (counties), as well as a failure to provide the necessary information, affected our 
ability to obtain sufficient, appropriate evidence to fully achieve all of the audit objectives as 
described below and within Finding 1. 

Objectives 

The agreement specifies the following audit objectives: 

1. Assessment of whether records maintained within the SURE system are accurate 
and in accordance with the Help America Vote Act (HAVA) and Pennsylvania 
law. [See Findings 2, 4, 5, 6] 

2. Evaluation of the process for input and maintenance of voter registration records. 
[See Finding 4] 

3. Review of security protocols of the SURE system. [See Findings 1, 3] 
4. Review of the efficiency and accuracy of the SURE system. [See Finding 5] 
5. Review of the internal controls, methodology for internal audits and internal 

audits review process. [See Finding 4] 
6. Review of the external controls, methodology for external audits and external 

audits review process. [See Finding 1] 
7. Review of the methodology for the issuance of directives and guidance to the 

counties by DOS regarding voter registration and list maintenance. [See Finding

7] 

123 See Appendix B for a copy of the Interagency Agreement. 
124U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Standards related to 
obtaining sufficient, appropriate evidence are included in Paragraphs 6.56 through 6.72, standards related to 
obtaining an understanding of information system controls are included in Paragraphs 6.23 through 6.27, and 
standards related to review of previous audits and attestation engagements are included in Paragraph 6.36. 

1170a



A Performance Audit 

Pennsylvania Department of State 

Statewide Uniform Registry of Electors 

135 

8. Any other relevant information or recommendations related to the accuracy, 
operability, and efficiency of the SURE system, as determined by the Auditor 
General. [No Findings] 

Scope 

This performance audit covered the period January 1, 2016 through April 16, 2019, unless 
otherwise noted, with updates through the report date. 

DOS management is responsible for establishing and maintaining effective internal controls to 
provide reasonable assurance of compliance with applicable laws and regulations, contracts, 
grant agreements, and administrative policies and procedures. In conducting our audit, we 
obtained an understanding of DOS’ internal controls, including information systems controls, 
where possible given the scope limitations placed on the audit that we considered to be 
significant within the context of our audit objectives.  

For those internal controls that we determined to be significant within the context of our audit 
objectives, including information system controls where possible given the scope limitations, we 
also assessed the effectiveness of the design and implementation of those controls as discussed in 
the Methodology section that follows. Deficiencies in internal controls that we identified during 
the conduct of our audit and determined to be significant within the context of our audit 
objectives are included within the respective audit findings in this report. In addition, during our 
procedures we identified areas of potential improvement related to computer security, 
information technology general controls, and interface controls that we have specifically 
excluded from this report because of the sensitive nature of this information. These conditions 
and our recommendations have been included in a separate, confidential communication to DOS 
management.  

Government Auditing Standards require that we consider information systems controls “…to 
obtain sufficient, appropriate evidence to support the audit findings and conclusions.”125 This 
process also involves determining whether the data that supports the audit objectives is reliable. 
In addition, Publication GAO-09-680G, Assessing the Reliability of Computer-Processed Data, 
provides guidance for evaluating data using various tests of sufficiency and appropriateness 
when the data are integral to the audit objective(s).126 We attempted, where possible despite the 
scope limitations, to comply with standards concerning the reliability of computer-processed 
data. See our assessment in the Data Reliability section that follows. 

125 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Paragraphs 6.23 
through 6.27. 
126 U.S. Government Accountability Office. Assessing the Reliability of Computer-Processed Data, July 2009. 
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Scope Limitations 

Due to a lack of cooperation from DOS, the Pennsylvania Department of Transportation 
(PennDOT), and certain county election offices (counties), as well as a failure to provide the 
necessary information needed to satisfy three of eight audit objectives, it became evident that 
DAG would not be able to perform the audit in accordance with certain applicable standards in 
Government Auditing Standards, which is issued by the U.S. Government Accountability Office. 
The standards in question include obtaining sufficient, appropriate evidence; evaluating the 
design and operating effectiveness of information systems controls; and reviewing previous 
audits and attestation engagements significant within the context of the audit objectives.127 DAG 
issued a modified Government Auditing Standards compliance statement for this audit to account 
for the significant scope limitations that resulted from DOS’ refusal to provide access to 
documentation and data required to complete the audit. See these scope limitations addressed in 
detail in Finding 1 of this report and summarized below. 

Due to a lack of source documentation to support voter registration applications (applications) 
filed online and through paper forms and PennDOT’s refusal to provide access to source 
documentation for Motor Voter registration applications, we were unable to determine if the 
records within the SURE system are accurate. We were, therefore, unable to satisfy our audit 
objective to perform a sufficient assessment of whether records maintained within the SURE 
system are accurate and in accordance with HAVA and Pennsylvania law (Objective 1).  

Further, DOS’ refusal to provide sufficient access to key documentation related to the security 
and operation of the SURE system significantly limited our ability to perform our audit 
procedures. The following list identifies the key documents/information that were not provided 
(items 1, 2, and 5) or were heavily redacted (items 3 and 4): 

1. Contents of external security assessment reports issued by the United States Department 
of Homeland Security (Homeland Security), as well as reports issued by private firms 
contracted to assess security. 

2. Systems and Organization Control reports detailing the security practices in place at 
outside vendors key to the security and operation of the SURE system.128

3. Detailed information on system configuration and implementation of cybersecurity 
policies. 

127 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Standards related to 
obtaining sufficient appropriate evidence are included in Paragraphs 6.56 through 6.72, standards related to 
obtaining an understanding of information system controls are included in Paragraphs 6.23 through 6.27, and 
standards related to review of previous audits and attestation engagements are included in Paragraph 6.36. 
128 Systems and Organization Control (SOC) reports are reports on a service organization’s controls by an 
independent auditor. 
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4. The formal results and corrective action plans from the 2018 test of the emergency 
recovery system. 

5. Documentation of significant IT controls and system interfaces.  

Without these critical documents listed above, we were unable to satisfy our audit objective to 
review the security protocols of the SURE system (Objective 3). In addition, we were unable to 
comply with Government Auditing Standards, which requires auditors to evaluate the design and 
operating effectiveness of information systems controls and review previous audits and 
assessments significant within the context of our audit objectives.129 DOS’ refusal to provide 
these documents resulted in our inability to provide a conclusion regarding the security of the 
SURE system. Additionally, as a result of not being provided access to the contents of the 
external security assessment reports, we were not able to determine what these assessments 
included and therefore, have no assurance that the assessments covered all of the various layers 
of security protecting the SURE system (Objective 6). 

Methodology 

Items selected for testing within this audit were based on various methods including statistical 
sampling and auditor’s professional judgment. Due to the scope limitations regarding our testing 
of the statistical sample, we were not able to project results to the corresponding population. For 
our other test selections using professional judgment, the results of our testing also cannot be 
projected to, and are not representative of, the corresponding populations. 

To address the audit objectives, we performed the following procedures: 

� Interviewed and corresponded with individuals from the following offices to gain an 
understanding of SURE and security protocols of the SURE system, the individuals 
involved in managing, maintaining, and monitoring work performed in SURE, the 
assistance provided when requested by those utilizing SURE, and work performed 
regarding the issue with non-citizens that had the ability to register to vote at PennDOT 
photo license centers: 

# DOS management, staff, information technology officials, and legal counsel 
# SURE Help Desk staff 
# County election offices (county) management and staff 
# PennDOT management, staff, and legal counsel 

129 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Paragraph 6.23 
through 6.27. 
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� Reviewed the following laws, regulations, contracts, and written policies and procedures 
applicable to SURE: 

# Help America Vote Act of 2002, 52 U.S.C. § 21083 regarding the requirement to 
implement a computerized statewide voter registration list, minimum standards 
for the accuracy of voter registration records and requirements regarding 
performing list maintenance on a regular basis to remove ineligible voters. 

# National Voter Registration Act, 52 U.S.C. § 20507 regarding the federal 

requirements to register to vote. 

# Pennsylvania Voter Registration Law (Act 3 of 2002), 25 Pa.C.S. Chapters 12 and 
19 regarding the implementation of HAVA in state law. 

# 4 Pa. Code Chapter 183 regarding record retention guidance on applications. 
# County Records Manual issued by the Pennsylvania Historical and Museum 

Commission regarding record retention guidance on applications. 
# SURE job aids, created and distributed by DOS to the counties, that provide 

guidance regarding the current process established in the SURE system. In 
particular those processes regarding processing applications, including pending 
applications, and list maintenance performed on voter registration records. 

# DOS’ Memoranda of Understanding with both PennDOT and the Department of 
Health (DOH) for systems that interface with the SURE system. 

# DOS’ contracts with vendors responsible for network administration, driver’s 
license and Motor Voter processes, administration of the SURE Help Desk, and 
the staff augmentation vendor. 

� Reviewed news articles related to election threats such as the Russian involvement in the 
2016 presidential election. 

� Attended SURE training provided by DOS to gain an overview of how SURE works, 
what functionality SURE includes and how the counties use SURE to process 
applications, conduct list maintenance activities, and print poll books. 

� Reviewed a list of SURE training DOS provided to counties, both prior to and during the 
audit period, to determine which counties requested and received training in addition to 
the initial training provided during the implementation of the SURE system.  

� Judgmentally selected and visited seven county election offices between July 11, 2018 
and September 11, 2018, to gain an understanding of how the counties process 
applications in SURE, including performing steps to review: the counties’ procedures to 
detect duplicate registrations; the counties’ procedures to conduct the HAVA check, and 
correspondence mailed to applicants requesting information required to complete the 
processing of applications. Two of the seven counties visited were at the recommendation 
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of DOS and the remaining five counties were selected in order to gain variety in 
geographic location and the number of voter registrations. 

� Sent a survey (See copy in Appendix H) to all 67 counties in Pennsylvania (including the 
seven visited) to obtain similar information as gained during the visits such as processing 
information in SURE, equipment utilized, and security protocols. A total of 65 of the 67 
counties provided responses to our questions either during the on-site visit interviews or 
by returning the survey; however, not all of the counties responded to every question in 
the survey. 

� Included technical experts from the DAG’s Bureau of Information Technology Audits as 
part of the audit team for data analysis and information systems assessment pertinent to 
our audit objectives.  

� Consulted with a network administration expert from DAG’s Office of Information 
Technology and Support Services for specialized network and cybersecurity knowledge. 

� Consulted with cybersecurity audit experts from other state auditor offices on applicable 
cybersecurity control frameworks and auditor access to outside security assessments of 
critical infrastructure. 

� Reviewed and analyzed redacted network and system diagrams of the SURE system in an 
attempt to obtain a thorough understanding of the various environments. 

� Reviewed and analyzed redacted documents regarding the software, hardware, and 
operating systems supporting the SURE system. 

� Reviewed and analyzed functional specifications documents for interfaces, where 
provided, and assessed the impact of interfaces between SURE and other systems. 

� Reviewed DOS organizational charts with DOS officials to gain an understanding of the 
management structure. 

� Reviewed the following reports from other organizations on voting system security and 
voter registration security to identify relevant security protocols and issues: 

o Brennan Center for Justice. Defending Elections: Federal Funding Needs for 

State Election Security, July 18, 2019. 
o Center for American Progress. Election Security in All 50 States: Defending 

America’s Elections, February 12, 2018. 
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o U.S. Department of Justice. Report on the Investigation into Russian Interference 

in the 2016 Presidential Election (also known as the Mueller Report), March 31, 
2019. 

o The Heritage Foundation. A Sampling of Election Fraud Cases from Across the 

Country. April 2017. 
o State of Minnesota, Office of the Legislative Auditor. Voter Registration: 2018 

Evaluation Report. March 8, 2018. 
o United States Election Assistance Commission (EAC). 2014 Statutory Overview, 

January 2015. 
o Press Release of Select Committee on Intelligence, United States Senate, Senate 

Intel Committee Releases Unclassified 1st Installment in Russia Report, Updated 

Recommendations on Election Security. Richard Burr, Mark Warner, Susan 
Collins, Martin Heinrich, James Lankford. May 8, 2019. 

o Report of the Select Committee on Intelligence, United States Senate, Russian 

Active Measures Campaigns and Interference in the 2016 U.S. Election, Volume 

1: Russian Efforts against Election Infrastructure with Additional Views. 
Released July 25, 2019. 

o The University of Pittsburgh Institute for Cyber Law, Policy and Security. The 

Blue Ribbon Commission on Pennsylvania’s Election Security: Study and 

Recommendations, January 4, 2019. 
o The National Academies of Sciences, Engineering, and Medicine. Securing the 

Vote: Protecting American Democracy, September 6, 2018. 
o Technology Science. Voter Identity Theft: Submitting Changes to Voter 

Registrations Online to Disrupt Elections, September 06, 2017.  

� Received a signed affidavit from the Chief Information Security Officer (CISO) of the 
Employment, Banking, and Revenue (EBR) Delivery Center of the Office of 
Administration Office of Information Technology (OA/OIT) describing certain controls 
in place over the SURE system. 

� Interviewed the CISO of the EBR Delivery Center for a verbal briefing on the contents of 
external security assessment reports issued by the United States Department of Homeland 
Security and reports issued by private firms contracted to assess security of the SURE 
system. 

� Attended a presentation by the CISO of the Commonwealth providing an overview of 
OA/OIT’s implementation of the National Institute of Standards and Technology 
Cybersecurity Framework. 

� Received letters through DOS from two vendors summarizing security assessments 
performed on election systems. 
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� Reviewed working papers testing information technology general controls compiled in 
prior audits of the Commonwealth’s Comprehensive Annual Financial Report. 

� Reviewed a Service Organization Control (SOC) report for one vendor significant to the 
SURE system and attempted to review SOC reports for other relevant vendors. 

� Reviewed the following policies governing internal controls, IT management, 
procurement, IT security, and cybersecurity issued by OA/OIT and DOS: 

o Commonwealth of Pennsylvania Information Technology Policy (ITP) ITP-
SEC000 – Information Security Policy. May 2016. 

o ITP-SEC007 – Minimum Standards for IDs, Passwords, and Multi-Factor 

Authentication. March 1, 2006. 
o ITP-SEC015 – Data Cleansing Policy. May 1, 2013. 
o ITP-SEC019 – Policy and Procedures for Protecting Commonwealth Electronic 

Data. November 16, 2007. 
o ITP-SEC020 – Encryption Standards for Data at Rest. August 17, 2007. 
o ITP-SEC023 – Information Technology Security Assessment and Testing Policy, 

April 19, 2007. 
o ITP-SEC024 – IT Security Incident Reporting Policy. August 2, 2012 
o ITP-SEC025 – Proper Use and Disclosure of Personally Identifiable Information. 

March 19, 2010. 
o ITP-SEC031 – Encryption Standards for Data in Transit. August 17, 2007. 
o Commonwealth of Pennsylvania Information Technology Operations Document 

(OPD) OPD-SEC007A – Configurations for IDs, Passwords, and Multi- Factor 

Authentication. March 1, 2006. 
o Commonwealth of Pennsylvania Management Directive (MD) MD-205.34 – 

Commonwealth of Pennsylvania Information Technology Acceptable Use Policy. 
Amended January 22, 2016.  

o MD-325.12 – Standards for Internal Control for Commonwealth Agencies. 
Effective July 1, 2015. 

o MD-325.13 – Service Organization Controls. Effective November 22, 2017. 
o MD-535.9 – Physical and Information Security Awareness Training. October 3, 

2006. 
o Commonwealth of Pennsylvania Information Security Incident Response 

Procedures (IRP) V2.11. November 11, 2008. 
o DOS Bureau of Election Security and Technology, Bureau of Elections and 

Notaries, Bureau of Campaign Finance and Civic Engagement. Continuity of 

Operations Plan. January 02, 2019. 
o DOS Guidance on Electronic Voting System Preparation and Security. September 

2016. 
o DOS Policy on Election System Security Measures, Version 1.1, issued April 23, 

2019. 

1177a



A Performance Audit 

Pennsylvania Department of State 

Statewide Uniform Registry of Electors 

142 

o DOS SURE Equipment Use Policy. September 12, 2003, updated February 29, 
2012. 

� Reviewed the redacted results of the 2018 test of the SURE Emergency Recovery System 
conducted by DOS management. 

� Inquired of DOS management about the applicability of Commonwealth IT policies to 
county election offices and IT personnel. 

� Reviewed transcripts of the U.S. Senate Select Committee on Intelligence hearing on 
Election Security, March 21, 2018, the Pennsylvania House of Representatives State 
Government Committee hearing on Election Integrity and Reforms, October 15, 2018, 
and the U.S. House of Representatives Committee on Homeland Security hearing on 
Building Partnerships to Protect America’s Elections, February 13, 2019.  

� Reviewed the Center for Internet Security (CIS) Critical Security Controls, Version 7.1, 
the CIS Handbook for Elections Infrastructure Security, Version 1.0, dated February 
2018, and the United States Department of Homeland Security, Cybersecurity and 
Infrastructure Security Agency (DHS-CISA) publication entitled Best Practices for 

Securing Election Systems, issued May 21, 2019, to assist in developing our audit 
approach for testing cybersecurity controls. 

� On February 25, 2019, the Auditor General traveled to Washington D.C. to meet with 
representatives of the Department of Homeland Security (Homeland Security) to discuss 
protocol regarding access to security reports issued by Homeland Security. 

� Attempted to perform tests of design of information technology general controls in place 
over the SURE system in the following baseline control areas: 

o Access management  
o Change management (i.e., configuration management) 
o Segregation of duties 
o Service delivery 
o Business continuity/Disaster recovery. 

� Reviewed the SURE database schema, data dictionary, and other database documentation 
to assist in documenting an understanding of the database and requesting data. 

� Obtained from DOS electronic data files of all currently registered voters as of October 9, 
2018 (referred to as the Voter Table) and the electronic history of all changes to voter 
records, such as changes to the voter’s name and address that were recorded from January 
1, 2016 through October 9, 2018 (referred to as the Application Table). We also obtained 
copies of each county’s Pennsylvania Full Voter Export List as of October 9, 2018, from 
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the SURE system available to the public through the Department of State (DOS) website 
(referred to as the Full Voter Export Table). 

� Obtained death data from the DOH of deaths recorded in Pennsylvania from October 
2010 through October 2018 to compare to voter registration data as of October 9, 2018 to 
determine if any of the deceased remain as registered voters in SURE. 

� Obtained the Social Security Administration’s Death Master File of deaths as of August 
2010 to determine if any of the deceased are still listed as registered voters in SURE. 

� Using data analysis on the Voter Table we performed the following: 

# Tested for duplicate driver’s license numbers as well as tests for other potential 
duplicate records based on first name, last name, date of birth (DOB), and/or last 
four digits of the Social Security number (SSN). 

# Searched for voters who were 100 years old or older as of October 9, 2019 and for 
voter registration dates that were prior to the voter’s DOB. We then reviewed the 
U.S. Census Report entitled, Centenarians:2010, to compare against the numbers 
of voter records with dates of birth indicating the voter may be 100 years of age or 
older. 

# Compared the voter records to the DOH death data based on first name, last name, 
DOB, and/or the last four digits of the SSN. 

# Compared the voter records to the Social Security Death Master File data as of 
August 2010 based on first name, last name, DOB, last four digits of SSN, and 
street name. No additional potentially deceased voters were identified from this 
data matching procedure. 

# Reviewed voter records associated with potential duplicates or potential deceased 
voters to determine if votes were cast more than once per record or after the 
deceased date, as applicable. We did not believe our evidence was sufficient to 
report in a finding but did report our results to DOS to further investigate. 

# Determined the number of voter records remaining in active status despite having 
no activity for five or more years.  

# Determined the number of inactive voter records that should have been cancelled 
after failure to vote in the following two federal general elections.  
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� Using data analysis on the Application Table, we determined the following: 

# Whether list maintenance activities were being performed by each county and 
whether voter records were being cancelled for list maintenance activities within 
90 days of the 2016 general election. 

# The number of pending applications and the length of time the applications 
remained in pending status. 

� Using data analysis, we evaluated the design and operating effectiveness of application 
controls in place to prevent and/or detect: duplicate voter records, inaccurate dates of 
birth, inaccurate registration dates, potentially deceased voters, as well as controls to 
prevent inappropriate cancellation of voter records within 90 days of an election, controls 
to ensure residential addresses are within Pennsylvania, and controls to ensure the street 
name field does not include the street number. 

� Judgmentally selected voter records and traced them to the SURE portal in order to 
investigate and analyze the following: 

# Information that appeared to be different among the Voter Table, the Full Voter 
Export Table, and the Application Table. 

# Pending records that appeared to have been replaced by a newer, approved voter 
application. 

# Records where it appeared that the DOB had been changed. 

� Selected a random statistical sample, based on a confidence level of 98 percent and a 
tolerable error rate of two percent, of 196 voters from the total population of 8,567,700 
voters registered in SURE as of October 9, 2018 with the intent of reviewing source 
documents to confirm the accuracy of the following information maintained in SURE for 
the 196 voters: 

# Full name (first, last, and middle name or initial, if included) 
# Address 
# DOB 
# Last four digits of the SSN (if included) 
# Last four digits of the Pennsylvania driver’s license number or Pennsylvania 

identification number (if included) 
# Date registered 
# Party affiliation 
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We also planned to verify that each record had a signature image in the SURE 
system. 

Source documents included applications or other documents provided by voters to 
update their voter record and were submitted by the voter either through a paper 
application, the Motor Voter process at Pennsylvania driver’s license centers, or 
DOS’ online application. 

� Reviewed examples of emails sent from the Help Desk to DOS management regarding 
the progress of each county for specific tasks, such as list maintenance activities and poll 
book printing.   

� Performed procedures to determine if list maintenance activities were performed by the 
counties such as the following: 

# Reviewed records in the Application and Voter Tables to determine if each county 
recorded list maintenance codes indicating that list maintenance activities had 
been performed. 

# Observed, during county visits, county staff processing documents from voters in 
response to list maintenance correspondence sent to them by the county. 

# Observed during testing of 196 voter’s records that records had been updated as a 
result of information provided by voters in response to list maintenance 
procedures performed by the county. 

� Reviewed a redacted November 2018 Election Support Plan that includes tasks that must 
be completed leading up to and after Election Day. Tasks include poll book printing by 
the counties, certification of voter registration numbers, and certification of the results 
following Election Day. 

� Reviewed the Electronic Registration Information Center’s (ERIC) website for 
information regarding when it was created, accomplishments since its inception, the 
member states, the cost of being a member, as well as what ERIC provides to its 
members.

� Reviewed examples of the letters sent by DOS to those identified by a tenured Associate 
Professor of Political Science hired by DOS as potential non-citizens that were not 
eligible to be registered voters. The letters included 7,702 dated April 27, 2018; 11,198 
dated June 12, 2018; and 8,707 dated June 29, 2018. 

� Reviewed documents from DOS regarding actions taken by DOS resulting from the 
responses received to the letters mailed to those identified as potential non-citizens.   
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� Reviewed screen shots of the Motor Voter process that was in place when non-citizens 
were permitted to register to vote. 

� Reviewed screen shots of the Motor Voter process after the non-citizen issue was 
corrected by PennDOT, in conjunction with DOS. 

� Visited a PennDOT Photo License Center to observe scenarios where a customer, with 
their camera card, came into the license center to obtain a new driver’s license or renew 
their existing driver’s license. The scenarios included: 

# Citizen either over 18 years of age or will be 18 by the date of the next election 
# Non-citizen of any age 
# Naturalized citizen over the age of 18 

� Reviewed U.S. Election Assistance Commission, Grant Expenditure Report Fiscal Year 

2018, dated April 4, 2019, to determine funding provided to states to financially help 
implement the requirements of HAVA. 

� Reviewed the Commonwealth’s SAP accounting system report, “Detail Grant Line Items 
by FM Posting Date” to determine expenditures made during fiscal years 2002 through 
2013 from the federal funds received to improve the administration of federal elections. 

Data Reliability 

Government Auditing Standards requires us to assess the sufficiency and appropriateness of 
computer-processed information that we used to support our findings, conclusions, and/or 
recommendations. The assessment of the sufficiency and appropriateness of computer-processed 
information includes considerations regarding the completeness and accuracy of the data for the 
intended purposes.130

� To assess the completeness and accuracy of the data files from the SURE system of 1) all 
currently registered voters (the Voter Table), 2) the history of all of the changes made to 
voter records (the Application Table), and 3) the Pennsylvania Full Voter Export List, we 
conducted audit procedures as follows: 

# Obtained a management representation letter from DOS management confirming 
that the data provided to us had not been altered and was a complete and accurate 
duplication of the data from its original source. 

130 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Paragraph 6.66. 
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# Compared record counts to DOS’ unaudited annual report of voter statistics, The 

Administration of Voter Registration in Pennsylvania: Report to the General 

Assembly, submitted by DOS for the calendar year ended December 31, 2017 sent 
to the General Assembly in June of 2018 to determine the completeness of the 
information provided. A variance of 1.3% was noted but determined to be 
reasonable given the timing differences between the report date and receipt of the 
data. 

# Compared data among the three tables obtained from SURE to determine whether 
the data was accurate and if records were missing. Variances were investigated 
and ultimately we determined the data to be internally consistent. 

# Using data analysis, compared total voter statistics per the data file of all currently 
registered voters as of October 9, 2018, to the unaudited annual report of voter 
statistics, The Administration of Voter Registration in Pennsylvania: Report to the 

General Assembly, submitted by DOS for the calendar year ended December 31, 
2018, to test the voter data for completeness. 

# Obtained reports from PennDOT’s Motor Voter program and compared those 
records to application data within the SURE system to determine completeness. 

# Obtained reports from DOS of initial voter application records submitted through 
PennDOT’s Motor Voter system between January 1, 2016 and October 9, 2018, 
and compared them to the initial applications recorded as received from 
PennDOT in SURE. Although variances were noted, we found the count of 
applications sent and recorded to be substantially accurate.  

# Attempted to evaluate the design and operating effectiveness of information 
technology general controls. DOS, however, refused to provide access to the 
contents of external security reports and other documents needed to perform the 
evaluation. See scope limitation above and in Finding 1 (Scope Limitation A). 

# Used obituaries to confirm a judgmental selection of potentially deceased 
individuals’ first and last name, date of death, and city of residence. We also 
confirmed the DOB and middle initial if noted in the obituary. These additional 
tests were performed to validate the reliability of the match between DOH data 
and SURE data. 

# Used Google Maps to confirm for a judgmental selection of records that the street 
address was within Pennsylvania in order to confirm the accuracy of the State

field in the voter record and to provide additional evidence as to the eligibility of 
the voter.
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# Randomly selected a sample of 196 records from the 8,567,700 registered voters 
in Pennsylvania and traced the information back to the source documentation 
maintained at the county election offices. We were unable to perform these audit 
procedures for 138 sampled items due to lack of cooperation from the counties, 
lack of cooperation from PADOT to provide information from the Motor Voter 
applications, lack of auditable information for online applications, and lack of 
sufficient record retention requirements and guidance. See the description of the 
scope limitation above and in Finding 1 (Scope Limitation B). 

Based on the procedures we were able to perform, as well as the procedures we were not 
able to perform due to scope limitations, in accordance with Government Auditing 

Standards, we concluded that the voter registration data extracted from the SURE system 
had significant limitations. However, due to the close approximation to independently 
produced reports issued by DOS and the consistency of the data among the three tables, 
we determined the data to be sufficiently reliable, with significant limitations, to support 
our findings and recommendations as noted throughout our report. 

As noted in Finding 4 in the report, we did not perform tests to validate the reliability of 
the “date last voted” field within the voter table. According to SURE job aids, the “date 
last voted” field is entered into SURE when poll workers scan the bar code (found beside 
the voter’s signature in the poll book) after each election. While the process described 
appeared reasonable to capture voting dates, since we did not perform tests of the 
accuracy of the “date last voted” field, we determined this data field to be data of 
undetermined reliability. The data, however, was the best data available and although this 
determination may affect the precision of the numbers presented, as noted in Finding 4, 
there is sufficient evidence to support our findings and conclusions that DOS should 
work with the counties to investigate instances of potentially inactive voters who had not 
voted in the last two federal general elections and whose voter records may need to be 
cancelled. 

� We did not perform procedures to assess the completeness and accuracy of the data of 
deceased individuals from the Pennsylvania Department of Health, the data from the 
Social Security Death Master file, and data from the US Census Bureau. We determined 
this data to be data of undetermined reliability, as noted in Finding 2 of this report. This 
data was the best data available, however, and although this determination may affect the 
precision of the numbers presented of potentially deceased individuals and those over the 
age of 100, as noted in Finding 2, there is sufficient evidence to support our findings and 
conclusions. 

� We did not perform procedures to assess the completeness and accuracy of the number of 
letters that DOS sent to voters identified as having questionable voter registration 
eligibility and the actions that subsequently occurred with each of the voters identified. 
We determined this data to be data of undetermined reliability, as noted in Appendix D of 
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this report. This data was the best data available, however, and although this 
determination may affect the precision of the number of individuals identified as 
potentially ineligible to vote, as noted in Appendix D, there is sufficient evidence to 
support the information noted in Appendix D. 
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Appendix B Interagency Agreement Between the Department of State 
and the Department of the Auditor General 

On May 15, 2018, the Department of the Auditor General (DAG) entered into an Interagency 
Agreement (agreement) with the Department of State (DOS) to perform an audit of DOS’ 
Statewide Uniform Registry of Electors. The originally agreed upon date to provide DOS with 
the audit report was January 31, 2019. Due to delays by DOS in providing DAG requested audit 
information, the agreement was amended to:  

� Extend the report release date to July 31, 2019.

� Further extend the report release date to September 27, 2019. 

� Further extend again the report release date to November 29, 2019.

The following is a copy of the original agreement between DAG and DOS: 
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Appendix C Voter Registration Process 

The voter registration process in Pennsylvania is conducted by county election offices (counties) 
but involves a partnership with the Department of State (DOS). The National Voter Registration 
Act and Pennsylvania law requires that the Pennsylvania Department of Transportation 
(PennDOT) provide a voter registration opportunity to its customers. This process is commonly 
referred to as Motor Voter.131 The Motor Voter process provides PennDOT customers the 
opportunity to register to vote, or change their address if they are currently registered to vote, 
while receiving or renewing their driver’s license (DL) or photo identification (ID) card at a 
PennDOT photo license center, as well as the ability to update their registration in-person and 
online.  

In addition, applicants have the option to register to vote via paper application, online, and for 
any person that utilizes the services of various government assistance offices, the person is asked 
if they want to register at the time of application for benefits or re-certification for benefits.132 A 
paper application can be obtained online or at the county and returned to the county by mail or 
in-person once completed. Online applications are managed by DOS and can be accessed by 
visiting register.votesPA.com.  

Regardless of which application method one chooses, the information required to register is the 
same. The applicant must provide information including their full name, date of birth, residence 
address, mailing address (if different than residence), and political affiliation. Applicants are also 
prompted to provide their DL or ID number and/or the last four digits of their Social Security 
number (SSN) in order to help verify the applicant’s identity; however, the county cannot deny 
an application if the applicant does not provide their DL or ID number or SSN.133 The applicant 
must also confirm that they are eligible to register to vote by answering eligibility questions 
included on the application and signing the application. 

Federal and State law establishes eligibility requirements for residents to register to vote.134

Eligibility criteria include a minimum age requirement of 18 years of age and citizenship of the 

131 52 U.S.C. § 20504. See also 25 Pa.C.S. § 1323. 
132 25 Pa.C.S. § 1325. Consistent with the NVRA, the offices in Pennsylvania that have been identified as those that 
“provide public assistance” for voter registration purposes are: Women, Infant and Children Nutrition Clinics; 
County Assistance Office; Clerk of Orphans’ Courts; Children and Youth Agencies; Area Agencies on Aging; Para-
Transit providers; Special Education Programs at the 14 state-owned universities; agencies serving people with 
disabilities and County Mental Health/Intellectual Disabilities offices; and the armed services recruitment centers. 
The Administration of Voter Registration in Pennsylvania, 2017 Report to the General Assembly, June 2018, page 
10. 
133 25 Pa.C.S. § 1328. The Pennsylvania Voter Registration Application includes a box for the applicant to check if 
they do not have a PA driver’s license or a PennDOT identification card or a Social Security number. All first time 
voters must show identification at the polling place. The approved list of identification documents can be found at 
http://www.votespa.com. 
134 52 U.S.C. § 10701 (Enforcement of the 26th Amendment). Note that HAVA has statutory provisions prohibiting 
certain discriminatory voting acts, such as poll taxes, in Chapter 103. See also 25 Pa.C.S. § 1301(a).  
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United States (U.S.), the Commonwealth of Pennsylvania, and the applicable district. It should 
be noted, however, that neither state nor federal law require proof of citizenship in order to 
register to vote, regardless of the method of application. Neither DOS nor the counties conduct a 
review to confirm the citizenship of an applicant. When an applicant completes a voter 
registration application, whether on paper, online, through a voter registration drive, or similar 
method, they are merely asked to sign a declaration (without providing any validation), which 
states the following: 

� I am a United States citizen and will have been a citizen for at least one month on the day 
of the next election. 

� I will be at least 18 years old on the day of the next election. 

� I will have lived at the same address in Section 5 [of the application] for at least 30 days 
before the election. 

� I am legally qualified to vote.135

The applicant must indicate by checking a box that: “I affirm that this information is true. I 
understand that this declaration is the same as an affidavit, and, if this information is not true, I 
can be convicted of perjury, and fined up to $15,000, jailed for up to 7 years, or both.”136

Given that the law does not require proof that the applicant’s declaration/affirmation is valid, it is 
possible that an ineligible person, including a non-citizen, could apply to register to vote 
regardless of whether they knew they were violating the law or if it was done unintentionally, as 
with those that may not fully understand the questions being asked and statements made due to a 
language barrier.137 Regardless of the circumstances, as previously reported, there is a potentially 
substantial criminal penalty for those found to have provided false information. 

Requiring applicants to submit proof of citizenship has been attempted in other states and has 
been met with court challenges. In June 2018, in a matter involving private citizens represented 
by several public interest organizations on behalf of the League of Women Voters of Kansas 
against the Kansas Secretary of State, a federal district court judge found that Kansas could not 
require documentary proof of U.S. citizenship when registering to vote, because such laws 

135 This declaration is provided in Section 11 of the application. 
136 Ibid.; the application also contains the following notice: “PENALTY FOR FALSIFYING DECLARATION
WARNING: If a person signs an official registration application knowing a statement declared in the application to 
be false, makes a false registration, or furnishes false information, the person commits perjury. Perjury is punishable, 
upon conviction, by a term of imprisonment not exceeding seven years, or a fine not exceeding $15,000, or both, at 
the discretion of the court. Submitting an application containing false information may also subject a person to other 
penalties, including loss of the right of suffrage, under state or federal law.” This is commonly referred to as 
“signing under penalty of perjury” and is enforceable under 18 Pa.C.S. § 4902. 
137 At a 2016 hearing, a former DOS election official claimed that a “glitch in the state's driver licensing 
software ‘may inadvertently register’ noncitizen immigrants to vote without their knowledge.”  
<https://thehill.com/blogs/blog-briefing-room/news/357143-pa-officials-find-hundreds-of-illegal-ballots-cast-in-
state> (accessed April 29, 2019). 
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violate the constitutional right to vote.138 The decision, which is currently under appeal, 
invalidated Kansas’ proof-of-citizenship registration law.139 In the meantime, however, the 
holding of the case has national implications, including in Pennsylvania. 

To date, the Pennsylvania General Assembly has not attempted to require proof of citizenship to 
register to vote, but did attempt to enact a voter identification (Voter ID) law in 2012.140

Pennsylvania’s Voter ID law would have required all voters to show specific photo identification 
at the polling place before being allowed to cast their ballot. The Voter ID law specified that the 
photo identification must include an expiration date, therefore invalidating several forms of 
photo identification, including many employee identification cards. Before the law could take 
effect, however, a lawsuit was filed in Pennsylvania’s Commonwealth Court, alleging that the 
new Voter ID law violated Pennsylvania’s Constitution by depriving citizens of their most 
fundamental constitutional right — the right to vote. The lawsuit sought an injunction blocking 
enforcement of the law before the November 2012 election.141 Ultimately, the law was struck 
down by the Pennsylvania Commonwealth Court, before voters were subject to the new 
requirements in the next election, and Pennsylvania returned to its original first-time voter 
identification requirement.142

The ability to register to vote ends 30 days prior to any election.143 Therefore, a person wishing 
to register for the first time, change their name, address, or party affiliation must submit a 
completed voter registration application no later than 30 days prior to the next election. Any 
paper application postmarked after the cut-off is to be processed after the election is finalized. If 
the applicant applies online, they have until 11:59 P.M. and 59 seconds on the day of the cut-

138 Fish v. Kobach, 309 F. Supp. 3d 1048 (D. Kan. 2018). The matter has been appealed to the United States Court 
of Appeals Tenth Circuit. On January 14, 2019, the party name of the defendant Kris Kobach has been updated to 
reflect a change in the state of Kansas’ Secretary of State to Scott Schwab as follows: Fish v. Schwab. See 
<https://www.courtlistener.com/docket/4510003/fish-v-
kobach/?filed_after=&filed_before=&entry_gte=&entry_lte=&order_by=desc> (accessed April 29, 2019). 
139 Ibid. 
140 Former Act 18 of 2012 was held unconstitutional by the Pennsylvania Commonwealth Court and its enforcement 
permanently enjoined by Applewhite v. Com., 2014 WL 184988 (Pa. Cmwlth. 2014). 
141 The lawsuit was filed by the American Civil Liberties Union of Pennsylvania, the Advancement Project, the 
Public Interest Law Center of Philadelphia, and the Washington, DC law firm of Arnold & Porter LLC, on behalf of 
ten Pennsylvania voters and three prominent advocacy organizations.  
<https://www.aclupa.org/news/2012/05/01/groups-file-lawsuit-in-commonwealth-court-to-overturn-pennsylvanias-
unconstitutional-voter-photo-id-law> (accessed March 21, 2019). 
142 A first time voter, or a voter voting at a new polling place, must show proof of identification. The valid photo 
identifications include a Pennsylvania DL or PennDOT ID card, ID issued by any Commonwealth agency, ID issued 
by the U.S. Government, U.S. Passport, U.S. Armed Forces ID, student ID, or an employee ID. If you do not have a 
photo ID, a first time voter can use one of the following non-photo IDs that includes their name and address: 
confirmation issued by the County Voter Registration Office, non-photo ID issued by the Commonwealth, non-
photo ID issued by the U.S. Government, firearm permit, current utility bill, current bank statement, current 
paycheck, or a government check. See <https://www.votespa.com/Register-to-Vote/Pages/Voter-ID-for-First-Time-
Voters.aspx> (accessed March 20, 2019). 
143 25 Pa. C.S. § 1326(b). 
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off.144 Through Motor Voter at PennDOT, they have until the close of business of the photo 
license center on the day of the cut-off.  

Once registered, a voter will remain registered until they either (1) request their voter registration 
be cancelled or (2) the county cancels the registration as part of its required list maintenance 
process.145 A registered voter can cancel their voter registration at any time by completing and 
signing a “Request To Cancel Voter Registration” form and forwarding it to the county voter 
registration office in the county in which they are registered. A county may cancel a voter’s 
registration in the process of performing the annual list maintenance that is required by law. List 
maintenance activities include cancelling a voter’s registration due to death, moving out of the 
county or state, and not voting and not having any contact with the county elections office for a 
specified amount of time.146 List maintenance is discussed in detail in Finding 4. 

144 DOS Election Support Plan “Verification and Environment changes.” 
145 52 U.S.C. § 21083(a)(2) (Computerized list maintenance). See also 25 Pa.C.S. §1901 (Removal of electors). A 
voter’s county and/or voting precinct may change due to a change in residence within Pennsylvania, but the voter 
will still remain as a registered voter. 
146 25 Pa C.S. § 1501. 
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Appendix D The lack of oversight that allowed non-citizens the ability 
to register to vote at PennDOT’s photo license centers, 
even after indicating they are not a citizen, was addressed 
during the audit period. 

In 2017, media reports identified an issue in which non-citizens had the ability to register to vote 
at the Pennsylvania Department of Transportation (PennDOT) photo license centers.147 We 
asked Department of State (DOS) management about this issue, and its responses are 
summarized below. We did not, however, have access to individuals’ records of citizenship 
status and did not determine whether non-citizens were registered to vote.  

According to DOS management, in 2017, DOS became aware of and took subsequent steps to 
investigate and address a decades-old issue with the Motor Voter process that allowed non-
citizens the ability to register to vote even if they indicated that they are not citizens.148 The 
issue, as explained by DOS management, was that when a person was offered the opportunity to 
register to vote during the driver’s license (DL) photo card renewal/application process at 
PennDOT photo licensing centers, those that indicated that they were non-citizens were not

excluded from the voter registration questions.149 While voter registration during the DL photo 
card process requires an individual to twice confirm their citizenship status, both those that 
indicated they were citizens and those that indicated they were non-citizens were given the 
opportunity to register to vote.150

The National Voter Registration Act of 1993 (Motor Voter), which became effective on January 
1, 1995, created requirements that each States’ motor vehicle authority must: (1) provide 
individuals with the opportunity to register to vote at the same time that they apply for a DL or 
seek to renew a DL; and (2) forward the completed application to the appropriate state or local 
election official. In Pennsylvania, this was a manual process for many years due to each of the 67 
counties having a different voter registration system. PennDOT mailed hard copy voter 

147 <https://philadelphia.cbslocal.com/2017/09/20/it-undermines-integrity-of-elections-glitch-allows-non-citizens-in-
pa-to-vote/> (accessed May 17, 2019) and 
 <http://www.mcall.com/news/pennsylvania/mc-nws-pa-voter-registration-glitch-non-citizens-20170920-
story.html> (accessed May 17, 2019). 
148 On February 26, 2018, the Public Interest Legal Fund filed a complaint in the U.S. District Court for the Middle 
District of Pennsylvania seeking injunctive relief to compel DOS to allow the group access to information on non-
citizen voting records. As of the date of this audit, the lawsuit is ongoing. See PILF v. Torres, 1:18-cv-00463 and 
1:19-cv-00622. 
<https://freebeacon.com/issues/pennsylvania-state-dept-sued-hiding-noncitizen-voting-records/> (accessed July 26, 
2019). 
149 Citizenship is determined based upon documentation that PennDOT requires individuals to provide, such as a 
birth certificate, U.S. Passport, or a Certificate of Naturalization. 
150 A person applying to register to vote is required to affirm that they are: (1) A citizen of the United States; (2) A 
resident of Pennsylvania and the election district in which they want to register for at least 30 days prior to the next 
election; and (3) At least 18 years of age on or before the next election.  
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registration applications to DOS which were subsequently forwarded to the appropriate county 
election office (county) for processing.151 Once new federal and subsequent state laws were 
enacted and in effect, DOS implemented the Statewide Uniform Registry of Electors (SURE) 
system. With the creation of SURE, PennDOT’s Motor Voter process was electronically 
connected to the SURE system.152 When the last county implemented SURE in 2005, the Motor 
Voter process became fully automated, with applications from PennDOT being electronically 
received by SURE and then electronically parsed out to the respective counties for processing. 

After the non-citizen voter registration issue related to Motor Voter was identified, PennDOT, in 
conjunction with DOS, made changes to the Motor Voter process to help ensure that those who 
indicate that they are non-citizens are no longer able to register to vote through PennDOT. DOS 
management stated that the project to correct the issue was completed in December 2017. We 
confirmed management’s statement through observation of the Motor Voter process during a 
visit to a photo license center in November 2018. Currently, when a customer arrives at a 
PennDOT photo license center with their camera card to obtain a new DL or renew their existing 
DL, their citizenship status is embedded into the bar code on the camera card. Based on this bar 
code, a non-citizen customer is not asked the voter registration questions. Conversely, when a 
citizen (either over the age of 18 or who will be 18 by the date of the next election) arrives at a 
photo license center, they are asked the voter registration questions. We confirmed this process is 
in place by observing multiple scenarios at a PennDOT photo license center of individuals who 
were identified in the PennDOT system as non-citizens and citizens (both under age 18 and over 
age 18). 

In addition to working with PennDOT to correct the issue, DOS management stated that steps 
were taken to investigate and address the concern that non-citizens were registered to vote. DOS 
management stated that they retained an expert, a tenured Associate Professor of Political 
Science, to conduct an analysis by comparing the Commonwealth’s voter registration data with 
other available Commonwealth databases. We requested information from DOS regarding what 
Commonwealth databases were used for the analysis and the results of the analysis; however, 
DOS would not provide this information. Therefore, we were unable to verify the following: 

� Whether DOS actually retained an individual to conduct an analysis. 

� The scope and methodology of the analysis. 

� The results and conclusions of the analysis. 

151 National Voter Registration Act of 1993 (Motor Voter), 52 U.S.C. §§ 20501–20511 (formerly 42 
U.S.C. §§ 1973gg–1973gg-10). 
152 In 2002, the U.S. Congress passed the Help America Vote Act (HAVA) and, subsequently, the Pennsylvania 
General Assembly enacted Act 3 of 2002, which implemented HAVA into Pennsylvania Law. See 52 U.S.C. §§ 
20901-21145 (formerly 42 U.S.C. §§ 15301-15545) and 25 Pa.C.S. §§ 1101-1906 (as noted in an earlier footnote, 
Act 3 of 2002 was added Part IV to the consolidated Title 25 Elections). 
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Actions that occurred with the 11,198 active and inactive voters whose eligibility needed 

further confirmation based on analysis performed – as represented by DOS management 

     215 Requested that their voter registration be cancelled. No reason for cancellation was 
required to be given by the voter.a/ 

  1,948 Affirmed that they were qualified to be a registered voter. 

       51 Failed to fully complete either the affirmation or cancellation form. Follow-up is 
being conducted by either DOS or the respective county election office. 

     286 Voter records were cancelled as a result of unrelated, routine list maintenance 
conducted by county election offices after the letters were mailed. 

  8,698 Voter names were forwarded to their respective county election office for further 
research to be performed to determine their eligibility. 

11,198 
Total number of letters mailed to active and inactive voters whose eligibility 

needed further confirmation. 
a/ - A request to cancel their voter registration by the recipient of the letter does not necessarily mean that the 

person is ineligible to be a registered voter. A person may decide that they no longer wish to be a registered voter 
for reasons other than ineligibility.

Source: This table was compiled by staff of the Department of the Auditor General based on information provided 

by DOS management. The data are of undetermined reliability as noted in Appendix A. However, this is the best 

data available. Although this determination may affect the precision of the numbers we present, there is sufficient 

evidence in total to support our conclusions. 

DOS management stated that regarding the 8,698 names forwarded to the counties for follow-up, 
they have not conducted any follow-up with the counties, noting that it is the counties’ obligation 
to take action to determine eligibility and/or remove ineligible voters as appropriate. 

As a result of the decades-old issue with the PennDOT Motor Voter system, individuals who 
were ineligible to register to vote were in fact allowed to register and, therefore, may have voted 
in elections. Although the issue with the Motor Voter system has been corrected, DOS and 
counties must continue to address the concern that ineligible individuals may still be registered to 
vote. 
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Appendix E Voter Registration by County 

Commonwealth of Pennsylvania 

Department of State 

Division of Voter Registration 

2018 Voter Registration Statistics - Official 

November 6, 2018 

County Democratic Republican Green Libertarian 

Other 

Parties 

All  

Parties 

Adams 19,557 36,652 92 449 10,275 67,025

Allegheny 546,641 261,938 1,259 4,964 126,226 941,028

Armstrong 14,419 22,211 34 243 4,443 41,350

Beaver 55,569 41,149 86 575 13,302 110,681

Bedford 7,906 20,587 21 128 2,845 31,487

Berks 116,018 100,459 436 1,613 38,091 256,617

Blair 22,453 44,132 82 382 8,948 75,997

Bradford 9,729 21,971 53 218 4,465 36,436

Bucks 196,280 185,919 647 2,893 71,496 457,235

Butler 40,697 69,840 117 785 17,018 128,457

Cambria 41,300 33,461 81 324 8,172 83,338

Cameron 1,029 1,526 4 13 346 2,918

Carbon 18,008 18,608 63 251 6,249 43,179

Centre 46,205 43,822 184 739 20,182 111,132

Chester 141,384 152,684 502 2,023 60,714 357,307

Clarion 7,354 12,909 21 93 2,533 22,910

Clearfield 17,051 24,359 42 235 5,202 46,889

Clinton 8,090 10,051 28 104 2,584 20,857

Columbia 14,500 18,187 42 256 5,695 38,680

Crawford 18,498 27,626 55 269 6,099 52,547

Cumberland 57,935 86,488 288 1,175 26,370 172,256

Dauphin 84,062 74,276 274 1,013 26,228 185,853

Delaware 188,908 162,271 432 1,498 50,262 403,371

Elk 8,578 8,588 23 77 2,080 19,346

Erie 96,961 68,402 321 1,041 25,185 191,910

Fayette 43,431 27,491 70 315 6,901 78,208

Forest 1,220 1,765 2 12 329 3,328

Franklin 24,150 54,942 89 512 12,898 92,591

Fulton 2,307 5,859 8 49 877 9,100

Greene 11,337 8,411 47 70 1,981 21,846

Huntingdon 9,033 17,749 50 105 3,078 30,015

Indiana 19,070 24,005 57 230 6,056 49,418
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Jefferson 9,008 17,354 29 152 3,263 29,806

Juniata 3,718 8,642 16 50 1,373 13,799

Lackawanna 86,740 42,383 223 562 13,702 143,610

Lancaster 106,685 169,621 494 2,050 50,642 329,492

Lawrence 25,341 23,316 32 263 5,807 54,759

Lebanon 26,303 46,814 106 496 12,012 85,731

Lehigh 113,101 79,383 322 1,353 38,721 232,880

Luzerne 106,257 76,235 360 1,007 23,654 207,513

Lycoming 21,179 38,006 69 329 8,771 68,354

McKean 6,710 13,791 32 154 3,165 23,852

Mercer 30,385 31,721 67 349 8,955 71,477

Mifflin 6,805 15,248 20 130 2,502 24,705

Monroe 50,688 36,143 155 653 20,543 108,182

Montgomery 273,860 206,635 743 3,122 85,359 569,719

Montour 4,683 6,383 19 79 2,062 13,226

Northampton 96,393 73,561 322 1,335 37,702 209,313

Northumberland 19,249 26,646 82 290 6,518 52,785

Perry 6,814 18,079 28 188 3,384 28,493

Philadelphia 818,082 118,692 1,531 3,206 122,618 1,064,129

Pike 14,540 18,759 72 300 8,725 42,396

Potter 2,559 7,031 14 61 1,049 10,714

Schuylkill 31,749 43,763 114 448 9,845 85,919

Snyder 5,247 13,506 22 164 2,554 21,493

Somerset 15,546 26,903 30 190 4,330 46,999

Sullivan 1,467 2,449 6 21 433 4,376

Susquehanna 7,488 14,879 54 135 3,213 25,769

Tioga 6,902 16,228 42 153 3,434 26,759

Union 7,297 12,679 33 111 3,923 24,043

Venango 10,229 17,242 43 216 3,704 31,434

Warren 10,107 15,369 50 150 4,514 30,190

Washington 66,867 57,918 115 729 15,778 141,407

Wayne 9,772 18,171 71 194 5,131 33,339

Westmoreland 110,356 107,339 195 1,295 28,165 247,350

Wyoming 5,244 9,714 33 79 1,870 16,940

York 104,274 151,941 480 2,180 46,740 305,615

Totals 4,111,325 3,270,882 11,534 44,848 1,171,291 8,609,880 

Source:<https://www.dos.pa.gov/VotingElections/OtherServicesEvents/VotingElectionStatistics/Pages/

Voter-Registration-Statistics-Archives.aspx> (accessed June 21, 2019). 

Note: The totals in the “2018 Voter Registration Statistics – Official” table above do not match the voter registration 
totals in the Voter Table data we received from the Department of State (DOS) due to a timing difference. The table 
above contains totals as of November 6, 2018, whereas, the Voter Table data we received from DOS was extracted 
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on October 9, 2018, and contains a total of 8,567,700 registered voters. As of June 17, 2019, the voter registration 
total as reported by DOS was 8,505,621. These changes in the number of registered voters are normal, since voter 
registration totals change daily due to the ongoing addition and maintenance of records.  
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Appendix F HAVA Funds Received by Pennsylvania 

The United States Election Assistance Commission (EAC) and the United States General 
Services Administration (GSA), acting on EAC’s behalf, awarded three non-discretionary grants, 
based on a predetermined formula, to states to financially help implement the requirements of the 
Help American Vote Act of 2002 (HAVA).155 The following sections briefly explain these grants 
and show the breakdown of the $160.5 million of HAVA funds received and the amounts 
expended by Pennsylvania as of September 30, 2018. 

Section 101: Payments to States for Activities to Improve Administration of Elections 

Section 101 funds were provided to states for activities to improve the administration of federal 
elections and could be used for various purposes, such as voter education, development of the 
state plan, and training. GSA distributed a total of $349 million in Section 101 funds to states 
between April 2003 and August 2003.156 These funds were required to be deposited in interest-
bearing state election accounts and had no restrictions on when they could be expended by the 
states once obligated at the federal level. Pennsylvania received $11,323,168 in Section 101 
funds and expended the funds and interest earned through state fiscal year ended June 30, 2013, 
as shown in the following table:

155 EAC also administered three discretionary grant programs (Election Data Collection, College Poll Workers, and 
Mock Elections) that were awarded through a competitive process, and the United States Department of Health and 
Human Services administered a grant program to increase the accessibility of polling locations to disabled persons. 
These other grants were not included in this summary. Source: U.S. Election Assistance Commission, Strengthening 

the Electoral System One Grant at a Time: A Retrospective of Grants Awarded by EAC April 2003 – December 

2010, <https://www.eac.gov/assets/1/6/FY2010_Grants_Report_FINAL.pdf> (accessed July 12, 2019). 
156 Ibid.
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State Fiscal 

Year 

Grant 

Expenditures 

Interest 

Expenditures 

Total 

Expenditures 

2002 $     115,738 - $     115,738 

2003 $  6,708,787 - $  6,708,787 

2004 $  (345,881) - $  (345,881) 

2005 $  2,119,419 - $  2,119,419 

2006 $  1,644,302 - $  1,644,302 

2007 $     493,544 - $     493,544 

2008 $     540,638 - $     540,638 

2009 $     433,052 - $     433,052 

2010 $     142,912 $    235,476 $     378,388 

2011 $  (711,851) $    817,782 $     105,931 

2012 $     182,498 $    156,541 $     339,039 

2013 $              10 $      91,693 $       91,703 

Total $11,323,168 $ 1,301,492 $12,624,660 
Source: Produced by the Department of the Auditor General staff from the 

Commonwealth’s SAP accounting system report, “Detail Grant Line Items 

by FM Posting Date.” 

Section 102: Payments to States for Election Administration Improvements and 

Replacement of Punch Card and Lever Voting Machines 

Section 102 funds were required to be used to replace any punch card or lever voting systems. 
GSA distributed a total of $300 million in Section 102 funds to states in federal fiscal year (FFY) 
2003.157 The deadline for states to have replaced its machines was originally November 2, 2004, 
however, states could file for subsequent extensions which ultimately expired on the date of the 
first federal election held after November 1, 2010.158 States with unobligated funds after the 
deadline were required by HAVA to return the balance of funds to EAC for redistribution to all 
states in the form of Section 251 payments. Pennsylvania received $22,897,794 in Section 102 
funds and expended the funds and interest earned through state fiscal year ended June 30, 2011, 
as shown in the following table:

157 The federal fiscal year is October 1 through September 30. 
158 Ibid. 
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State Fiscal 

Year 

Grant 

Expenditures 

Interest 

Expenditures 

Total 

Expenditures 

2005 $ 10,658,762 - $ 10,658,762 

2006 $   9,475,847 - $   9,475,847 

2007 $   1,370,102 - $   1,370,102 

2008 $      933,803 - $      933,803 

2009 $   2,551,075 - $   2,551,075 

2010 $(2,169,751) $ 4,002,558 $   1,832,807 

2011 $        77,956 $    261,616 $      339,572 

Total $ 22,897,794 $ 4,264,174 $ 27,161,968 
Source: Produced by the Department of the Auditor General staff from the 

Commonwealth’s SAP accounting system report, “Detail Grant Line Items 

by FM Posting Date.”

Section 251: Requirements Payments 

Section 251 funds were required to be used to procure voting systems that comply with the new 
standards of HAVA, develop and implement a computerized statewide voter registration list, and 
other specific improvements. EAC disbursed a total of $2.6 billion in requirements payments in 
FFY 2003, 2004, 2008, 2009, 2010, and 2011. Section 251 funds and interest earned on deposits 
of Section 251 funds had no fiscal year limitation at the state level once obligated at the federal 
level.159 Pennsylvania received a total of $112,821,809 in Section 251 funds. The following table 
shows the amount of funds received by Pennsylvania by FFY. As of September 30, 2018, 
Pennsylvania earned $16.8 million in interest and had total expenditures of $126.7 million, 
leaving a balance of $2.9 million in unspent funds.160

159 Ibid. 
160 The U.S. Election Assistance Commission, Grant Expenditure Report Fiscal Year 2018, dated April 4, 2019, 
<https://www.eac.gov/assets/1/6/FY2018HAVAGrantsExpenditureReport.pdf> (accessed July 12, 2019).
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Federal 

Fiscal Year 

Date 

Received 

Amount 

Received 

2003 06/17/2004 $   35,992,863 

2004 06/17/2004 $   64,585,966 

2008 01/06/2009 $     4,919,086 

2009 02/01/2010 $     4,277,466 

2010 09/24/2010 $     2,994,226 

2011 03/16/2012 $          52,202 

Total $ 112,821,809 
Source: Produced by the Department of the Auditor 

General staff from the EAC website 

<https://www.eac.gov/payments-and-grants/managing-

requirements-payments/> (accessed July 12, 2019). 

In March 2018, the United States Congress provided states an additional $380 million of Section 
251 funding through the Omnibus Appropriations Act of 2018. States could begin spending 
funds once they received their notice of grant award on April 17, 2018. As of September 30, 
2018, Pennsylvania received $13,476,156 in grant funds, earned interest totaling $24,077, and 
had yet to expend the funds.161 Pennsylvania plans to replace voting equipment that is reaching 
the end of its usable life with new equipment that has a voter verifiable paper audit trail.162

161 The U.S. Election Assistance Commission, Grant Expenditure Report Fiscal Year 2018, dated April 4, 2019. 
<https://www.eac.gov/assets/1/6/FY2018HAVAGrantsExpenditureReport.pdf> (accessed July 12, 2019). 
162 Ibid.
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Appendix G Description of Data Used in the Audit 

The table below shows the number of records included in the Voter Table data obtained for this 
audit as of October 9, 2018. This table differs from the numbers included in Appendix E, which 
shows the number of registered voters by party, by county certified as of the November 6, 2018, 
election.  

Status of Voter Records in the Voter Table 

as of October 9, 2018 

Number of 

Records Voter Status  

7,693,493 Activea/

874,207 Inactiveb/

8,567,700 Subtotal – Eligible to Vote  

7,789 Holdc/

16 Blankd/

7,495,963 Cancellede/

16,071,468 
Total number of records in the voter table from the Statewide Uniform 

Registry of Electors (SURE) Database as of October 9, 2018 
a/ An active voter is a person who is fully registered to vote.
b/ An inactive voter is a person who is fully registered to vote but has not voted in at least five years, nor has had 

certain types of communication with their county election office. An inactive voter can vote once they complete 
an affidavit attesting to their eligibility to vote at that polling place. 
c/ A voter’s registration can be placed on hold for several reasons, including imprisonment.
d/ No status was included in the status field.
e/ A voter whose registration has been cancelled will no longer be printed in the poll book and will not be able to 

vote until they re-register. 
Source: This table was compiled by the staff of the Department of the Auditor General from data received from the 

Department of State that was extracted from the SURE system.
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Appendix H SURE Survey 

As part of our audit procedures, the following survey was sent on September 24, 2018, to the 
County Election Office Director in each of Pennsylvania’s 67 counties. We requested that each 
director respond to the survey questions in order to assist us in gaining a comprehensive 
understanding of the Statewide Uniform Registry of Electors (SURE). 
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Appendix I Distribution List 

This report was distributed to the following Commonwealth officials: 

The Honorable Tom Wolf

Governor 

The Honorable Kathy Boockvar 

Secretary of the Commonwealth 
Pennsylvania Department of State 

The Honorable Jonathan Marks 

Deputy Secretary for Elections 
and Commissions 
Pennsylvania Department of State 

Mr. Timothy E. Gates 

Chief Counsel 
Pennsylvania Department of State 

The Honorable John MacMillan 

Deputy Secretary for Information 
Technology and Chief Information 
Officer 
Office of Administration 

The Honorable Garth Everett 

Majority Chair 
House State Government Committee 

The Honorable Kevin Boyle 

Democratic Chair 
House State Government Committee 

The Honorable Kristin Hill 

Vice-Majority Chair 
Senate State Government Committee 

The Honorable Michaele Totino 

Majority Executive Director 
Senate State Government Committee 

The Honorable Anthony Williams 

Democratic Chair 
Senate State Government Committee 

The Honorable Jen Swails  

Secretary of the Budget 
Office of the Budget 

The Honorable Joseph M. Torsella 

State Treasurer 
Pennsylvania Treasury Department 

The Honorable Josh Shapiro 

Attorney General  
Office of the Attorney General  

The Honorable Michael Newsome  

Secretary of Administration  
Office of Administration 

Mr. William Canfield  

Director  
Bureau of Audits  
Office of Comptroller Operations 

Ms. Mary Spila 

Collections/Cataloging 
State Library of Pennsylvania
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This report is a matter of public record and is available online at www.PaAuditor.gov. Media 

questions about the report can be directed to the Pennsylvania Department of the Auditor 

General, Office of Communications, 229 Finance Building, Harrisburg, PA 17120; via email to: 

News@PaAuditor.gov. 
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